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Preface

Welcome to Data Ingestion with Python Cookbook. I hope you are excited as me to enter the world
of data engineering.

Data Ingestion with Python Cookbook is a practical guide that will empower you to design and implement
efficient data ingestion pipelines. With real-world examples and renowned open-source tools, this
book addresses your queries and hurdles head-on.

Beginning with designing pipelines, you’ll explore working with and without data schemas, constructing
monitored workflows using Airflow, and embracing data observability principles while adhering
to best practices. Tackling the challenges of reading diverse data sources and formats, you'll gain a
comprehensive understanding of all these.

Our journey continues with essential insights into error logging, identification, resolution, data
orchestration, and effective monitoring. You’ll discover optimal approaches for storing logs, ensuring
easy access and references for them in the future.

By the end of this book, you’ll possess a fully automated setup to initiate data ingestion and pipeline
monitoring. This streamlined process will seamlessly integrate into the subsequent stages of the Extract,
Transform, and Load (ETL) process, propelling your data integration capabilities to new heights. Get
ready to embark on an enlightening and transformative data ingestion journey.

Who this book is for

This comprehensive book is specifically designed for Data Engineers, Data Integration Specialists, and
passionate data enthusiasts seeking a deeper understanding of data ingestion processes, data flows,
and the typical challenges encountered along the way. It provides valuable insights, best practices, and
practical knowledge to enhance your skills and proficiency in handling data ingestion tasks effectively.

Whether you are a beginner in the data world or an experienced developer, this book will suit you.
It is recommended to know the Python programming fundamentals and have basic knowledge of
Docker to read and run this book’s code.

What this book covers

Chapter 1, Introduction to Data Ingestion, introduces you to data ingestion best practices and the
challenges of working with diverse data sources. It explains the importance of the tools covered in
the book, presents them, and provides installation instructions.
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Chapter 2, Data Access Principals — Accessing your Data, explores data access concepts related to data
governance, covering workflows and management of familiar sources such as SFTP servers, APIs,
and cloud providers. It also provides examples of creating data access policies in databases, data
warehouses, and the cloud.

Chapter 3, Data Discovery — Understanding Our Data Before Ingesting It, teaches you the significance of
carrying out the data discovery process before data ingestion. It covers manual discovery, documentation,
and using an open-source tool, OpenMetadata, for local configuration.

Chapter 4, Reading CSV and JSON Files and Solving Problems, introduces you to ingesting CSV and JSON
files using Python and PySpark. It demonstrates handling varying data volumes and infrastructures
while addressing common challenges and providing solutions.

Chapter 5, Ingesting Data from Structured and Unstructured Databases, covers fundamental concepts
of relational and non-relational databases, including everyday use cases. You will learn how to read
and handle data from these models, understand vital considerations, and troubleshoot potential errors.

Chapter 6, Using PySpark with Defined and Non-Defined Schemas, delves deeper into common PySpark
use cases, focusing on handling defined and non-defined schemas. It also explores reading and
understanding complex logs from Spark (PySpark core) and formatting techniques for easier debugging.

Chapter 7, Ingesting Analytical Data, introduces you to analytical data and common formats for reading
and writing. It explores reading partitioned data for improved performance and discusses Reverse
ETL theory with real-life application workflows and diagrams.

Chapter 8, Designing Monitored Data Workflows, covers logging best practices for data ingestion,
facilitating error identification, and debugging. Techniques such as monitoring file size, row count,
and object count enable improved monitoring of dashboards, alerts, and insights.

Chapter 9, Putting Everything Together with Airflow, consolidates the previously presented information
and guides you in building a real-life data ingestion application using Airflow. It covers essential
components, configuration, and issue resolution in the process.

Chapter 10, Logging and Monitoring Your Data Ingest in Airflow, explores advanced logging and
monitoring in data ingestion with Airflow. It covers creating custom operators, setting up notifications,
and monitoring for data anomalies. Configuration of notifications for tools such as Slack is also covered
to stay updated on the data ingestion process.

Chapter 11, Automating Your Data Ingestion Pipelines, focuses on automating data ingests using
previously learned best practices, enabling reader autonomy. It addresses common challenges with
schedulers or orchestration tools and provides solutions to avoid problems in production clusters.

Chapter 12, Using Data Observability for Debugging, Error Handling, and Preventing Downtime,
explores data observability concepts, popular monitoring tools such as Grafana, and best practices
for log storage and data lineage. It also covers creating visualization graphs to monitor data source
issues using Airflow configuration and data ingestion scripts.
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To get the most out of this book

To execute the code in this book, you must have at least a basic knowledge of Python. We will use
Python as the core language to execute the code. The code examples have been tested using Python
3.8. However, it is expected to still work with future language versions.

Along with Python, this book uses Docker to emulate data systems and applications in our local
machine, such as PostgreSQL, MongoDB, and Airflow. Therefore, a basic knowledge of Docker is
recommended to edit container image files and run and stop containers.

Please, remember that some command-line commands may need adjustments depending on your local
settings or operating system. The commands in the code examples are based on the Linux command-
line syntax and might need some adaptations to run on Windows PowerShell.

Software/Hardware covered in the book OS Requirements
Python 3.8 or higher Windows, Mac OS X, and Linux (any)
Docker Engine 24.0 / Docker Desktop 4.19 Windows, Mac OS X, and Linux (any)

For almost all recipes in this book, you can use a Jupyter Notebook to execute the code. Even though it
is not mandatory to install it, this tool can help you to test the code and try new things on the code due
to the friendly interface.

If you are using the digital version of this book, we advise you to type the code yourself or access
the code via the GitHub repository (link available in the next section). Doing so will help you
avoid any potential errors related to the copying and pasting of code.

Download the example code files

You can download the example code files for this book from GitHub at https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook. In case there’s an update
to the code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at ht tps: //

github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You
can download it here: https://packt.link/xwl0U
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Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “Then
we proceeded with the with open statement.”

A block of code is set as follows:

def gets csv_first line (csv_file):
logging.info (f"Starting function to read first line")
try:
with open(csv _file, 'r') as file:
logging.info (f"Reading file")

Any command-line input or output is written as follows:

$ python3 --version
Python 3.8.10

Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words
in menus or dialog boxes appear in the text like this. Here is an example: “Then, when we selected
showString at NativeMethodAccessorImpl.java:O0, which redirected us to the
Stages page”

Tips or important notes
Appear like this.

Sections

In this book, you will find several headings that appear frequently (Getting ready, How to do it..., How
it works..., There’s more..., and See also).

To give clear instructions on how to complete a recipe, use these sections as follows:

Getting ready

This section tells you what to expect in the recipe and describes how to set up any software or any
preliminary settings required for the recipe.

How to do it...

This section contains the steps required to follow the recipe.
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How it works...

This section usually consists of a detailed explanation of what happened in the previous section.

There’s more...

This section consists of additional information about the recipe in order to make you more knowledgeable
about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book title in the
subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub . com/support /errata, selecting your book, clicking on the Errata
Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors . packtpub. com.


mailto:customercare@packtpub.com
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mailto:copyright@packt.com
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Share Your Thoughts

Once you've read Data Ingestion with Python Cookbook, wed love to hear your thoughts! Please
click here to go straight to the Amazon review page for this book and share
your feedback.

Your review is important to us and the tech community and will help us make sure were delivering
excellent quality content.


https://packt.link/r/183763260X
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Download a free PDF copy of this book

Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don't worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content
in your inbox daily

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below

https://packt.link/free-ebook/9781837632602

2. Submit your proof of purchase

3. That’s it! We'll send your free PDF and other benefits to your email directly
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Part 1:
Fundamentals
of Data Ingestion

In this part, you will be introduced to the fundamentals of data ingestion and data engineering,
passing through the basic definition of an ingestion pipeline, the common types of data sources, and
the technologies involved.

This part has the following chapters:

o Chapter 1, Introduction to Data Ingestion

o Chapter 2, Principals of Data Access — Accessing Your Data

o Chapter 3, Data Discovery - Understanding Our Data Before Ingesting It
o Chapter 4, Reading CSV and JSON Files and Solving Problems

o Chapter 5, Ingesting Data from Structured and Unstructured Databases
o Chapter 6, Using PySpark with Defined and Non-Defined Schemas

o Chapter 7, Ingesting Analytical Data






1

Introduction to Data Ingestion

Welcome to the fantastic world of data! Are you ready to embark on a thrilling journey into data
ingestion? If so, this is the perfect book to start! Ingesting data is the first step into the big data world.

Data ingestion is a process that involves gathering and importing data and also storing it properly
so that the subsequent extract, transform, and load (ETL) pipeline can utilize the data. To make it
happen, we must be cautious about the tools we will use and how to configure them properly.

In our book journey, we will use Python and PySpark to retrieve data from different data sources
and learn how to store them properly. To orchestrate all this, the basic concepts of Airflow will be
implemented, along with efficient monitoring to guarantee that our pipelines are covered.

This chapter will introduce some basic concepts about data ingestion and how to set up your
environment to start the tasks.

In this chapter, you will build and learn the following recipes:

o Setting up Python and the environment
o Installing PySpark

o Configuring Docker for MongoDB

o Configuring Docker for Airflow

o Logging libraries

o Creating schemas

o Applying data governance in ingestion

o Implementing data replication



Introduction to Data Ingestion

Technical requirements

The commands inside the recipes of this chapter use Linux syntax. If you don’t use a Linux-based
system, you may need to adapt the commands:

o Docker or Docker Desktop

o The SQL client of your choice (recommended); we recommend DBeaver, since it has a
community-free version

You can find the code from this chapter in this GitHub repository: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook.

Note

Windows users might get an error message such as Docker Desktop requires a newer WSL
kernel version. This can be fixed by following the steps here: https://docs.docker.
com/desktop/windows/wsl/.

Setting up Python and its environment

In the data world, languages such as Java, Scala, or Python are commonly used. The first two languages
are used due to their compatibility with the big data tools environment, such as Hadoop and Spark,
the central core of which runs on a Java Virtual Machine (JVM). However, in the past few years, the
use of Python for data engineering and data science has increased significantly due to the language’s
versatility, ease of understanding, and many open source libraries built by the community.

Getting ready

Let’s create a folder for our project:

1. First, open your system command line. Since I use the Windows Subsystem for Linux (WSL),
I will open the WSL application.

2. Go to your home directory and create a folder as follows:
$ mkdir my-project

3. Go inside this folder:
$ cd my-project

4. Check your Python version on your operating system as follows:

$ python --version


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://docs.docker.com/desktop/windows/wsl/
https://docs.docker.com/desktop/windows/wsl/

Setting up Python and its environment

Depending on your operational system, you might or might not have output here - for example,
WSL 20.04 users might have the following output:

Command 'python' not found, did you mean:
command 'python3' from deb python3
command 'python' from deb python-is-python3

If your Python path is configured to use the python command, you will see output similar
to this:

Python 3.9.0

Sometimes, your Python path might be configured to be invoked using python3. You can
try it using the following command:

$ python3 --version
The output will be similar to the python command, as follows:

Python 3.9.0

5. Now, let’s check our pip version. This check is essential, since some operating systems have
more than one Python version installed:
$ pip --version
You should see similar output:

pip 20.0.2 from /usr/lib/python3/dist-packages/pip (python 3.9)

If your operating system (OS) uses a Python version below 3 . 8x or doesn’t have the language
installed, proceed to the How fo do it steps; otherwise, you are ready to start the following Installing
PySpark recipe.

How to do it...

We are going to use the official installer from Python.org. You can find the link for it here: ht tps: //
www . python.org/downloads/ :

Note

For Windows users, it is important to check your OS version, since Python 3.10 may not be
yet compatible with Windows 7, or your processor type (32-bits or 64-bits).

1. Download one of the stable versions.

At the time of writing, the stable recommended versions compatible with the tools and resources
presented here are 3.8,3.9,and 3.10.I will use the 3. 9 version and download it using the
following link: https: //www.python.org/downloads/release/python-390/.
Scrolling down the page, you will find a list of links to Python installers according to OS, as shown
in the following screenshot.
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& python.org/do

St Well surely!....

'W: 'DESTROY NINETY-NINE PERCENT OF KNOWN HOUSEHOLD PESTS WITH PRE-SLICED, RUSTPROOF, EASY-TO-HANDLE, LOW CALORIE SIMPSON'S INDIVIDUAL EMPEROR STRINGETTES, FREE
FROM ARTIFICIAL COLORING, AS USED IN HOSPITALS!'

Full Changelog

.
Files
Version Operating System Description MDS5 Sum File Size GPG
Gzipped source tarball Source release el19e75ec81dd04de27797bf3fad918fd 26724009 SIG
XZ compressed source tarball Source release 6ebfe157f6e88d9eabfbaf3fa92129f6 18866140 SIG
macOS 64-bit installer mac0S for 0SX 10.9 and later 16caB6fa3467e75bade26b8a9703c27f 31132316 SIG
Windows help file Windows 9eabfc676f0fa3b95af3c5b3400120d6 8757017 SIG
Windows x86-64 embeddable zip file Windows for AMD64/EM64T/x64 60d0d94337ef657c2ccald3d9a6ddIab 8387074 SIG
Windows x86-64 executable installer Windows for AMD64/EM64T/x64 b61a33dc28f13b561452f3089c87eb63 28158664 SIG
Windows x86-64 web-based installer Windows for AMD64/EM64T/x64 733df85afb160482c5636¢ca09b89cacs 1364352 SIG
Windows x86 embeddable zip file Windows d81fc534080e10bb4172adTae3da5247 7553872 SIG
Windows x86 executable installer Windows 4a2812db8ab9f2e522¢96¢T728cfccch 27066912 SIG
Windows x86 web-based installer Windows cdbfa799e6760c13d06d0c2374110aa3 1327384 SIG

Figure 1.1 - Python.org download files for version 3.9

2. After downloading the installation file, double-click it and follow the instructions in the wizard
window. To avoid complexity, choose the recommended settings displayed.
The following screenshot shows how it looks on Windows:

2 Python 3.9.0 (64-bit) Setup — b4

Install Python 3.9.0 (64-bit)

Select Install Mow to install Python with default settings. or choose
Customize to enable or disable features.

% Install Now
Ci\Users\gespp\AppData‘\Local\Programs\Python'\ Python39

Includes IDLE, pip and decumentation
Creates shortcuts and file associations

— Customize installation
Choose location and features

python
for @ Install launcher for all users (recommended)

WiﬂdOWS (0 Add Python 3.9 to PATH Cancel

Figure 1.2 - The Python Installer for Windows
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3. Ifyou are a Linux user, you can install it from the source using the following commands:

$ wget https://www.python.org/ftp/python/3.9.1/Python-3.9.1.tgz
$ tar -xf Python-3.9.1.tgz

$ ./configure -enable-optimizations

$ make -j 9

After installing Python, you should be able to execute the pip command. If not, refer to the pip
official documentation page here: https://pip.pypa.io/en/stable/installation/.

How it works...

Python is an interpreted language, and its interpreter extends several functions made with C or
C++. The language package also comes with several built-in libraries and, of course, the interpreter.

The interpreter works like a Unix shell and can be found in the usr/local/bin directory: https://
docs.python.org/3/tutorial/interpreter.html.

Lastly, note that many Python third-party packages in this book require the pip command to be
installed. This is because pip (an acronym for Pip Installs Packages) is the default package manager
for Python; therefore, it is used to install, upgrade, and manage the Python packages and dependencies
from the Python Package Index (PyPI).

There’s more...

Even if you don’'t have any Python versions on your machine, you can still install them using the
command line or HomeBrew (for macOS users). Windows users can also download them from the
MS Windows Store.

Note

If you choose to download Python from the Windows Store, ensure you use an application
made by the Python Software Foundation.

See also

You can use pip to install convenient third-party applications, such as Jupyter. This is an open source,
web-based, interactive (and user-friendly) computing platform, often used by data scientists and data
engineers. You can install it from the official website here: https://jupyter.org/install.


https://pip.pypa.io/en/stable/installation/
https://docs.python.org/3/tutorial/interpreter.html
https://docs.python.org/3/tutorial/interpreter.html
https://jupyter.org/install
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Installing PySpark

To process, clean, and transform vast amounts of data, we need a tool that provides resilience and
distributed processing, and that’s why PySpark is a good fit. It gets an API over the Spark library that
lets you use its applications.

Getting ready
Before starting the PySpark installation, we need to check our Java version in our operational system:

1. Here, we check the Java version:

$ java -version

You should see output similar to this:

openjdk version "1.8.0 292"

OpenJdDK Runtime Environment (build 1.8.0 292-8u292-bl0-
Oubuntul~20.04-b10)

OpenJdDK 64-Bit Server VM (build 25.292-b10, mixed mode)

If everything is correct, you should see the preceding message as the output of the command
and the OpenJDK 18 version or higher. However, some systems don’t have any Java version
installed by default, and to cover this, we need to proceed to step 2.

2. Now, we download the Java Development Kit (JDK).

Gotohttps://www.oracle.com/java/technologies/downloads/, select
your OS, and download the most recent version of JDK. At the time of writing, it is JDK 19.

The download page of the JDK will look as follows:


https://www.oracle.com/java/technologies/downloads/

Installing PySpark

o} @ View Accounts |;|;| Contact Sales

Products Industries Resources Customers Partners Developers Events Company

Java downloads Tools and resources Java archive

JDK 17 will receive updates under these terms, until at least September 2024

Java 19 Java 17

Java SE Development Kit 19 downloads

Thank you for downloading this release of the Java™ Platform, Standard Edition Development Kit (JDK™). The JDK is a development environment for
building applications and components using the Java programming language.

The JDK includes tools for developing and testing programs written in the Java programming language and running on the Java platform

Linux macOS Windows

Product/file description File size Download
Arm 64 Compressed Archive 179.64 MB https://download.oracle.com/fjava/19/latest/jdk-19_linux-aarch&64_bin.tar.gz (
shaZ56)

Arm 64 RPM Package 15976 MB https://download.oracle.com/java/19/latest/jdk-19_linux-aarché4_bin.rpm ( sha256)

x64 Compressed Archive 180.86 https://download.oracle.com/java/19/latest/jdk-19_linux-x64_bintar.gz ( sha256)
MB

x64 Debian Package 154.59 MB https://download.oracle.com/fjava/19/latest/jdk-19_linux-x64_bin.deb ( sha256)

x64 RPM Package 161.40 MB https://download.oracle.com/java/19/latest/jdk-19_linux-x64_bin.rpm ( sha256)

Figure 1.3 - The JDK 19 downloads official web page

Execute the downloaded application. Click on the application to start the installation process.
The following window will appear:

Note
Depending on your OS, the installation window may appear slightly different.
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b | Java(TM) SE Development Kit 19 (64-bit) - Setup X
P P

Welcome to the Installation Wizard for Java SE Development Kit 19

This wizard will guide you through the installation process for the Java SE Development Kit
19.

Figure 1.4 - The Java installation wizard window

Click Next for the following two questions, and the application will start the installation.
You don’t need to worry about where the JDK will be installed. By default, the application is
configured, as standard, to be compatible with other tools’ installations.

3. Next, we again check our Java version. When executing the command again, you should see

the following version:

$ java -version
openjdk version "1.8.0 292"

OpenJDK Runtime Environment (build 1.8.0 292-8u292-bl0-
Oubuntul~20.04-b10)

OpenJdDK 64-Bit Server VM (build 25.292-b10, mixed mode)

How to do it...
Here are the steps to perform this recipe:

1. Install PySpark from PyPi:

$ pip install pyspark
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If the command runs successfully, the installation output’s last line will look like this:

Successfully built pyspark
Installing collected packages: py4j, pyspark
Successfully installed py4j-0.10.9.5 pyspark-3.3.2

2. Execute the pyspark command to open the interactive shell. When executing the pyspark
command in your command line, you should see this message:

$ pyspark
Python 3.8.10 (default, Jun 22 2022, 20:18:18)
[GCC 9.4.0] on linux

Type "help", "copyright", "credits" or "license" for more
information.

22/10/08 15:06:11 WARN Utils: Your hostname, DESKTOP-DVUDB98
resolves to a loopback address: 127.0.1.1; using 172.29.214.162
instead (on interface eth0)

22/10/08 15:06:11 WARN Utils: Set SPARK LOCAL IP if you need to
bind to another address

22/10/08 15:06:13 WARN NativeCodeLoader: Unable to load native-
hadoop library for your platform... using builtin-java classes
where applicable

Using Spark's default log4j profile: org/apache/spark/log4j-
defaults.properties

Setting default log level to "WARN".

To adjust logging level use sc.setLogLevel (newLevel). For
SparkR, use setLogLevel (newLevel).

Welcome to

/ _/_ / /__

N\ _\/ _ "~/ 1 '/

/__/ «-_/\_, [/ / /_/\\ version 3.1.2
/_/

Using Python version 3.8.10 (default, Jun 22 2022 20:18:18)
Spark context Web UI available at http://172.29.214.162:4040

Spark context available as 'sc' (master = locall[*], app id =
local-1665237974112).

SparkSession available as 'spark'.
>>>

You can observe some interesting messages here, such as the Spark version and the Python
used from PySpark.

3. Finally, we exit the interactive shell as follows:

>>> exit ()

$
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How it works...

As seen at the beginning of this recipe, Spark is a robust framework that runs on top of the JVM. It is
also an open source tool for creating resilient and distributed processing output from vast data. With
the growth in popularity of the Python language in the past few years, it became necessary to have a
solution that adapts Spark to run alongside Python.

PySpark is an interface that interacts with Spark APIs via Py4], dynamically allowing Python code to
interact with the JVM. We first need to have Java installed on our OS to use Spark. When we install
PySpark, it already comes with Spark and Py4] components installed, making it easy to start the
application and build the code.

There’s more...

Anaconda is a convenient way to install PySpark and other data science tools. This tool encapsulates all
manual processes and has a friendly interface for interacting with and installing Python components,
such as NumPy, pandas, or Jupyter:

1. To install Anaconda, go to the official website and select Products | Anaconda
Distribution: https://www.anaconda.com/products/distribution.
2. Download the distribution according to your OS.

For more detailed information about how to install Anaconda and other powerful commands, refer
tohttps://docs.anaconda.com/.

Using virtualenv with PySpark

It is possible to configure and use virtualenv with PySpark, and Anaconda does it automatically
if you choose this type of installation. However, for the other installation methods, we need to make
some additional steps to make our Spark cluster (locally or on the server) run it, which includes
indicating the virtualenv /bin/ folder and where your PySpark path is.

See also

There is a nice article about this topic, Using VirtualEnv with PySpark, by jzhang, here: https://
community.cloudera.com/t5/Community-Articles/Using-VirtualEnv-with-
PySpark/ta-p/245932.


https://www.anaconda.com/products/distribution
https://docs.anaconda.com/
https://community.cloudera.com/t5/Community-Articles/Using-VirtualEnv-with-PySpark/ta-p/245932
https://community.cloudera.com/t5/Community-Articles/Using-VirtualEnv-with-PySpark/ta-p/245932
https://community.cloudera.com/t5/Community-Articles/Using-VirtualEnv-with-PySpark/ta-p/245932

Configuring Docker for MongoDB

Configuring Docker for MongoDB

MongoDB is a Not Only SQL (NoSQL) document-oriented database, widely used to store Internet
of Things (IoT) data, application logs, and so on. A NoSQL database is a non-relational database that
stores unstructured data differently from relational databases such as MySQL or PostgreSQL. Don't
worry too much about this now; we will cover it in more detail in Chapter 5.

Your cluster production environment can handle huge amounts of data and create resilient data storage.

Getting ready

Following the good practice of code organization, let’s start creating a folder inside our project to
store the Docker image:

Create a folder inside our project directory to store the MongoDB Docker image and data as follows:

my-project$ mkdir mongo-local
my-project$ cd mongo-local

How to do it...
Here are the steps to try out this recipe:

1. First, we pull the Docker image from Docker Hub as follows:
my-project/mongo-local$ docker pull mongo

You should see the following message in your command line:

Using default tag: latest

latest: Pulling from library/mongo

(...)

bc8341d9c8d5: Pull complete

(...)

Status: Downloaded newer image for mongo:latest
docker.io/library/mongo:latest

Note

If you are a WSL user, an error might occur if you use the WSL 1 version instead of version 2.
You can easily fix this by following the steps here: https://learn.microsoft.com/
en-us/windows/wsl/install.

13
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2. 'Then, we run the MongoDB server as follows:

my-project/mongo-local$ docker run \

--name mongodb-local \

-p 27017:27017 \

-e MONGO_ INITDB ROOT USERNAME="your username" \
-e MONGO INITDB ROOT PASSWORD="your password"\
-d mongo:latest

We then check our server. To do this, we can use the command line to see which Docker
images are running;:

my-project/mongo-local$ docker ps

We then see this on the screen:

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

427cc2e5d4@e  mongo:latest "docker-entrypoint.s.." 3 seconds ago Up 2 seconds 27017/tcp  mongo
Figure 1.5 - MongoDB and Docker running container

We can even check on the Docker Desktop application to see whether our container is running:

Figure 1.6 — The Docker Desktop vision of the MongoDB container running

3. Finally, we need to stop our container. We need to use Container ID to stop the container,
which we previously saw when checking the Docker running images. We will rerun it in Chapter 5:

my-project/mongo-local$ docker stop 427cc2e5d40e

How it works...

MongoDBs architecture uses the concept of distributed processing, where the main node interacts with
clients’ requests, such as queries and document manipulation. It distributes the requests automatically
amonyg its shards, which are a subset of a larger data collection here.
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............................

Shard 1 Shard 2 Shard n

Primary

Secondary Secondary .o Secondary

Secondary Secondary Secondary

jr
jao
iy

Figure 1.7 — MongoDB architecture

Since we may also have other running projects or software applications inside our machine, isolating
any database or application server used in development is a good practice. In this way, we ensure
nothing interferes with our local servers, and the debug process can be more manageable.

This Docker image setting creates a MongoDB server locally and even allows us to make additional
changes if we want to simulate any other scenario for testing or development.

The commands we used are as follows:

o The - -name command defines the name we give to our container.

o The -p command specifies the port our container will open so that we can access it
via localhost:27017.

o -e command defines the environment variables. In this case, we set the root username and
password for our MongoDB container.

o -dis detached mode - that is, the Docker process will run in the background, and we will
not see input or output. However, we can still use docker ps to check the container status.

« mongo:latest indicates Docker pulling this image’s latest version.

15
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There’s more...

For frequent users, manually configuring other parameters for the MongoDB container, such as the
version, image port, database name, and database credentials, is also possible.

A version of this image with example values is also available as a docker-compose file in the official
documentation here: https://hub.docker.com/ /mongo.

The docker-compose file for MongoDB looks similar to this:

# Use your own values for username and password
version: '3.1'

services:

mongo:
image: mongo
restart: always
environment:
MONGO INITDB ROOT USERNAME: root
MONGO_ INITDB ROOT PASSWORD: example

mongo-express:
image: mongo-express
restart: always
ports:
- 8081:8081
environment:
ME CONFIG MONGODB ADMINUSERNAME: root
ME CONFIG MONGODB_ADMINPASSWORD: examp le
ME CONFIG MONGODB URL: mongodb://root:example@mongo:27017/

See also

You can check out MongoDB at the complete Docker Hub documentation here: https://hub.
docker.com/_/mongo.

Configuring Docker for Airflow

In this book, we will use Airflow to orchestrate data ingests and provide logs to monitor our pipelines.

Airflow can be installed directly on your local machine and any server using PyPi (https://pypi.
org/project/apache-airflow/) ora Docker container (https://hub.docker.com/r/
apache/airflow). An official and supported version of Airflow can be found on Docker Hub,
and the Apache Foundation community maintains it.


https://hub.docker.com/_/mongo
https://hub.docker.com/_/mongo
https://hub.docker.com/_/mongo
https://pypi.org/project/apache-airflow/
https://pypi.org/project/apache-airflow/
https://hub.docker.com/r/apache/airflow
https://hub.docker.com/r/apache/airflow

Configuring Docker for Airflow

However, there are some additional steps to configure our Airflow. Thankfully, the Apache Foundation
also has a docker-compose file that contains all other requirements to make Airflow work. We
just need to complete a few more steps.

Getting ready

Let’s start by initializing our Docker application on our machine. You can use the desktop version or
the CLI command.

Make sure you are inside your project folder for this. Create a folder to store Airflow internal components
and the docker-compose . yaml file:

my-project$ mkdir airflow-local

my-project$ cd airflow-local

How to do it...

1. First, we fetch the docker-compose . yaml file directly from the Airflow official docs:

my-project/airflow-local$ curl -LfO 'https://airflow.apache.org/
docs/apache-airflow/2.3.0/docker-compose.yaml'

You should see output like this:

Figure 1.8 — Airflow container image download progress

Note

Check the most stable version of this docker-compose file when you download it, since
new, more appropriate versions may be available after this book is published.

2. Next, we create the dags, 1ogs, and plugins folders as follows:

my-project/airflow-local$ mkdir ./dags ./logs ./plugins

3. 'Then, we create and set the Airflow user as follows:

my-project/airflow-local$ echo -e "AIRFLOW UID=$(id -u)\
nAIRFLOW GID=0" > .env

17
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Note

If you have any error messages related to the AIRFLOW_UID variable, you can create a . env
file in the same folder where your docker-compose . yaml file is and define the variable
as ATRFLOW UID=50000.

4. 'Then, we initialize the database:
my-project/airflow-local$ docker-compose up airflow-init

After executing the command, you should see output similar to this:

Creating network "airflow-local default" with the default driver

Creating volume "airflow-local postgres-db-volume" with default
driver

Pulling postgres (postgres:13)...

13: Pulling from library/postgres

(...)

Status: Downloaded newer image for postgres:13
Pulling redis (redis:latest)...

latest: Pulling from library/redis
bdl59e379b3b: Already exists

(...)

Status: Downloaded newer image for redis:latest
Pulling airflow-init (apache/airflow:2.3.0)...
2.3.0: Pulling from apache/airflow
42c077c10790: Pull complete

(...)

Status: Downloaded newer image for apache/airflow:2.3.0
Creating airflow-local postgres 1 ... done
Creating airflow-local redis 1 ... done
Creating airflow-local airflow-init_1 ... dome
Attaching to airflow-local airflow-init 1

(...)

airflow-init 1 | [2022-10-09 09:49:26,250] {manager.
py:213} INFO - Added user airflow
airflow-init 1 | User "airflow" created with role "Admin"

(...)

airflow-local airflow-init 1 exited with code 0

5. Then, we start the Airflow service:
my-project/airflow-local$ docker-compose up
6. Then, we need to check the Docker processes. Using the following CLI command, you will see
the Docker images running:

my-project/airflow-local$ docker ps
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[CONTAINER ID

These are the images we see:

IMAGE

apache/airflo
apache/airflo
apache/airflo

apache/airflo

apache/airflow:2.3.

pos

dumb-init .." 3 mi althy) & cp
althy) ©.0.0.9:8080->8880/tcp
healthy) — 8080/tcp
healthy) ©.6..8:5555->5555/tcp, 8088/tcp
16 minutes ago Up 3 minutes (healthy)
cker-entrypoi 16 minutes ago Up 4 minutes (healthy) - ocal_postgres_:
"docker-entrypoi 16 minutes ago Up 4 minutes (healthy i -local_redis_1

Figure 1.9 — The docker ps command output

In the Docker Desktop application, you can also see the same containers running but with a
more friendly interface:

airflow-local
=

airflow-local_redis_1

airflow-local_postgres_1

airflow-local_airflow-init_1

airflow-local_airflow-scheduler 1

airflow-local_airflow-triggerer_1

airflow-local_airflow-worker _1

airflow-local_airflow-webserver_1

airflow-local_flower _1

Figure 1.10 — A Docker desktop view of the Airflow containers running
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7. 'Then, we access Airflow in a web browser:

In your preferred browser, type http://localhost : 8080 /home. The following screen
will appear:

RAirﬁow 10:12 UTC —]Log In

Sign In

Enter your login and password below

Username:

a

Password:

N

Figure 1.11 - The Airflow Ul login page

8. Then, we log in to the Airflow platform. Since it’s a local application used for testing and
learning, the default credentials (username and password) for administrative access in Airflow
areairflow.

When logged in, the following screen will appear:
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x Airflow DAGs Security Browse Admin Docs 10:15 UTC AA

DAGs
Active o Paused m

Filter DAGs by tag Search DAGs

DAG 2 Owner _ Runs Schedule Last Run Next Run 2

example_bash_operator

airflow 00"== 2022-10-08, 00:00:00
example  example2
example_branch_datetime_operator_2 ST @daily 2022-10-08, 00-00.00
example
example_branch_dop_operator_v3 T === 2022-10.09, 10-12-00
example
example_branch_labels airflow @daily 2022-10-08, 00:00:00

Figure 1.12 - The Airflow Ul main page

9. Then, we stop our containers. We can stop our containers until we reach Chapter 9, when we
will explore data ingest in Airflow:

my-project/airflow-local$ docker-compose stop

How it works...

Airflow is an open source platform that allows batch data pipeline development, monitoring, and
scheduling. However, it requires other components, such as an internal database, to store metadata to
work correctly. In this example, we use PostgreSQL to store the metadata and Redis to cache information.

All this can be installed directly in our machine environment one by one. Even though it seems quite
simple, it may not be due to compatibility issues with OS, other software versions, and so on.

Docker can create an isolated environment and provide all the requirements to make it work. With
docker-compose, it becomes even simpler, since we can create dependencies between the
components that can only be created if the others are healthy.

You can also open the docker-compose . yaml file we downloaded for this recipe and take a look
to explore it better. We will also cover it in detail in Chapter 9.
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See also

If you want to learn more about how this docker -compose file works, you can look at the Apache
Airflow official Docker documentation on the Apache Airflow documentation page: https://
airflow.apache.org/docs/apache-airflow/stable/howto/docker-compose/
index.html.

Creating schemas

Schemas are considered blueprints of a database or table. While some databases strictly require
schema definition, others can work without it. However, in some cases, it is advantageous to work
with data schemas to ensure that the application data architecture is maintained and can receive the
desired data input.

Getting ready

Let’s imagine we need to create a database for a school to store information about the students, the
courses, and the instructors. With this information, we know we have at least three tables so far.

Student | [ Teacher 1 [ Course

Figure 1.13 — A table diagram for three entities

In this recipe, we will cover how schemas work using the Entity Relationship Diagram (ERD), a visual
representation of relationships between entities in a database, to exemplify how schemas are connected.

How to do it...
Here are the steps to try this:

1. We define the type of schema. The following figure helps us understand how to go about this:


https://airflow.apache.org/docs/apache-airflow/stable/howto/docker-compose/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/docker-compose/index.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/docker-compose/index.html

Creating schemas

Analytical data, organized into Analytical data
facts and each table can have organized into facts and
their own dimensions dimensions

Different types of relationship or

Tree or nested data Which schema should | use? 5 s
object-oriented

Several many-to-many
relationships or nodes

Single schema

Figure 1.14 - A diagram to help you decide which schema to use

2. Then, we define the fields and the data type for each table column:

Student Teacher
PK id PK id
name (VARCHAR) name (VARCHAR)
age (INTEGER) officeRoom (VARCHAR)
Course
PK id
startDate (DATE)

Figure 1.15 - A definition of the columns of each table
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3. Next, we define which fields can be empty or NULL:
Student [ Teacher
PK id INTEGER NOT NULL PK id INTEGER NOT NULL
name [ VARCHAR NOT NULL name VARCHAR NOT NULL
age INTEGER NOT NULL officeRoom | VARCHAR NOT NULL
Course
PK id INTEGER NOT NULL
startDate DATE NOT NULL

Figure 1.16 — A definition of which columns can be NULL

4. Then, we create the relationship between the tables:
Student Teacher
PK id INTEGER NOT NULL PK id INTEGER NOT NULL
name | VARCHAR NOT NULL name VARCHAR NOT NULL
age INTEGER NOT NULL officeRoom | VARCHAR NOT NULL

Course
INTEGER NOT NULL
DATE NOT NULL ~ [>—

PK id

—< startDate

Figure 1.17 — A relationship diagram of the tables

How it works...
When designing data schemas, the first thing we need to do is define their type. As we can see in the

diagram in step 1, applying the schema architecture depends on the data’s purpose.
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After that, the tables are designed. Deciding how to define data types can vary, depending project or
purpose, but deciding what values a column can receive is important. For instance, the of ficeRoom
on Teacher table can be an Integer type if we know the room’s identification is always numeric,
or a String type if it is unsure how identifications are made (for example, Room 3-D).

Another important topic covered in step 3 is how to define which of the columns can accept NULL fields.
Can a field for a student’s name be empty? If not, we need to create a constraint to forbid this type of insert.

Finally, based on the type of schema, a definition of the relationship between the tables is made.

See also

If you want to know more about database schema designs and their application, read this article by
Mark Smallcombe: https://www. integrate.io/blog/database-schema-examples/.

Applying data governance in ingestion

Data governance is a set of methodologies that ensure that data is secure, available, well-stored,
documented, private, and accurate.

Getting ready

Data ingestion is the beginning of the data pipeline process, but it doesn’t mean data governance is
not heavily applied. The governance status in the final data pipeline output depends on how it was
implemented during the ingestion.

The following diagram shows how data ingestion is commonly conducted:

Data Sources Data Ingestion Staging Store

Figure 1.18 - The data ingestion process


https://www.integrate.io/blog/database-schema-examples/
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Let’s analyze the steps in the diagram:
1. Getting data from the source: The first step is to define the type of data, its periodicity, where
we will gather it, and why we need it.

2. Writing the scripts to ingest data: Based on the answers to the previous step, we can begin
planning how our code will behave and some basic steps.

3. Storing data in a temporary database or other types of storage: Between the ingest and the
transformation phase, data is typically stored in a temporary database or repository.

Data
Governance

Figure 1.19 — Data governance pillars

How to do it...
Step by step, let’s attribute the pillars in Figure 1.19 to the ingestion phase:
1. A concern for accessibility needs to be applied at the data source level, defining the individuals

that are allowed to see or retrieve data.

2. Next, it is necessary to catalog our data to understand it better. Since data ingestion is only
covered here, it is more relevant to cover the data sources.

3. The quality pillar will be applied to the ingestion and staging area, where we control the data
and keep its quality aligned with the source.
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Then, let’s define ownership. We know the data source belongs to a business area or a company.
However, when we ingested the data and put it in temporary or staging storage, it becomes our
responsibility to maintain it.

The last pillar involves keeping data secure for the whole pipeline. Security is vital in all steps,
since we may be handling private or sensitive information.

Catalog
Ownership
Security
Acessibility
Ownership
Security Security
Quality Quality
o O
Data Sources Data Ingestion Staging Store

Figure 1.20 - Adding to data ingestion
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How it works...

While some articles define “pillars” to create governance good practices, the best way to understand
how to apply them is to understand how they are composed. As you saw in the previous How to do
it... section, we attributed some items to our pipeline, and now we can understand how they are
connected to the following topics:

o Data accessibility: Data accessibility is how people from a group, organization, or project can
see and use data. The information needs to be readily available for use. At the same time, it needs
to be available for the people involved in the process. For example, sensitive data accessibility
should be restricted to some people or programs. In the diagram we built, we applied it to our
data sources, since we need to understand and retrieve data. For the same reason, it can be
applied for temporary storage needs as well.

« Data catalog: Cataloging and documenting data are essential for business and engineering
teams. When we know what types of information rely on our databases or data lakes and have
quick access to these documents, the action time to solve a problem becomes short.

Again, documenting our data sources can make the ingest process quicker, since we need to
make a discovery every time we need to ingest data.

« Data quality: Quality is constantly preoccupied with ingesting, processing, and loading data.
Tracking and monitoring data’s expected income and outcome by its periodicity is essential. For
example, if we expect to ingest 300 GB of data per day and suddenly it drops to 1 GB, something
is very wrong and will affect the quality of our final output. Other quality parameters can be
the number of columns, partitioning, and so on, which we will explore later in this book.

o Ownership: Who is responsible for the data? This definition is crucial to make contact with
the owner if there are problems or attribute responsibility to keep and maintain data.

o Security: A concerning topic nowadays is data security. With so many regulations about data
privacy, it became an obligation of data engineers and scientists to know, at least, the basics
of encryption, sensitive data, and how to avoid data leaks. Even languages and libraries that
are used for work need to be evaluated. That’s why this item is attributed to the three steps in
Figure 1.19.

In addition to the topics we explored, a global data governance project has a vital role called a data
steward, which is responsible for managing an organization’s data assets and ensuring that data
is accurate, consistent, and secure. In summary, data stewardship is managing and overseeing an
organization’s data assets.

See also

You can read more about a recent vulnerability found in one of the most used tools for data engineering
here: https://www.ncsc.gov.uk/information/log4j-vulnerability-what-
everyone-needs-to-know.


https://www.ncsc.gov.uk/information/log4j-vulnerability-what-everyone-needs-to-know
https://www.ncsc.gov.uk/information/log4j-vulnerability-what-everyone-needs-to-know

Implementing data replication

Implementing data replication

Data replication is a process applied in data environments to create multiple copies of data and store
them on different locations, servers, or sites. This technique is commonly implemented to create better
availability and avoid data loss if there is downtime, or even a natural disaster that affects a data center.

Getting ready

You will find across papers and articles different types (or even names) on the best way for data
replication decision. In this recipe, you will learn how to decide which kind of replication better suits
your application or software.

How to do it...
Let’s begin to build our fundamental pillars to implement data replication:

1. First, we need to decide the size of our replication, and it can be done using a portion or all
the stored data.

2. 'The next step is to consider when replication will take place. It can be done synchronously
when new data arrives in storage or within a specific timeframe.

3. The last fundamental pillar is whether the data is incremented or in a bulk form.

In the end, we will have a diagram that looks like the following:

Which Data Replication
method should be applied?

Full or Partial Synchronous or

. Incremental or bulk?
Replication? Asynchronous?

Figure 1.21 - A data replication model decision diagram

How it works...

Analyzing the preceding figure, we have three main questions to answer, regarding the extension, the
frequency, and whether our replication will be incremental or bulk.
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For the first question, we decide whether the replication will be complete or partial. In other words,
either the data will consistently be replicated no matter what type of transaction or change was made,
or just a portion of the data will be replicated. A real example of this would be keeping track of all
store sales or just the most expensive ones.

The second question, related to the frequency, is to decide when a replication needs to be done.
This question also needs to take into consideration related costs. Real-time replication is often more
expensive, but the synchronicity guarantees almost no data inconsistency.

Lastly, it is relevant to consider how data will be transported to the replication site. In most cases, a
scheduler with a script can replicate small data batches and reduce transportation costs. However, a
bulk replication can be used in the data ingestion process, such as copying all the current batch’s raw
data from a source to cold storage.

There’s more...

One method of data replication that has seen an increase in use in the past few years is cold storage,
which is used to retain data used infrequently or is even inactive. The costs related to this type of
replication are meager and guarantee data longevity. You can find cold storage solutions in all cloud
providers, such as Amazon Glacier, Azure Cool Blob, and Google Cloud Storage Nearline.

Besides replication, regulatory compliance such as General Data Protection Regulation (GDPR)
laws benefit from this type of storage, since, for some case scenarios, users’ data need to be kept for
some years.

In this chapter, we explored the basic concepts and laid the foundation for the following chapters and
recipes in this book. We started with a Python installation, prepared our Docker containers, and saw
data governance and replication concepts. You will observe over the upcoming chapters that almost
all topics interconnect, and you will understand the relevance of understanding them at the beginning
of the ETL process.

Further reading

e https://www.manageengine.com/device-control/data-replication.html


https://www.manageengine.com/device-control/data-replication.html
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Principals of Data Access -
Accessing Your Data

Data access is a term that refers to the ability to store, retrieve, transfer, and copy data from one system
or application to another. It crucially involves security, legal, and, in some cases, national matters. In
addition to the last two, we will also cover some security topics in this chapter.

As data engineers or scientists, knowing how to retrieve data correctly is necessary. Some of it may
require encrypted authentication, and for this, we need to understand how some decrypting libraries
work and how to use them without compromising or leaking sensitive data. Data access also refers to
the levels of authorization a system or database have, from administration to read-only roles.

In this chapter, we will cover how the levels of data access are defined and the most used libraries and
authentication methods in the data ingestion process.

In this chapter, you will work through the following recipes:

o Implementing governance in a data access workflow
o Accessing databases and data warehouses

o Accessing SSH File Transfer Protocol (SFTP) files
o Retrieving data using API authentication

o Managing encrypted files

o Accessing data from AWS

o Accessing data from GCP

Technical requirements

A Google Cloud account can be easily created if you already have a Gmail account, and most of the
resources can be accessed with a free tier. It also provides $300 of credit for resources that are not free.
It is a good incentive if you want to make other tests using the other recipes in this book inside GCP.
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To access and enable a Google Cloud account, go to the https://cloud.google.com/ page
and follow the steps provided on the screen.

Note

All the recipes covered in this chapter are eligible to use the free tier.

You can also find the code from this chapter in this GitHub repository here: https://github.
com/PacktPublishing/Data-Ingestion-with-Python-Cookbook.

Implementing governance in a data access workflow

As we saw previously, data access or accessibility is a governance pillar and is closely related to security.
Data safety is not only a concern for administrators or managers but also for everyone that is involved
with data. Having said that, it is essential to know how to design a base workflow to implement security
layers for our data, allowing only authorized people to read or manipulate it.

This recipe will create a workflow with essential topics to implement data access management.

Getting ready
Before designing our workflow, we need to identify the vectors interfering with our data access.
So, what are data vectors?

Vectors are paths someone can use to gain unauthorized access to a server, network, or database. In
this case, we will identify the ones related to data leaks.

Let’s explore them in a visual form, as shown in the following diagram:

i)

Creation Storage Management Transfer

Figure 2.1 — Data governance vectors

Let us understand each of these stages in the path here:

1. Data creation: In this step, we identify where data is created and by who. With this definition,
we can ensure only the accountable can have access to create or update data.


https://cloud.google.com/
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook

Implementing governance in a data access workflow

2. Storage of data: After creation, it’s important to know where our data is or will be stored.
Depending on the answer to this question, the methods to retrieve data will be different and
can require additional steps.

3. Management of users and services: Data must be used, and people need access. Here, we
define the actors or the roles we might have, and the common types are administrator, write,
and read-only roles.

4. Transferring data: How will our data be transferred? It is essential to decide whether it will
be real-time, near real-time, or batch. You can add further questions to your workflows, such
as how the data will be available for transfers via API or any other method.

How to do it...

After identifying our vectors, we can define the implementation workflow for data access management.

To make it easy to understand how to implement it, let’s imagine a hypothetical scenario of a new
application where we want to retrieve medical records from patients.

Here is how we do it:
1. The first step is to document all our data and classify it. If there is confidential data, we need
to work out how to identify it.

2. 'Then, we will start to define who can access the data accordingly with the necessary usage.
For example, we determine the data administrators and write or read-only permissions here.

3. Once levels of access to data are implemented, we start observing how users will behave.
Implementing logs to a database, data warehouse, or any other system with user activity is crucial.

4. Finally, we examine the whole process to determine whether any change is needed.
In the end, we will have a flow diagram similar to the following diagram:

Discovering,

classifying, and Examining the user's
documenting all your behaviors
data
Analyzing and
Creating access reviewing
controls requirements for

compliance

Figure 2.2 - A flow diagram to start implementing data governance
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How it works...

Data access management is an ongoing process. Every day, we ingest and create new pipelines to be
used by several people on different teams. Here is how it goes:

1.

Discovering, classifying, and documenting all your data: The first thing to organize is our
data. Which patient’s data are we going to retrieve? Does it contain Personally Identifiable
Information (PII) or Protected/Personal Health Information (PHI)? Since it’s the first time
we are ingesting this data, we need to catalog it with flags about PII and who is responsible
for the source data.

Creating access controls: Here, we define access based on roles since not everybody needs
access to patient history. We allocate permissions to data based on the roles, responsibilities,
and classification.

Examining the users’ behaviors: In this step, we observe how our users behave in their roles.
The creation, updates, and deletion actions are logged to be monitored and reviewed if needed.
If a medical department no longer uses a report, we can restrict their access or even stop them
from ingesting information for them.

Analyzing and reviewing requirements for compliance: We must ensure our access management
follows compliance and local regulations. Legal regulations apply differently for different types
of data, which needs to be considered.

See also

Healthcare Data Breaches Statistics: https://www.hipaajournal .com/healthcare-
data-breach-statistics/

European Data Protection Supervisor. Health data in the workspace: https://edps.
europa.eu/data-protection/data-protection/reference-library/
health-data-workplace_en

Accessing databases and data warehouses

Databases are the foundation of any system or application, no matter your architecture. A database
is sometimes needed to store logs, user activities or information, and system stuff.

Putting it in a bigger perspective, data warehouses have the same usage but are related to analytical
data. After ingesting and transforming data, we need to load it somewhere where it is easier to retrieve
analytic information for use on dashboards, reports, etc.


https://www.hipaajournal.com/healthcare-data-breach-statistics/
https://www.hipaajournal.com/healthcare-data-breach-statistics/
https://edps.europa.eu/data-protection/data-protection/reference-library/health-data-workplace_en
https://edps.europa.eu/data-protection/data-protection/reference-library/health-data-workplace_en
https://edps.europa.eu/data-protection/data-protection/reference-library/health-data-workplace_en

Accessing databases and data warehouses

Currently, it is possible to find several types of databases (of the SQL and NoSQL types) and data
warehouse architectures. However, this recipe aims to cover how access control is usually done for
both relational structures. The goal is to understand how the access levels are defined, even using a
generic scenario.

Getting ready

For this recipe, we will use MySQL. You can install it following the instructions on the MySQL official
page here: https://dev.mysql.com/downloads/installer/.

You can use any SQL client you choose to execute the queries here. In my case, I will use MySQL Workbench:

1. First, we will create a database using our root user. You can name it what you like. My
recommendation here is to set the charset to UTF - 8:

CREATE SCHEMA “your schema name~ DEFAULT CHARACTER SET utf8 ;
My schema will be called cookbook-data.

2. 'The next step is creating tables. Still using the root account, we will create a people city
table using the Data Definition Language (DDL) syntax:

CREATE TABLE ~cookbook-data”. people city™ (
“id® INT NOT NULL,
“name” VARCHAR (45) NULL,
“country” VARCHAR (45) NULL,
“occupation® VARCHAR (45) NULL,
PRIMARY KEY (~idY));

How to do it...

' N
Note

Since the last update from MySQL 8.0, we can’t create users directly using the GRANT command.
An error like this will appear:

ERROR 1410 (42000): You are not allowed to create a user with
GRANT

To solve this issue, we will take some additional steps. We will also need at least two sessions
of MySQL open, so keep that in mind if you opt to execute the commands directly on your
command line.

I would like to also thank Lefred’s blog for this solution and contribution to the community. You
can find more details and other useful information at their blog here: https://lefred.
be/content/how-to-grant-privileges-to-users-in-mysqgl-8-0/.
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Let us see the steps to perform this recipe:

1.

First, let’s create the admin user. Here, we will start to have problems if we do not follow the
following steps correctly. We need to create a user to be our superuser or administrator, using
our root user:

CREATE user 'admin'@'localhost' identified by 'password';
> Query OK, 0 rows affected

Then, we log in with the admin user. Using the password you defined in step I, log in to the
MySQL console using the admin user. We can’t see any databases yet on the SQL software
client, but we will fix this in the following step. After logging in to the console, you can see the
SQL command ready to be used:

$ mysgl -u admin -p password -h localhost

Type 'help;' or '\h' for help. Type '\c' to clear the current
input statement.

mysqgl>
Keep this session open.

Then, we grant permissions to the admin user by role. In the root session, let’s create a role
called administration and grant full access to our database to the admin user:

create ROLE administration;

We then grant permissions to the role:

grant
alter,create,delete,drop, index, insert, select,update, trigger,
alter routine,create routine, execute, create temporary tables
on ~cookbook data”.* to 'administration';

We then grant the role to our admin user:
grant 'administration' to 'admin';
We then set this role as the default:
set default role 'administration' to 'admin';
Next, like in step 2, we create another two users, the write and read-only roles.

Repeat step 3, giving the new roles names, and for these two roles, my recommendation is to
grant the following privileges:

* Writing permission: alter, create, index, insert, select, update, trigger,
alter routine,create routine, execute,and create temporary tables

* Read-only permission: select and execute



Accessing databases and data warehouses

5. Next, we perform the actions. If we try to perform INSERT using our admin or write roles,
we can see it is viable:
INSERT INTO “cookbook data. people city™ (id, “name”, country,
occupation)
VALUES (1, 'Lin', 'PT', 'developer');
> 1 row(s) affected

However, the same can’t be done by the read-only user:

Error Code: 1142. INSERT command denied to user
'reader'@'localhost' for table 'people city'

How it works...

In a real-world project, most of the time, there is a dedicated person (or database administrator) to
handle and take care of access to databases or data warehouses. Nonetheless, any person who needs
to access a relational data source needs to understand the basic concepts of the access levels to ask
for its permissions (and justify it).

In this recipe, we used a Role-Based Access Control (RBAC) model to define and attribute the role
levels to the users. We created custom roles in our case, even though MySQL already has some built-in
models. You can access the built-in models using the show privileges command.

alter,create,delete,drop, index, insert, select, update, trigger,alter
routine, create routine, execute,and create temporary tables are the common
commands used daily, and knowing them makes it easier to identify an error. Let’s take, for example,
the earlier error:

Error Code: 1142. INSERT command denied to user
'reader'@'localhost' for table 'people city'

The first line shows precisely the permission we need. The second line shows us which user (reader)
lacks permission, the connection they are using (@localhost), and the table (people city)
they want to access.

In addition, if you are a system administrator, you can also identify behavior that is not allowed and
help to solve it.
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There’s more...

If you are interested to know more, it is also possible to find three other types of access control for
databases and data warehouses:

o Discretionary Access Control (DAC)
o Mandatory Access Control (MAC)
o Attribute-Based Access Control (ABAC)

The following figure illustrates access control in a summarized version, as follows:
Attribute RBAC PBAC ABAC

Access to a network for a user
is based on user, environmental,
or resource attributes.

Access to a network is based
on organizational palicies as
set by the administrator.

Access 10 a network for a
user is based on their role in
an organization.

Network Access

Effestivaifthersias Effective for regulatory

Effectiveness

Implementation

Granular control

clear role hierarchy that
determines data access.

Simpler to implement
as it aligns with
organizational hierarchy.

Lacks finer granular control,

requirement demands and fits

well with existing control schemes

in IAM software like Azure AD.

Policies can be set once and
used many times making
implementation relatively

simpler than ABAC.

Provides both coarse
and fine control.

Highly effective at
defining data access

Can become complex to
sustain in the long run as
it requires time and
specialized effort.

Provides for granular
policy-based access
using various attributes.

Figure 2.3 — A database access control comparison - source: https://www.cloudradius.

com/access-control-paradigms-compared-rbac-vs-pbac-vs-abac/

Even though it is not described in the preceding figure, we can also find databases that use row and
column-based access control. You can find out more about it here: ht tps: //documentation.
datavirtuality.com/23/reference-guide/authentication-access-control-
and-security/access-control/data-roles/permissions/row-and-column-
based-security.


https://documentation.datavirtuality.com/23/reference-guide/authentication-access-control-and-security/access-control/data-roles/permissions/row-and-column-based-security
https://documentation.datavirtuality.com/23/reference-guide/authentication-access-control-and-security/access-control/data-roles/permissions/row-and-column-based-security
https://documentation.datavirtuality.com/23/reference-guide/authentication-access-control-and-security/access-control/data-roles/permissions/row-and-column-based-security
https://documentation.datavirtuality.com/23/reference-guide/authentication-access-control-and-security/access-control/data-roles/permissions/row-and-column-based-security

Accessing SSH File Transfer Protocol (SFTP) files

See also

o Here is an article by Raimundas Matulevicius and Henri Lakk on RBAC that discusses in
depth the best approaches in several cases: https://www.researchgate.net/
publication/281479020 A Model-driven Role-based Access_Control
for SQL Databases

o This article by Arundhati Singh offers a perspective on RBAC mode implementation
in enterprise networks: https://dspace.mit.edu/bitstream/
handle/1721.1/87870/53700676-MIT.pdf?sequence=2

Accessing SSH File Transfer Protocol (SFTP) files

The File Transfer Protocol (FTP) was introduced in the 1970s at Massachusetts Institute of Technology
(MIT) and is based on the Transmission Control Protocol/Internet Protocol (TCP/IP) application
layer. Since the 1980s, it has been widely used to transfer files between computers.

Opver the years, and with the increase in computer and internet usage, it became necessary to introduce
a more secure way to use this solution. An SSH layer was implemented to improve the security of
FTP transactions, creating the SSH File Transfer Protocol (SFTP) protocol.

Nowadays, it is common to ingest data from SFTP servers, and in this recipe, we will work to retrieve

data from a public SFTP server.

Getting ready

In this recipe, we will create code with Python, using the pys£tp library, to connect and retrieve
sample data from a public SFTP server.

If you own an SFTP server, feel free to test the Python code here to exercise a little more:

1. First, we will get the SFTP credentials. Go to the SFTP.NET address at https://www.sftp.
net/public-online-sftp-servers,and save the Hostname and Login (username/
password) information on a notepad.
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SFTP.NET

SFTP (SSH File Tran

SFTP vs FTPS vs FTP/SSL
SFTP clients

SFTP servers

Client libraries

Server libraries

Public SFTP servers

RFCs and other specifications

Free Public SFTP Servers

Do you want to quickly test your SFTP client and don't have your own SFTP

server? Try one of these publicly accessible SFTP servers.

Most of them only allow read-only access. If you need to upload data as well,

choose an SFTP server and download/install if yourself. For quick tests, consider

using a ligheweight and easy-to-launch server such as Rebex Tiny SFTP server

or Core SFTP mini server.

List of free online SFTP servers

Web Check Hostname Login

web check test.rebex.net:22 demo/password

web  check itcsubmit.wustl.edu:22 =

demo-

web n/a demo.wftpserver.com:2222
user/demo-user

See also

» Address of public SFTP test server [StackOverflow]

Note

Also supports SSH,
FTP/SSL, FTP, IMAP,
POP3 and Time
protocols. Read-only.

Only for connection test.
No public
username/password
available.

Also supports FTP/SSL
and FTP.

» Open FTPS and SFTP servers for Testing our code and connectivity

[forum.rebex.net]

Q18

SFTP.net is maintained by Martin and Lukas, developers from

WE ALSO WROTE SOME CODE:

Figure 2.4 —The SFTP.NET main page

» SshCheck.com - check SSH server configuration online

Note

This SFTP server is intended to be used only for testing and studying purposes. Because of
that, the credentials are insecure and publicly available, and for production purposes, that
information needs to be secured in a password vault and never shared through code.
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2. 'Then, we install the Python pysftp package using the command line:

$ pip install pysftp

How to do it...
Here are the steps to perform this recipe:

1. First, let’s create a Python file called accessing sftp files.py. Then, we insert the
following code to create our SFTP connection with Python:

import pysftp

host = " test.rebex.net"
username = "demo"
password = "password"

with pysftp.Connection (host=host, username=username,
password=password) as sftp:

print ("Connection successfully established ... ")

You can call the file using the following command:

$ python accessing sftp files.py

Here is the output for it:

Connection successfully established

Here, a known error might occur - SSHException: No hostkey for host test.
rebex.net found.

This happens because pysftp can’t find hostkey in your KnowHosts.
If this error occurs, follow the next steps:
2. Go to your command line and execute ssh demo@test .rebex.net:

The authenticity of host "test.rebex.net (195.144.107.198)" can't be established.
ECDSA key fingerprint is SHA256:0zvpQxRUzSfVIF/ECMXbQ7B7zbk@aTngrhFCBUNo65C,

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'test.rebex.net,195.144.107.198" (ECDSA) to the list of known hosts.
Password:

Figure 2.5 - Adding a host to the known_hosts list
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3. Insert the password for the demo user and exit Rebex Virtual Shell:

Welcome to Rebex Virtual Shell!
For a list of supported commands, type "help’.

demo@ETNA:/$ exit
Disconnecting...
Connection to test.rebex.net closed.

Figure 2.6 — A welcome message from the Rebex SFTP server

4. 'Then, we list the files in the SFTP server:

import pysftp

host = "test.rebex.net"
username = "demo"
password = "password"

with pysftp.Connection (host=host, username=username,
password=password) as sftp:

print ("Connection successfully established ... ")

# Switch to a remote directory
sftp.cwd ('pub/example/"')

# Obtain structure of the remote directory '/pub/example'
directory structure = sftp.listdir attr()

# Print data
for attr in directory structure:
print (attr.filename, attr)

Now, let's download the readme . txt file:

Let’s change the last lines of our code to be able to download readme . txt:

import pysftp

host = "test.rebex.net"
username = "demo"
password = "password"

with pysftp.Connection (host=host, username=username,
password=password) as sftp:

print ("Connection successfully established ... ")
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# Switch to a remote directory
sftp.cwd ('pub/example/ ")
print ("Changing to pub/example directory... ")

sftp.get ('readme.txt', 'readme.txt')
print ("File downloaded ... ")
sftp.close()

The output for this is as follows:

Connection successfully established
Changing to pub/example directory...
File downloaded

How it works...

pysftp isa Python library that allows developers to connect, upload, and download data from SFTP
servers. Its use is straightforward, and the library has tons of functionalities.

Note that most of our code is indented inside pys£ftp . Connection. This happens because we create
a connection session for that particular credential. The with statement makes the acquisition and
release of the resources, and as you can see, it is widely used in file streams, locks, sockets, and so on.

We also used the sftp . cwd () method, allowing us to change the directory and avoid specifying
the path whenever we need to list or retrieve files.

Finally, the download was made using sftp.get (), where the first parameter is the path and the
name of the file we want to download, and the second is where we will put it. Since we are already
inside the file’s directory, we can save it in our local HOME directory.

Last but not least, sftp.close () closes the connection. This is excellent practice in ingesting

scripts to avoid network concurrency with other pipelines or the SFTP server.

There’s more...

If you want to go deeper and make other tests, you can also create a local SFTP server.

For Linux users, it is possible to do this using the ssh command line. You can see more here: https://
linuxhint.com/setup-sftp-server-ubuntu/.
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For Windows users, go to the SFTP Servers section here: https://www.sftp.net/servers.

SFTP Servers

SFTP.NET

SFTP (SSH File Transfer

Protocol) info site for C#, VB.NET This is a list of stand-alone SFTP servers. If you want to write an application that
and Java developers

acts as a SFTP server, see the list of SFTP server components instead.

Minimalist SFTP servers

SFTP vs FTPS vs FTP/SSL
SFTP clients

Good for quick & dirty testing. (Almost) no configuration. Easy to setup and run.

SFTP servers Server Note

Client libraries Rebex Tiny SFTP Server Free SFTP server from the authors of this site.

Server libraries

Public SFTP servers

Core Free Mini SFTP server Note: search for "free mini sftp server" download link.

RFCs and other specifications

Figure 2.7 - The SFTPNET page, with a link to a tutorial on how to create a small SFTP server

Select Rebex Tiny SFTP Server under Minimalist SFTP servers, download it, and start the program.

See also

o Creating a local SFTP server with Docker: https://hub.docker.com/r/atmoz/sftp

Retrieving data using APl authentication

An Application Programming Interface (API) is a set of configurations that allows two systems or
applications to communicate or transmit data with each other. Its concept has been improved in recent
years, allowing faster transmissions and more security with OAuth methods, preventing Denial of
Service (DoS) or Distributed Denial of Service (DDoS) attacks, and so on.

Its use is widely applied in data ingesting, whether to retrieve data from an application to retrieve the
latest logs for analysis or from BigQuery using a cloud provider such as Google. Most applications
nowadays make their data available through an API service, from which the data world gets a lot of
benefits. The critical aspect here is to know how to retrieve data from an API service using the most
accepted forms of authentication.

In this recipe, we will retrieve data from a public API using API key authentication, a standard method
to gather data.


https://www.sftp.net/servers
https://hub.docker.com/r/atmoz/sftp
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Getting ready

Since we will use two different methods, this section will be split to make it easy to understand how
to handle them.

For this section, we will use the HolidayAPI, a public and free API that provides information about
holidays worldwide:

1. Install the Python requests library:

$ pip3 install requests

2. Then, access the Holiday API website. Go to https://holidayapi.com/ and click on
Get Your Free API Key. You should see the following page:

Ve | Holiday AP"“' Countries  Developers UseCases Pricing  Contact Login | Signup

Holidays are hard.
We make them easy.

Get Your Free API Key

For Developers Q By Developers

We understand the time and effort that goes into holiday data.
Findina information, loading databases, ensuring accuracy,

Figure 2.8 - The Holidays APl main web page

3. Then, we create an account and get the API Key. To create an account, you can use an email
and password or sign up with your GitHub account:
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Holiday API

Create Account

Email Address

Password

U I'm not a robot e

reCAPTCHA
Prirey - Terms

Start Developing
© Sign up with GitHub

Already Have an Account?

Figure 2.9 - The Holiday API user authentication page

After the authentication, you can see and copy your API Key. Note that you can also generate
a new one at any time.

hhe | Ho“day Countries  Developers ~ Use Cases  Pricing  Contact Logout

AP I ™ Dashboard

Daily Requests by Status Code

® 200
® 400
L}l
® 402

® 403
05 ® 429

8l
9/22 9/24 9/26 9/28 9/30 10/z 10/44 10/6 10/8 10/10 10/12 10/14 10/16 10/18 10/20 10/22

My Account

CEEEEE——

Figure 2.10 — The user dashboard page on the Holiday API page
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Note

We will use the free tier of this API, which has limited requests per month. It is also prohibited
from commercial use.

How to do it...
Here are the steps to perform the recipe:

1. We create a Python script using the requests library:

import requests
import json

params = { 'key': 'YOUR-API-KEY',
'country': 'BR',
'year': 2022

url = "https://holidayapi.com/vl/holidays?"

req = requests.get (url, params=params)
print (req.json())

Ensure you use a year value equal to your previous year since we are using a free version of
the API, which is limited to last year’s historical data.

Here is the output for the code:

{'status': 200, 'warning': 'These results do not include

state and province holidays. For more information, please

visit https://holidayapi.com/docs', 'requests': {'used': 7,
'available': 9993, 'resets': '2022-11-01 00:00:00'}, 'holidays':
[{'name': "New Year's Day", 'date': '2021-01-01', 'observed':
'2021-01-01', 'public': True, 'country': 'BR', 'uuid':
'b58254£9-b38b-42c1-8b30-95a095798b0c",{...}

Note

As a best practice, the API key should never be hardcoded in the script. The definition here is
for educational purposes.
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2. 'Then, we save our API request as a JSON file:

import requests
import json

params = { 'key': 'YOUR-API-KEY',
'country': 'BR',
'yvear': 2022

url = "https://holidayapi.com/vl/holidays?"
req = requests.get (url, params=params)

with open("holiday brazil.json", "w") as f:
json.dump (reqg.json(), £)

How it works...

The Python requests library is one of the most downloaded libraries on the PyPi servers. This
popularity is not surprising, as we will see when we work with the library and see its power and versatility.

In step 1, we imported both the requests and json modules at the beginning of the Python script.
The params dictionary is a payload sender to the API, so we inserted the API key and the two other
mandatory fields.

Note

This API authorization key was sent through a payload request; however, it depends on how the
API is built. Some request that the authentication is sent via Header definitions, for instance.
Always check the API documentation or developer to understand how to authenticate correctly.

The print () function in step I served as a test to see whether our calls were authenticated.

With the API call returning a 200 status code, we proceed to save the JSON file, and you should
have output like this:
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. For more information, please

"holidays": [

"country"
"uuid": "
"weekday"
"date":
"name"
"numer
s
"observed" :

"name"

"country"
wuuid": "

"weekday": {

"observed":
"name”

Figure 2.11 — The downloaded JSON file data

There’s more...

API keys are commonly used to authenticate clients, but other security methods such as OAuth should
be considered, depending on the data sensitivity level.

Note

API key authentication can only be considered secure if associated with other security
mechanisms such as HTTPS/SSL.




50 Principals of Data Access — Accessing Your Data

Authentication using the OAuth method

Open Authorization (OAuth) is an industry-standard protocol to authorize websites or applications
to communicate and access information. You can find out more about it on the official documentation
page here: https://ocauth.net/2/.

You can also test this type of authentication with the Google Calendar API. To enable the OAuth
method, follow these steps:

1. Enable the Google Calendar API by visiting the page at ht tps: //developers.google.
com/calendar/api/quickstart/python, and then go to the Enable APIs section.

A new tab will open, and Google Cloud will ask you to select or create a new project. Select
the project you want to use.

Note

If you opt to create a new project, insert the project name in the Project’s Name field and leave
the Organization field with the default value (No Organization).

Select Next to confirm your project, and then click on Activate; you should then see this page:

= Go g|eC|OUd &* DatalngestionCookbook v O\ @ H e

Ativar acesso a APls

Q Confirmar projeto Vocé estd prestes a ativar:
Q Ativar APls | Identity and Access Management (IAM) API
IAM Service Account Credentials API

ATIVAR

Figure 2.12 - The GCP page to activate a resource API

Now, we are almost ready to get our credentials.

2. Enable OAuth authentication by returning to the page at https://developers.google.
com/calendar/api/quickstart/python, clicking on Go to Credentials, and following
the instructions under Authorize credentials for a desktop application.
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Python
Android
i0s &

» Understand the Calendar API

» Usethe Calendar API
» Troubleshoot

Release notes

CalDAV API
Overview

Authorize Requests

Set up your environment

To complete this quickstart, set up your environment.

Enable the API

Before using Google APIs, you need to turn them on in a Google Cloud project. You can turn on one or
more APIs in a single Google Cloud project.

» In the Google Cloud console, enable the Goagle Calendar API.

Enable the API

onigure e
sample

Run the sample

Next steps

4, Recommended for
you

Google Calendar API
overview

Updated 10/03/2023
API Reference
Updated 26/01/2023

JavaScript
quickstart

Updated 10/03/2023
Extend & automate
Add-ons . . N .
Authorize credentials for a desktop application
Apps Seript
To authenticate as an end user and access user data in your app, you need to create one or more
OAuth 2.0 Client IDs. A client ID is used to identify a single app to Google's OAuth servers. If your app
runs on multiple platforms, you must create a separate client ID for each platform

1. In the Google Cloud console, go to Menu = > APIs & Services > Credentials.

. Click Create Credentials > OAuth client ID.

o

w

. Click Application type > Desktop app.

IS

. In the Name field, type a name for the credential. This name is only shown in the Google Cloud
console

o

. Click Create. The OAuth client created screen appears, showing your new Client ID and Client
secret

o

. Click OK. The newly created credential appears under OAuth 2.0 Client IDs.

-

. Save the downloaded JSON file as credentials.json, and move the file to your working
directory.

Figure 2.13 — GCP tutorial page to create the credentials.json file

At the end of this, you should have a credentials. json file for this recipe. Keep this file
safe, since all calls to the Google API will require it to verify your authenticity.

You can use one of the GCP script examples to test this authentication method. Google has a
Python script sample to retrieve data from the Google Calendar API, which can be accessed
here: https://github.com/googleworkspace/python-samples/blob/main/
calendar/quickstart/quickstart.py.

Other authentication methods

Even though we covered the two most common methods to authenticate to an API, a data ingestion
pipeline is not limited to In your day-to-day work, you're likely to find legacy systems or applications
that require other forms of authentication.

Methods such as HTTP Basic and Bearer, OpenID Connect, and OpenAPI security schemes are also
widely used. You can find more details about them in this article written by Guy Levin: https://
blog.restcase.com/4-most-used-rest-api-authentication-methods/.
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SFTP versus API

You might be wondering, what is the difference between ingesting data from an SFTP server and an
API? Tt is clear that they authenticate differently, and the code also behaves distinctly. But when should
we implement an SFTP or API to make data available for ingestion?

FTP or SFTP transactions are designed to use flat files, such as CSV, XML, and JSON files. These two
types of transactions also perform well when we need to transfer bulk data, and it is the only method
available for older systems. An API provides real-time data delivery and a more secure internet-based
connection, and its integration with several cloud applications has made it popular in the data ingestion
world. However, API calls are sometimes paid for based on the number of requests.

This file transaction architecture discussion is primarily for financial and HR systems, which may use
some old programming language versions. The system architecture discussion is based on flat files or
real-time data in more recent and cloud-based applications.

See also
o You can find a list of public APIs with different types of auth methods here: https://
github.com/public-apis/public-apis

o The Holiday API Python Client: https://github.com/holidayapi/holidayapi-
python

o 'The Python requests library documentation: https://requests.readthedocs.
io/en/latest/user/quickstart/

Managing encrypted files

When handling sensitive data is common, some fields or even the entire file is encrypted. It is
comprehensive when this file security measure is implemented since sensitive data can expose the
life of users. After all, encryption is the process of converting information into code that hides the
original content.

Nonetheless, we must still ingest and process these encrypted files in our data pipelines. To be able to
do so, we need to understand a bit more about how encryption works and how it is done.

In this recipe, we will decrypt a GnuPG-encrypted (where GnuPG stands for GNU Privacy Guard)
file using Python libraries and best practices.
Getting ready

Before jumping into the fun part, we must install the GnuPG library on our local machine and
download the encrypted dataset.
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You will need two installations for the GnuPG file - one for the operating system (OS) and another
for a Python package. This because the Python package requires internal resources from the installed
OS package:

1. To use the Python wrapper library, we first need to install the GnuPG on our local machine:
$ sudo apt-get install gnupg
For Windows users, it is reccommended to download the executable file here: https://
gnupg.org/download/index.html.
Mac users can install it using Homebrew: https://formulae.brew.sh/formula/
gnupg.
2. Then, we install the Python GnuPG wrapper as follows:

$ pip3 install python-gnupg
Collecting python-gnupg
Downloading python gnupg-0.5.0-py2.py3-none-any.whl (18 kB)
Installing collected packages: python-gnupg
Successfully installed python-gnupg-0.5.0

3. Next, we download the spotify tracks chart encrypted dataset. You can use this link to download the
file: https://github.com/PacktPublishing/Data-Ingestion-with-Python-
Cookbook/tree/main/Chapter 2/managing encrypted %EF%AC%8lles.

How to do it...

We will need a key to decrypt the file using GnuPG. You can find it in the GitHub repository of this
book, inside the Chapter 2 | Managing encrypted files folder. The link to access it is in the
Technical requirements section at the beginning of this chapter:

1.  First, we import our key:
import gnupg

# Create gnupg directory
gpg = gnupg.GPG (gnupghome="'gpghome ')

# Open and import the key
key data = open('mykeyfile.asc') .read()
import result = gpg.import keys (key data)

# Show the fingerprint of our key
print (import_ result.results)
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2. 'Then, we decrypt the ingestion file:

with open('spotify data.csv.gpg', 'rb') as f:

status = gpg.decrypt file(f, passphrase='mypassphrase',
output="'spotify data.csv')

print (status.ok)
print (status.status)
print ('error: ', status.stderr)

How it works...

Regarding the best practices for encrypting, GnuPG is a security reference and widely used, and it
is documented in RFC 4880. You can find out more here: https://www.rfc-editor.org/
rfc/rfc4880.

Note

A Request for Comments (RFC) is a technical documentation developed and maintained
by the Internet Engineering Task Force (IETF). This institute specifies the best practices for
protocols, services, and patterns on the internet.

Here, we saw a real-life example of GnuPG application, even though it seems simple. Let’s pass through
some important lines in the code:

In the gpg = gnupg.GPG (gnupghome="'gpghome ') line, we instantiated our GPG class and
passed where it can store temporary files, and you can set any path you want to. In my case, I created
a folder in my home directory called gpghome.

In the next lines, the key is imported, and we print its fingerprint just for demonstration purposes.

For step 2, we open the file we want to decrypt using the with open statement and decrypt it. You
can see that a parameter for passphrase was set. This happened because the more recent versions
of GnuPG require the file to have a passphrase set when encrypted. Since this recipe is only for
educational matters, the passphrase here is simple and hardcoded.

After that, you should be able to open the . csv file with no problems.
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Usually, GnuPG is the tool of choice when it comes to encrypting files, but there are other market
solutions such as the Python cryptography library, which has a Fernet class, a symmetric
encryption method. As you can see in the following code, its use is very similar to what we did in

artist_name track_name

Juice WRLD All Girls Are The Same

Schoolgirl Byebye Year,2015

Juice WRLD Lucid Dreams

Fleetwood Mac Rhiannon (Will You Ever Win) - 2018 Remaster
Joji SLOW DANCING IN THE DARK

Revenant Year 2018

Morgan Wallen Whiskey Glasses

Frank Sinatra It Was A Very Good Year - 2008 Remastered

Lil Baby Drip Too Hard (Lil Baby & Gunna)

Fleetwood Mac Gypsy - 2018 Remaster

Billie Eilish lovely (with Khalid)

Anthem Lights K-LOVE Fan Awards: Songs of the Year (2015 Mash-Up)
girlin red we fell in love in october

Fleetwood Mac Tusk - 2018 Remaster

XXXTENTACION SAD!

Anthem Lights K-Love Fan Awards: Songs of the Year (2014 Mash-Up)
Luke Combs Beautiful Crazy

Fleetwood Mac Dreams - 2018 Remaster

Lil Baby Yes Indeed

The Kiboomers The Months of the Year - 2014 Version

Playboi Carti Shoota (feat. Lil Uzi Vert)

Fleetwood Mac The Chain - Live 1997

Travis Scott SICKO MODE

Tori Amos Pretty Good Year - 2015 Remaster

Post Malone Sunflower - Spider-Man: Into the Spider-Verse

Figure 2.14 - The decrypted Spotify CSV file

here’s more...

this recipe:

from cryptography.fernet import Fernet

# Retrieving key
fernet_key = Fernet (key)

# Getting and opening the encrypted file

with open('spotify data.csv',

'rb') as enc file:

encrypted = enc _file.read()

# Decrypting the file

decrypted = fernet key.decrypt (encrypted)

# Creating a decrypted file
with open('spotify data.csv',
dec file.write (decrypted)

lwbl)

as dec file:

track_id popularity

4VXIryQM
0UsmylDs
285pBItuF
4fbwTO3LC
OrKtyWc8t
TAFIWSLvL
6foYebmV
1vLPTWPf.
78QR3Wp
5nTnApDE
Ou2P5u6lv
5rlw9VsPP
1BYZxKSfO
6UONPLEX:
3ee8lmjet
00ohlpPn¢
2rxQMGV;
4pb04Yljn
6VN77IEOL
581Qgf1Y5
2BJSMvOC

2xLMifQCj
70euagGK
3KkXRkHb

83
25
84
49
83

0
78
43
80
46
87
31
83
48
84
26
78
48
78
28
78

83
23
82
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Still, the Fernet method is not widely used in the data world. It happens because an encrypted file
with sensitive data often comes from an application or software that uses GnuPG hybrid encryption,
which, as we saw in the How it works... section, complies with RFC 4880.

You can find more details in the cryptography library documentation: https: //cryptography.
io/en/latest/fernet/.

See also

o How to create and encrypt files using the Python Wrapper for GnuPG: ht tps://gnupg.
readthedocs.io/en/latest/.

o GnuPG official page and documentation: https: //gnupg.org/.

o If you are curious about RFC 4880 and want to understand it deeper, a summarized article
about it was written by David Steele in his blog: https://davesteele.github.io/
gpg/2014/09/20/anatomy-of -a-gpg-key/.

« Voltage by opentext is a great tool for data security and recommended by many companies.
You can find out more here: https://www.microfocus.com/en-us/cyberres/
data-privacy-protection.

Accessing data from AWS using S3

AWS is one of the most popular cloud providers, mixing different service architectures and allowing
easy and fast implementations.

While it has various solutions for relational and non-relational databases, in this recipe, we will cover
how to manage data access from S3 buckets, which is an object storage service allowing not only text
files to be uploaded, but also media and several other types of files used in the IoT and big data fields.

There are two commonly used types of data access management for S3 buckets, both used on ingest
pipelines — user control and bucket policies. In this recipe, we will learn how to manage access by
user control, given that it is the most used method among data ingestion pipelines.

Getting ready

To do this recipe, having or creating an AWS account is not mandatory. The objective is to build a
step-by-step Identity Access Management (IAM) policy to retrieve data from an S3 bucket using
good data access practices you understand.

However, if you want to create a free AWS account to test it, you can follow the steps provided by the
AWS official docs here: https://docs.aws.amazon.com/accounts/latest/reference/
manage-acct-creatinghtml. After creating your AWS account, follow these steps:
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1. Let’s create a user to test our S3 policy. To create a user, check out this AWS link: https://
docs.aws.amazon.com/IAM/latest/UserGuide/id users create.html.
You don’t need to worry about attaching policies to it, so skip this part of the tutorial. The idea
is to explore what a user without any policies attached can do inside the AWS console.

2. Next, let’s create an S3 bucket using our administrator user. On the search bar, type S3 and
click on the first link:

L ® Stockholm v Gléucia v

Reset to default layout + Add widgets

Features (12) AWS Health info

Blogs (1,142)

Documentation (103,005) Open issues

arted with AWS [4
Knowledge Articles (30) PR fundamentals and find valuable 0 Past 7 days
Tutorials (9) e to get the most out of AWS.

Scheduled changes
Events (15)

Marketplace (884) nd certification [2 0 Upcoming and past 7 days
AWS experts and advance your
Fowiedge. Other notifications
0 Past 7 days

bw with AWS? [3

pw AWS services, features, and

Features Go to AWS Health

Figure 2.15 - The AWS search bar

3. Then, click the Create bucket button and a new page will load as follows:

Services | Q PN ® Global ¥ Glducia v
Amazon S3 X Amazon S3 Buckets ®
Buckets » Account snapshot View Storage Lens dashboard |
Access Points Storage lens provides visibility into storage usage and activity trends. Learn more [

Object Lambda Access Points

Multi-Region Access Points

Batch Operatons Buckets (14) o (o] [ cromt buckee |

Buckets are containers for data stored in 3. Learn more [
Access analyzer for S3

Q Find buckets by name 1 &
Block Public Access settings for Name A AWS Region v Access v Creation date
this account
Objects
w Storage Lens aws-athena-query-results-310595757411-us-east-1 US East (N. Virginia) us-east-1 can be October 14, 2019,
public
Dashboards T
X Objects
AWS Organizations settings aws-athena-query-results-310595757411-us-east-2 US East (Ohio) us-east-2 can be October 14, 2019,

-

Figure 2.16 - The AWS S3 main page

A new page will load as follows:


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
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Q @ Global v Glaucia v

Q. Search for services, features, blogs, docs, and more [Alt+S]

1
C]

Amazon S3 Buckets Create bucket

Create bucket i

Buckets are containers for data stored in S3. Learn more [

General configuration

Bucket name

cookbook-s3-accesspolicies

Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming [
AWS Region

EU (Stockholm) eu-north-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Figure 2.17 - The AWS S3 page to create a new bucket

On the Create Bucket page, insert the name of your bucket (it must be a unique name) and select
the region you want to use. I will use Stockholm in this recipe since it is the nearest region
to where I live. Skip the other fields for now, scroll down, and press the Create bucket button:

On the S3 page, you know should be able to see and select the bucket you created:

L ® Global v Gléucia v

Amazon S3 b ¢ Amazon S3 Buckets cookbook-s3-accesspolicies

Buckets cookbook-s3-accesspolicies e

Access Points

Object Lambda Access Points Objects Properties Permissions Metrics Management Access Points
Multi-Region Access Points

Batch Operations

Access analyzer for 53 Objects (0)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to

access your objects, you'll need to explicitly grant them permissions. Learn more [

Block Public Access settings for
this account

<

Storage Lens
Dashboards

AWS Organizations settings

Feature spotlight (@)

» AWS Marketplace for S3

a
5 v

Q_ Find objects by prefix

Name A Type v Last modified v Size v Storage class v

No objects

You don't have any objects in this bucket.

A Upload

Figure 2.18 - The S3 bucket objects page
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You can upload any files here for testing if you want to.

After completing the steps, open another window on your browser and switch to the user you created
for testing. If possible, try to keep administrator and testing users logged on in different browsers so
that you can see the changes in real time.

We are ready to start creating and applying the access policy.

How to do it...
If we try to list §3, we can see the buckets, but when clicking on any bucket, this error will happen:

cookbook-s3-accesspolicies .

Objects Properties Permissions Metrics Management Access Points

Objects

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory |Z', to get a list of all objects in your bucket. For

others to access your objects, you'll need to explicitly grant them permissions. Learn more [

Find objects by prefix (P Sshow versions 1 &

Name Type Last modified Size Storage class

® Insufficient permissions to list objects
After you or your AWS administrator have updated your permissions to allow the s3:ListBucket action, refresh
the page. Learn more about Identity and access management in Amazon 53 [

Figure 2.19 - Testing the user view of an S3 bucket with an Insufficient permissions message
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Let’s fix this by creating and attaching a policy with the following steps:

1.  First, we will define an access policy for the user. The user will be capable of listing, retrieving,
and deleting any object inside the S3 bucket we created. Let’s start by creating a JSON file with
the AWS policy requirements to make it possible. See the following file:

{

"Version":"2012-10-17",

"Statement": [

{

"Effect":"Allow",

"Action":

"Resource" :"*"

"Effect":"Allow",
"Action": ["s3:ListBucket", "s3:GetBucketLocation"],
"Resource":"arn:aws:s3: : :cookbook-s3-accesspolicies"

"Effect":"Allow",
"Action": [

"s3:
53 g
:GetObject",

:GetObjectAcl",
:DeleteObject"

ng3

g3

n"g3
] ’

PutObject",
PutObjectAcl",

"Resource":"arn:aws:s3

"s3:ListAllMyBuckets",

:: :cookbook-s3-accesspolicies /*"
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2. Next, we allow the user to access the bucket via IAM policies. On the user IAM page, click on
Add inline policy as follows:

test-s3-user-cookbook

Summary

ARN Console access

Disabled

arn:aws:iam: (IR  ser/test-s3-user-

cookbook

Access key 1 Created

Not enabled May 19, 2023, 20:45 (UTC+01:00)
Last console sign-in Access key 2

- Mot enabled

Permissions Groups Tags Security credentials Access Advisor

Permissions policies (0)

Permissions are defined by policies attached to the user directly or through groups.

Add permissions A ‘

Add permissions ...
‘ Q, Search ‘ \ll types v ‘
Create inline policy
1 1O
Policy name [ a | Type v ‘ Attached via [F

No resources to display

Figure 2.20 - AWS user Permission policy section

Insert the previous code into the JSON option tab, and click on Review policy. On the Review Policy
page, insert the policy’s name and click Create policy to confirm it, as follows:
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Review policy

Before you create this policy, provide the required information and review this policy.
Name* testing-s3-user-cookbook

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.

Summary

Q Filter

Service v Access level Resource Request condition

Allow (1 of 337 services) Show remaining 336

S3 Limited: List, Read, Write, Permissions Multiple None
management

Figure 2.21 - The AWS IAM review policy page

If we check now, we can see that adding but not deleting files is possible.

How it works...

At the beginning of this recipe, our testing user had no permission to access any resources at AWS.
For example, when accessing our created bucket, a warning appeared on the page. Then we allowed
the user to access and upload files or objects to the bucket.

In step 1, we built an inline IAM policy with the following steps:

1. First, we allowed the testing user to list all the buckets inside the respective AWS account:

"Statement": [

{
"Effect":"Allow",
"Action": "s3:ListAllMyBuckets",
"Resource":"*"

}I

2. 'The second statement allows the user to list objects and get the bucket’s location. Note that in
the Resource key, we only specified a target S3 bucket AWS Resource Name (ARN):

{

"Effect":"Allow",
"Action": ["s3:ListBucket", "s3:GetBucketLocation"],
"Resource":"arn:aws:83:::cookbook-s3-accesspolicies"

}s
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3. Finally, we create another statement to allow the insertion and retrieval of objects. In this case,
the resource now also has a /* character at the end of the ARN. This represents the policy that
is going to affect the respective bucket objects:

{

"Effect":"Allow",
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
1,

"Resource":"arn:aws:s3: : :cookbook-s3-accesspolicies /*"

}

Depending on the AWS resource you want to manage access, the Action key can be very different and
can have different applications. Regarding S3 buckets and objects, you find all possible actions in the
AWS documentation: https://docs.aws.amazon.com/AmazonS3/latest/userguide/
using-with-s3-actions.html.

There’s more...

When ingesting data, the user control method is the most used. It happens because an application such
use Airflow or Elastic MapReduce (EMR) can usually connect to a bucket. Also, from a management
control perspective, it is much easier to handle, with just a few programmatic accesses instead of one
for each user in a company.

Of course, there will be scenarios where each data engineer has a user with permissions set. Still, the
scenario usually is (and should be) a development environment with a sample of data.

Bucket policies

Bucket policies can add a security layer to control the access of external resources to internal objects.
With these policies, limiting access to specific IP addresses, specific resources such as CloudFront, or
types of HTTP method requests is possible. In the AWS official documentation, you can see a list of
practical examples: https://docs.aws.amazon.com/AmazonS3/latest/userguide/
example-bucket-policies.html.

See also

In the AWS official documentation, you can also see other types of access control, such as Access
Control Lists (ACLs) and Cross-Origin Resource Sharing (CORS): https://docs.aws.
amazon.com/AmazonS3/latest/userguide/s3-access-control.html.
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Accessing data from GCP using Cloud Storage

Google Cloud Platform (GCP) is a cloud provider that offers manifold services, from cloud computing
to Artificial Intelligence (AI), which can be implemented in only a few steps. It also provides broad-
spectrum storage called Cloud Storage.

In this recipe, we will build step-by-step policies to control access to data inside our Cloud Storage buckets.

Getting ready
This recipe will use the uniform method, as defined by the Google Cloud team:

1.  First, we will create a testing user. Go to the IAM page (https://console.cloud.
google.com/iam-admin/iam) and select Grant Access. Add a valid Gmail address in
the New principals field. For now, this user will only have the Browser role:

Grant principals access to this resource and add roles to specify what actions the
principals can take. Optionally, add conditions to grant access to principals only when a
specific criteria is met. Learn more about |1AM conditions

Resource

Add principals

Principals are users, groups, domains, or service accounts. Learn more about principals
in IAM

[ New principals

Assign roles

Roles are composed of sets of permissions and determine what the principal can do
with this resource. Learn more

Role * IAM condition (optional) @ -
[ Browser v ~+ ADD 1AM CONDITION .

Access to browse GCP
resources.

<+ ADD ANOTHER ROLE

- I

Figure 2.22 - The GCP IAM page to attach policies to a user


https://console.cloud.google.com/iam-admin/iam
https://console.cloud.google.com/iam-admin/iam

Accessing data from GCP using Cloud Storage

2. Then, we will create a Cloud Storage bucket. Go to the Cloud Storage page and select Create
abucket: https://console.cloud.google.com/storage/create-bucket.

8 View all products
PINNED

AP APls & Services
& Billing

© 1AM & Admin

\%’ Marketplace

{2} Compute Engine
@ Kubernetes Engine
B  Cloud Storage

@ BigQuery

::: VPC network

)) Cloud Run

£ sa

e Security

’; Google Maps Plat...

Google Cloud

Cloud overview

Recent

e* My Project 46350 «

Buckets
> Monitoring

Settings

Figure 2.23 - The GCP search bar with Cloud Storage selected

Add a unique name to your bucket and leave the other option as it is:
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B Cloud Storage = € Create a bucket
@  Buckets
® Name your bucket
i Monitoring Pick a globally unique, permanent name. Naming
a guidelines
Settings

cookbook-dataingestion

Tip: Don't include any sensitive information

v LABELS (OPTIONAL)

CONTINUE

* Choose where to store your data

Location: us (multiple regions in United States)
Location type: Multi-region

Choose a default storage class for
your data

| Default storage class: Standard

Choose how to control access to
objects

Public access prevention: On
Access control: Uniform

* Choose how to protect object data

Protection tools: None
Data eneryption: Google-managed key

CREATE CANCEL

[E) HELP ASSISTANT

Good to know
B Location pricing

Storage rates vary depending on the storage class
of your data and location of your bucket. Pricing
details

Current configuration: Multi-region / Standard

Item Cost

us (multiple regions in
United States)

$0.026 per GB-
month

ESTIMATE YOUR MONTHLY COST

Figure 2.24 - The GCP page to create a new bucket

How to do it...

Here are the steps to perform this recipe:

1.  We will try to access the Cloud Storage objects. First, let’s try to access the bucket using the

user we just created. An error message should appear:



Accessing data from GCP using Cloud Storage

©  You do not have sufficient permissions to view this page RETRY TROUBLESHOOT

There was an error while loading /storage/browser?authuser=18&project=neon-bank-

The required permissions are:

Project 2¢ My Project{illD
storage.buckets.list

If you are granted the above permission(s) and still do not have access you may be
subject to an IAM Deny Palicy. Please reach out to your administrator for assistance.
Learn more

Check that the project ID is valid and you have permissions to access it.
Learn more about IAM permissions reference
Learn more about IAM roles

SEND FEEDBACK

Figure 2.25 - An insufficient permission message for the testing user in the GCP console

Then, we grant Editor permissions in Cloud Storage. Go to the IAM page and select the testing
user you created. On the editing user page, select Editor.

Edit access to "My Project{ill

Principal @ Project
gmail.com My Projecn

Assign roles

Roles are composed of sets of permissions and determine what the principal can do
with this resource. Learn more

Role N 1AM conditi i (]

[ = Filter Type to filter

Quick access [ Roles

Currently used Browser

Basic Editor
l By product or service Owner

Access Approval Viewer

Access Context

Manager

Actions

MANAGE ROLES

Figure 2.26 — The GCP IAM page - assigning the Editor role to the testing user
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Note
If you are confused about the roles, use the Policy Simulator in Google Cloud: https://
console.cloud.google.com/iam-admin/simulator.

3. Next, we access Cloud Storage with a proper role. The user should be able to see and upload

objects to the bucket:

g Cloud Storage v
Buckets CREATE  (CREFRESH [E) HELP ASSISTANT @1 LEARN
= Filter Filter buckets (7] ([}
D Name 4 Created Location type Location
O cookbook-dataingestion Oct 23,2022, 11:58:34 PM Multi-region us :

Figure 2.27 - The testing user view of the GCP bucket

How it works...

In step 1, our testing user had only permission to browse, and an error message appeared when trying
to see the bucket list. However, the Editor role for Cloud Storage solves this problem by granting
access to the bucket (and most of the other essential Google Cloud resources). At this point, creating
a condition to allow only access to this bucket is also possible.

The Google Cloud access hierarchy is based on its organization and projects. To provide access to a
respective bucket, we need to ensure we also have access to the resources of a project. Refer to the

following screenshot:


https://console.cloud.google.com/iam-admin/simulator
https://console.cloud.google.com/iam-admin/simulator
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2 Google Cloud

Organization

@ Company

Folders

. Department X

- Department Y

. Shared

infrastructure

BB TcamA BB B
BB Product1 BB Product 2
Projects J/ j' l
Development . Production
i project . Test project project
Resources J/ j{ l
Compute Engine *  App Engine =1 Cloud Storage

= Instances

" Services

=01 Buckets

Figure 2.28 — GCP control access hierarchy - source: https://cloud.google.com/
resource-manager/docs/cloud-platform-resource-hierarchy#inheritance

Once the access hierarchy is defined, we can select several built-in user permission groups on the IAM
page and add conditions if needed. Unlike AWS, Google Cloud policies are often created as “roles”
and grouped to serve a specific area or department. Additional permissions or conditionals can be

made for particular cases, but they are not shared.

Even though the uniform method seems simple, it can be a powerful way to manage access to Google
Cloud when properly grouped and revised and uniformly grant permissions. In our case, the Editor
role solved our problem, but a specialist on this topic is recommended when working with larger

teams and different types of access policies.
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There’s more...

Like S3, Cloud Storage also has another type of access control called fine-grained. It consists of a
mixture of IAM policies and ACLs and is recommended in cases where storage connects to an S3
bucket, for instance. As its name suggests, the permission is refined to the bucket and individual object
levels. It needs to be configured by someone (or a team) with a high level of security knowledge, since
the data exposure can be elevated if the ACL policy is not set correctly.

You can read more about ACLs in Cloud Storage here: https://cloud.google.com/storage/
docs/access-control/lists.

Further reading

https://www.manageengine.com/device-control/data-replication.html
https://www.keboola.com/blog/database-replication-techniques

https://satoricyber.com/access-control/access-control-101-a-
comprehensive-guide-to-database-access-control/

https://stackoverflow.com/questions/190257/best-role-based-
access-control-rbac-database-model

https://www.researchgate.net/publication/281479020 A Model-
driven Role-based Access Control for SQL Databases

https://dspace.mit.edu/bitstream/handle/1721.1/87870/53700676-
MIT.pdf?sequence=2

https://scholarworks.calstate.edu/downloads/sb397840v
https://www.sftp.net/public-online-sftp-servers
https://www.ittsystems.com/how-to-access-sftp-server-in-python/

https://towardsdatascience.com/encrypt-and-decrypt-files-using-
python-python-programming-pyshark-a67774bbf9of4

https://www.geeksforgeeks.org/encrypt-and-decrypt-files-using-
python/

https://www.saltycrane.com/blog/2011/10/python-gnupg-gpg-example/
https://www.ekransystem.com/en/blog/data-security-best-practices

https://www.ovaledge.com/blog/data-access-management-basics-
implementation-strategy


https://davesteele.github.io/gpg/2014/09/20/anatomy-of-a-gpg-key/
https://davesteele.github.io/gpg/2014/09/20/anatomy-of-a-gpg-key/
https://cloud.google.com/storage/docs/access-control/lists
https://cloud.google.com/storage/docs/access-control/lists
https://www.manageengine.com/device-control/data-replication.html
https://www.keboola.com/blog/database-replication-techniques
https://satoricyber.com/access-control/access-control-101-a-comprehensive-guide-to-database-access-control/
https://satoricyber.com/access-control/access-control-101-a-comprehensive-guide-to-database-access-control/
https://stackoverflow.com/questions/190257/best-role-based-access-control-rbac-database-model
https://stackoverflow.com/questions/190257/best-role-based-access-control-rbac-database-model
https://www.researchgate.net/publication/281479020_A_Model-driven_Role-based_Access_Control_for_SQL_Databases
https://www.researchgate.net/publication/281479020_A_Model-driven_Role-based_Access_Control_for_SQL_Databases
https://dspace.mit.edu/bitstream/handle/1721.1/87870/53700676-MIT.pdf?sequence=2
https://dspace.mit.edu/bitstream/handle/1721.1/87870/53700676-MIT.pdf?sequence=2
https://scholarworks.calstate.edu/downloads/sb397840v
https://www.sftp.net/public-online-sftp-servers
https://www.ittsystems.com/how-to-access-sftp-server-in-python/
https://towardsdatascience.com/encrypt-and-decrypt-files-using-python-python-programming-pyshark-a67774bbf9f4
https://towardsdatascience.com/encrypt-and-decrypt-files-using-python-python-programming-pyshark-a67774bbf9f4
https://www.geeksforgeeks.org/encrypt-and-decrypt-files-using-python/
https://www.geeksforgeeks.org/encrypt-and-decrypt-files-using-python/
https://www.saltycrane.com/blog/2011/10/python-gnupg-gpg-example/
https://www.ekransystem.com/en/blog/data-security-best-practices
https://www.ovaledge.com/blog/data-access-management-basics-implementation-strategy
https://www.ovaledge.com/blog/data-access-management-basics-implementation-strategy
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Data Discovery -
Understanding Our Data
before Ingesting It

As you may already have noticed, data ingestion is not just retrieving data from a source and inserting
it in another place. It involves understanding some business concepts, secure access to the data, and
how to store it, and now it is essential to discover our data.

Data discovery is the process of understanding our data’s patterns and behaviors, ensuring the whole
data pipeline will be successful. In this process, we will understand how our data is modeled and used,
so we can set up and plan our ingestion using the best fit.

In this chapter, you will learn about the following:

o Documenting the data discovery process
« Configuring OpenMetadata

o Connecting OpenMetadata to our database

Technical requirements

You can also find the code from this chapter in its GitHub repository here: https://github.
com/PacktPublishing/Data-Ingestion-with-Python-Cookbook.

Documenting the data discovery process

In recent years, manual data discovery has been rapidly deprecated, giving rise to machine learning
and other automated solutions, bringing fast insights into data in storage or online spreadsheets, such
as Google Sheets.


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
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Nevertheless, many small companies are just starting out their businesses or data areas, so implementing
a paid or cost-related solution might not be a good idea right away. As data professionals, we also
need to be malleable when applying the first solution to a problem - there will always be space to
improve it later.

Getting ready

This recipe will cover the steps to start the data discovery process effectively. Even though, here, the
process is more related to the manual discovery steps, you will see it also applies to the automated ones.

Let’s start by downloading the datasets.

For this recipe, we are going to use the The evolution of genes in viruses and bacteria dataset
(https://www.kaggle.com/datasets/thedevastator/the-evolu-
tion-of-genes-in-viruses-and-bacteria), and another one containing hospital
administration information (https://www.kaggle.com/datasets/girishvutukuri/
hospital-administration).

Note

This recipe does not require the use of the exact datasets mentioned - it covers generically how
to apply the methodology to datasets or any data sources. Feel free to use any data you want.

The next stage is creating the documentation. You can use any software or online application that suits
you - the important thing is to have a place to detail and catalog the information.

I will use Notion (https://www.notion.so/). Its home page is shown in Figure 3.1. It offers
a free plan and allows you to create separate places for different types of documentation. However,
some companies use Confluence by Atlassian to document their data. It will always depend on the
scenario you are in.

@Nolion Product v Download v  Solutions v Resources v Templates Enterprise Pricing Contact sales Login m

One workspace.
Every team.

We're more than a doc. Or a table. Customize
Notion to work the way you do.

Get Notion free

Trusted by teams at

Figma PIXAR A% MatchGroup  {v§ monzo

Figure 3.1 — Notion home page


https://www.kaggle.com/datasets/thedevastator/the-evolution-of-genes-in-viruses-and-bacteria
https://www.kaggle.com/datasets/thedevastator/the-evolution-of-genes-in-viruses-and-bacteria
https://www.kaggle.com/datasets/girishvutukuri/hospital-administration
https://www.kaggle.com/datasets/girishvutukuri/hospital-administration
https://www.notion.so/
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This is an optional stage where we are creating a Notion account. On the main page, click on Get
Notion free.

Another page will appear and you can use your Google or Apple email to create an account, as follows:

@ Notion

Sigh up

Work email

Enter your email address...
Continue with email

You can also continue with SAML SSO

G Continue with Google

® Continue with Apple

By clicking “Continue with Apple/Google/Email/SAML" above, you acknowledge that you
have read and understood, and agree to Notion's Terms & Conditions and Privacy
Policy.

Figure 3.2 — Notion Sign up page

After that, you should see a blank page with a welcome message from Notion. If any other action is
required, just follow the page instructions.

How to do it...

Let’s imagine a scenario where we work at a hospital and need to apply the data discovery process.
Here is how we go about it:

1. Identifying our data sources: Two main departments need their data to be ingested—the
administration and research departments. We know they usually keep their CSV files in a local
data center so we can access them via the intranet. Don’t mind the filenames; generally, in a
real application, they are not supported.
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The following are the research department’s files:
ARCHIVE (1)

B Escherichia_virus_T4.csv
Ed GCA_000005845.2_ASM584v2_protein.annotations.csv

Ed NCBI_Escherichia_coli_genomes.csv

Ed NCBI_Escherichia_coli_genomes.test_subset.annotations.csv
Ed NCBI_Escherichia_coli_genomes.test_subset.csv

B read_manifest.csv

Figure 3.3 - Research files on the evolution of genes in E. coli

The following are the administration department’s files:
~ ARCHIVE (3)
B test-1617360461595-1660719701431.csv

E Train-1617360447408-1660719685476.csv

Figure 3.4 - Hospital administration files

2. Categorizing data per department or project: Here, we create folders and subfolders related
to the department and the type of data (on patients or specific diseases).

Q, Search
Updates

Settings & members

»J Research Department

¥ Escherichia E\I z

|:ﬂ Administration Department

(=) Patients

Add a page Research Department
Templates

'T'T‘P:'rt %§ Escherichia

Figure 3.5 — Research Department page
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3.

Identifying the datasets or databases: When looking at the files, we can find four patterns.
There are the exclusive datasets: E.Coli Genomes, Protein Annotations, Escherichia Virus

in general, and Patients.

Q, Search
@ Updates

s

{} Settings & members

s Research Department
% Escherichia
™ Escherichia Virus
I '_j Protein Annotations
™ E.Coli Genomes
ﬁ Administration Departmen
(=) Patients

- Add a page

% Templates
¥ Import

W Trash

No?
Research Department

% Escherichia

Figure 3.6 — Subsections created by research type and hospital administration topic

Describing our data: Now; at the dataset level, we need to have helpful information about it,
such as the overall description of that dataset table, when it is updated, where other teams can
find it, a description of each column of the table, and, last but not least, all metadata.
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Q search
@ Updates
¥ Settings & members

v ﬁ Research Department
> ‘ Escherichia
v @ Administration Depar...

> (Z) patients Pa t i e n ts

+ Add apage

& Templates Description

¥ Import This dataset contains information about patients’ medical history.
@ Trash
Data Update
Everyday by 11p.m
File type
csv
File Path
“hdfs/medical_records/patient_historical_data/"
Columns
Column Data Type Description
index integer table ID
encounter_id integer Patient encounter ID
patient_id integer Patient ID
race string Race identification (Caucasian,
White, African American)
gender string Biological gender
age string Age range inserted by the system
(i.e. [50-60]
weight string Weight in pounds
time_in_hospital string Time at the Hospital
medical_specialty string Medical specialty. Some values can
be as numbers due to old systems.
num_lab_procedures  integer Number of laboratory procedures ?
+ New page N
num_procedures integer Number of other medical
Figure 3.7 — Patient data documentation using Notion
Note

The description of where the file is stored may not be applied in all cases. You can find the
reference of the database name instead, such as 'admin_ database.patients'.
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How it works...

When starting data discovery, the first objective is identifying patterns and categorizing them to create
a logical flow. Usually, the first categorizations are by department or project, followed by database and
dataset identification, and finally, describing the data inside.

There are some ways to document data discovery manually. People more used to the old-fashioned
style of BI (short for Business Intelligence) tend to create more beautiful visualization models to apply
discovery. However, this recipe’s objective is to create a catalog using a simple tool such as Notion:

1. Categorizing data as per department or project: The first thing we did was to identify the
department responsible for each piece of data. Who is the contact in the case of an ingestion
problem or if the dataset is broken? In formal terms, they are also known as data stewards. In
some companies, categorization by project can also be applied since some companies can have
their particular necessities and data.

2. Identifying the datasets or databases: Here, we have only used datasets. Under the projects
and/or departments, we insert the name of each table and other helpful information. If the
tables are periodically updated, it is a good practice to also document that.

3. Describing our data: Finally, we document the expected columns with their data types in
detail. It helps data engineers plan their scripts when ingesting raw data; if something goes
wrong after the automation, they can easily detect the issue.

You might notice that some data behaves strangely. For instance, the medical_speciality column in
Figure 3.7 has values described and a number to reference something else. In a real-world project, it
would be necessary to create auxiliary data inside our ingestion to make a pattern and later facilitate
the report or dashboards.

Configuring OpenMetadata

OpenMetadata is an open source tool used for metadata management, allowing the process of data
discovery and governance. You can find more about it here: ht tps: //open-metadata.org/.

By performing a few steps, it is possible to create a local or production instance using Docker or
Kubernetes. OpenMetadata can connect to multiple resources, such as MySQL, Redis, Redshift,
BigQuery, and others, to bring the information needed to build a data catalog.

Getting ready

Before starting our configuration, we must install OpenMetadata and ensure the Docker containers
are running correctly. Let us see how it is done:
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Vs

Note

At the time this book was written, the application was in the 0.12 version and with some
documentation and installation improvements. This means the best approach to installing it
may change over time. Please refer to the official documentation for it here: https: //docs.
open-metadata.org/quick-start/local-deployment.

1.

Let’s create a folder and virtualenv (optional):

$ mkdir openmetadata-docker
$ cd openmetadata-docker

Since we are using a Docker environment to deploy the application locally, you can create it
with virtualenv or not:

$ python3 -m venv openmetadata
$ source openmetadata /bin/activate

2. Next, we install OpenMetadata as follows:

$ pip3 install --upgrade "openmetadata-ingestion[docker]™"

Then we check the installation, as follows:

$ metadata
Usage: metadata [OPTIONS] COMMAND [ARGS]...

Method to set logger information

Options:
--version Show the version and exit.
--debug / --no-debug
-1, --log-level [INFO|DEBUG|WARNING |ERROR|CRITICAL]

Log level

--help Show this message and exit.
Commands:

backup Run a backup for the metadata
DB.

check

docker Checks Docker Memory
Allocation Run...

ingest Main command for ingesting
metadata...

openmetadata-imports-migration Update DAG files generated
after...

profile Main command for profiling

Table...
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restore Run a restore for the metadata
DB.

test Main command for running test
suites

webhook Simple Webserver to test

webhook. ..

How to do it...
After downloading the Python package and Docker, we will proceed with the configurations as follows:

1. Running containers: It may take some time to finish when you execute it for the first time:

$ metadata docker -start

Note
It is common for this type of error to appear:

Error response from daemon: driver failed programming
external connectivity on endpoint openmetadata ingestion
(3670b9566add98a3e79cd9a252d2d0d377dac627b4be%94b669482f6ccce350e0) :
Bind for 0.0.0.0:8080 failed: port is already allocated

It means other containers or applications are already using port 8080. To solve this, specify
another port (such as 8081) or stop the other applications.

(. J

The first time you run this command, the results might take a while due to other containers
associated with it.

In the end, you should see the following output:

23] INFO {Metadata: doc Ran docker compose for OpenMetadata succ
r to be up at htt 85
7 INFO {Metadat: 9} - Time taken to get OpenMetadata running:

@ OpenMetadata is up and running

etadata. It helps

Figure 3.8 — Command line showing success running OpenMetadata containers

2. Accessing OpenMetadata UI: When the container installation is finished, you should be able
to access the Ul via a browser using the http://localhost : 8585 address:
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C  ® localhost

Open
Metadata
Centralized Metadata Store, Discover, Collaborate and
get your Data Right

* Username or Email

admin

* Password

B

Forgot Password

or

New to the platform? Create Account

Assess Data Reliability with Data Profiler, Lineage, Sample Data, and
more

Figure 3.9 — OpenMetadata sign-in page in the browser

3. Creating a user account and logging in: To access the UI panel, we need to create a user
account as follows:

Open
Metadata
Centralized Metadata Store, Discover, Collaborate and get your
Data Right

€ 5 C O locathostssss

# First Name

Glaucia

# Last Name

Esppenchutz

* Email

+ Password

(Cener passwora ® |

Password is required

Confirm Password

Confirm your password @

or Fosters Collaboration among the Producers and Consumers of Data

Already a user? ~Login

Figure 3.10 — Creating a user account in the OpenMetadata Create Account section
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After that, we will be redirected to the main page and be able to access the panel, shown as follows:

open
Metadata

Tables

Topics

(L=

Dashboards
Pipelines
ML Models
Test Suite
Services

Users

% 0 X @ & o

Teams

Recent Views

Explore  Glossary Tags Settings x| Q

o Welcome to OpenMetadata!

A central place to discover and collaborate on all your data

SO ©) ©)

0 Explore Data Claim Ownership Stay Up-to-date

0 Look at the popular data Data works well when it is Follow the datasets that

2 assets in your owned. Take a look at the you frequently use to stay
organization. data assets that you own informed about it.

2 and claim ownership.

No recently viewed data.

Recent Search Terms

No searched terms.

Figure 3.11 — Main page of OpenMetadata

n e m ol

My Data

‘You have not ewned anything yet.

Following

You have not followed anything yet.

N
Note
Is also possible to log in using the default admin user by inserting the admin@openmetadata.
org username and admin as the password.
For production matters, please refer to the Enable Security Guide here: https://docs.
open-metadata.org/deployment/docker/security.

J

4. Creating teams: In the Settings section, you should see several possible configurations, from
creating users to access the console to integrations with messengers such as Slack or MS Teams.
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Some ingestion and integration requires the user to be allocated to a team. To create a team,
we first need to log in as admin. Then, go to Settings | Teams | Create new team:

< c localhost

Add Team

* Name

‘ DataEngineer

 Display Name

‘ Data Engineer

Team type

‘ Department

Description

‘ Write | Preview

Write your description

Figure 3.12 - Creating a team in the OpenMetadata settings
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5. Adding users to our teams: Select the team you just created and go to the Users tab. Then
select the user you want to add.

Adding new users to DataEngineer

Q_ Search for a user...

GlauciaE: hutz
. admin )] G auclatsppenchy ()] . ingestion-bot
g.esppen

Cancel

Figure 3.13 — Adding users to a team

Creating teams is very convenient to keep track of users” activity and define a group of roles and
policies. In the following case, all users added to this team will be able to navigate through and create
their data discovery pipelines.
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localhost

aa:::dmn Explore Glossary Tags Settings Search for Tables, Topics, Dashboards, Pipelines and ML Models e/ |k Q ﬂ Eﬂ.] @ .

Organization (&

Members

|& Teams No Owner (&

o Organization under which all the other team hierarchy is created [

& Users

B Admins Teams 0 Roles@)  Policies

Access
Add Role

S Roles
E@ Policies

services Data Consumer Users with Data Consumer role use different data assets for their day to day work. [©)

Name Description Actions

Databases
Messaging
Dashboards

Pipelines

# G R B H

ML Models
Data Quality

B Testsuite
Collaboration

% Activity Feed

Custom Attributes

Tables
Topics
Dashboards

Pipelines

AR 8@

ML Models

Figure 3.14 - Team page and the default associated Data Consumer role

We must have a Data Steward or Administrator role for the activities in this chapter and the following
recipe. The Data Steward role has almost the same permissions as the Administrator role since it is a
position that is responsible for defining and implementing data policies, standards, and procedures
to govern data usage and ensure consistency.

You can read more about the Roles and Policies of OpenMetadata here: https://github.com/
open-metadata/OpenMetadata/issues/4199.

How it works...

Now, let’s understand a bit more about how OpenMetadata works.

OpenMetadata is an open source metadata management tool designed to help organizations to manage
their data and metadata across different systems or platforms. Since it centralizes data information in
one place, it makes it easier to discover and understand data.
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It is also a flexible and extensible tool, allowing integration with tools such as Apache Kafka, Apache
Hive, and others since it uses programming languages such as Python (main core code) and Java
behind the scenes.

To orchestrate and ingest the metadata from sources, OpenMetadata counts the sources using Airflow
code. If you look at its core, all Airflow code can be found in openmetadata-ingestion. For
more heavy users who want to debug any problems related to the ingestion process in this framework,
Airflow can be easily accessed at http: //localhost : 8080/, when the metadata Docker
container is up and running.

It also uses MySQL DB to store user information and relationships and an Elasticsearch container to
create efficient indexes. Refer to the following figure (https://docs.open-metadata.org/
developers/architecture):

| | Workflow | |

’
|
: [ Apache Airflow ]
|
|
|
|
|
|
|

Pull*y—>| | Source | |—b Processor —>| | Sink | |
|

|
: Ingestion Framework
: [openmetadata-ingestion]

Auth
Providers

I
I
I
I
I
I
I
I
I
I
}
Change }
I
I
I
I
I
I
I
I
I
I
I
I
I
|

Metadata

‘ OpenMetadata Ul ‘

AN

e ™
HTTP API Server Event
[DropWizard] Handler
8 J

OpenMetadata
Platform Write
[backend] (Access Control)

I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
A

Metadata DB
[Container: MySQL]

Search Engine
[Container: ElasticSearch]

Stores metadata Entities and

thelr retationships. Indexes metadata Entities.

Figure 3.15 - OpenMetadata architecture diagram
Font source: OpenMetadata documentation
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For more detailed information about the design decisions, you can access the Main Concepts page
and explore in detail the ideas behind them: https://docs.open-metadata.org/main-
concepts/high-level-design.

There’s more...

We saw how OpenMetadata can be easily configured and installed locally on our machines and a brief
overview of its architecture. However, other good options on the market can be used to document
data, or even a Saa$ solution of OpenMetadata using Google Cloud.

OpenMetadata SaaS sandbox

Recently, OpenMetadata implemented a Software as a Service (SaaS) sandbox (https://sandbox.
open-metadata.org/signin) using Google, making it easier to deploy and start the discovery
and catalog process. However, it may have costs applied, so keep that in mind.

See also

o You can read more about OpenMetadata in their blog: https://blog.open-metadata.
org/why-openmetadata-is-the-right-choice-for-you-59e329163cac

o Explore OpenMetadata on GitHub: https://github.com/open-metadata/
OpenMetadata

Connecting OpenMetadata to our database

Now that we have configured our Data Discovery tool, let’s create a sample connection to our
local database instance. Let’s try to use PostgreSQL to do an easy integration and practice another
database usage.

Getting ready

First, ensure our application runs appropriately by accessing the http://localhost:8585/
my-data address.

Note

Inside OpenMetadata, the user must have the Data Steward or Administration role to create
connections. You can switch to the admin user using the previous credentials we saw.
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You can check the Docker status here:

- @ openmetadata
openmetadata_ingestion

openmetadata_server

openmetadata_mysq|

openmetadata_elasticsearch

Figure 3.16 — Active containers are shown in the Docker desktop application

Use PostgreSQL for testing. Since we already have a Google project ready, let us create a SQL instance
using the PostgreSQL engine.

As we kept the queries to create the database and tables in Chapter 2, we can build it again in Postgres.
The queries can also be found in the GitHub repository of this chapter. However, feel free to create
your own data.

Google Cloud 2* My Project

SQL Instances + CF

«

= Filter Enter property name or value

O Instance D @ 1P Type
[0 & cookbook PostgreSQL 14

Figure 3.17 — Google Cloud console header for SQL instances
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Remember to let this instance allow public access; otherwise, our local OpenMetadata instance won’t

be able to access it.

How to do it..

Go to the OpenMetadata home page by typing http://localhost:8585/my-data in the

browser header:

1. Adding a new database to OpenMetadata: Go to Settings | Services | Databases and click on

Add new Database Service. Some options will appear. Click on Postgres:

localhost:

a;::“““ Explore Glossary Tags Settings

Search for Tables, Topics, Dashboards, Pipelines and ML Models |ew | x Q

Database Services > Add New Service

Add New Service

Select Service Type

Database Services

O

Q_ Search for connector..

ail

>

Athena

MariaDs

MariaDB

Preste

SQlite

-

Azure5QL

DELTA Laxs

Deltalake

Redshift

¥

Trino

Configure Service

BigQuery

Druid

Mysal

&

Salesforce

Vertica

Clickhouse

DynamoDB

(e

Oracle

SampleData

Custom
Database

Add a New Service

Choose from the range of services that OpenMetadata
integrates with. To add a new service, start by selecting a
Service Category (Database, Messaging, Dashboard, or

Connection Details Pipeline). From the list of available services, select the
one you'd want to integrate with.

S

Databricks Datalake

2

Glue Hive

8-
2

PinotDB Postgres
b
o
aps
SingleStore Snowflake
Cancel Next

Figure 3.18 - OpenMetadata page to add a database as a source



Connecting OpenMetadata to our database 89

Click on Next and add a service name. It can be anything you like since it’s an identifier.
used CookBookData.

2. Adding our connection settings: After clicking on Next again, a page with some fields to input
the MySQL connection settings will appear:

localhost

83‘:::“““ Explore Glossary Tags Settings Search for Tables, Topics, Dashboards, Pipelines and ML

Database Services > Add New Service

Connection Details

Add New Service Every service comes with its standard set of

v v O requirements and here are the basics of what you'd
need to connect. The connection requirements are
Select Service Type Configure Service Connection Details generated from the JSON schema for that service. The

mandatory fields are marked with an asterisk.

PostgresConnection
Postgres Database Connection Config

Connection Scheme
SQLAIchemy driver scheme options.

postgresql+psycopg2
Username *
Username to connect to Postgres. This user should have privileges to read all the metadata in Postgres.
postgres

Password
Password to connect to Postgres.

Host And Port
Host and port of the Postgres service

S R A 5432

Database
Database of the data source. This is optional parameter, if you would like to restrict the metadata reading to a single
database. When left blank, OpenMetadata Ingestion attempts to scan all the databases.

Connection Options

Additional connection options to build the URL that can be sent to service during the connection.

Connection Arguments .
Additional connection arguments such as security or protocol configs that can be sent to service during connection.

Figure 3.19 - Adding new database connection information

3. Testing our connection: With all the credentials in place, we need to test the connection to
the database.
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Database
Database of the data source. This is optional parameter, if you would like to restrict the metadata reading to a single
database. When left blank, OpenMetadata Ingestion attempts to scan all the databases,

Connection Options

Additional connection options to build the URL that can be sent to service during the connection.

Additional connection arguments such as security or protocol configs that can be sent to service during
connection.

Connection Arguments

OpenMetadata will connect to your resource from the IP 188.83.27.166. Make sure to allow
inbound traffic in your network security settings.

{\/, Connection test was successful Test Connection

- (3

Figure 3.20 — Connection test successful message for database connection

4. Creating an ingestion pipeline: You can leave all the fields as they are without worrying about
the database tool (DBT). For Schedule Interval, you can set what suits you best. I will leave
it as Daily.

3;’;;““‘ Explore Glossary Tags Settings al k| Q ] @ .

Database Services > Add New Ingestion

Add Metadata Ingestion

Add Metadata Ingestion Based on the service type selected, enter the filter

O pattern details for the schema or table (database),
or topic (messaging), or dashboard. You can include
Configure Ingestion Configure DBT Schedule Interval or exclude the filter patterns. Choose to include

views, enable or disable the data profiler, and ingest
sample data, as required.

Name

Name that identifies this pipeline instance uniguely

CookBookData_metadata_dTZ3KAAV

[0 Database Filter Pattern
[0 Schema Filter Pattern

O Table Filter Pattern

Use FQN For Filtering @

Figure 3.21 - Adding database metadata ingestion
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5. Ingesting the metadata: Heading to Ingestions, our database metadata is successfully ingested.

open .
auewdum Explore Glossary Tags Settings

Database Services > ¥ CookBookData
. admin &

No description 4

D: 2 0 Connection
Q Search for ingestion.

Name

CookBookData_metadata_dTZ3KAAv (]

wile Q n o @m o B

Add Ingestion

Type Schedule Recent Runs Actions
metadata 0O**+ Run | Pause | Edit | Delete | Kill Logs

Figure 3.22 — Postgres metadata successfully ingested

6. Exploring our metadata: To explore the metadata, go to Explore | Tables:

o .
asz:dum Explore Glossary Tags Settings an k| Q ) ® .
Tables @ Topics 0 Dashboards 0 Pipelines o
o Advanced Last 1=
Show Deleted @) ML Models 0 Search ~ Updated v
Service
D Postgres 15 postgres.cookbook
W people
Tier No Owner No Tier Type: Regular
Tier1 0
o No description
O Tier2 0
i 0
DTlerS template 1.information_schema
[ Tier4 0 W sql_sizing_profiles
DTierS 0 No Owner No Tier Type: Regular
Service Name No description

Figure 3.23 - Explore page showing the tables metadata ingested
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You can see that the people table is there with other internal tables:

eaz::dum Explore Glossary Tags Settings o [k Q n @ .

W CookBookData > postgres > cookbook > people [ I versions \0.1] [* Follow |D]

No Owner (& | NoTier (& | Type: Regular | Usage - Oth pctile | 0 Queries | 4 Columns | No Rows
+ Add tag [E3)

Schema Activity Feeds & Tasks 0 Sample Data Queries Profiler & Data Quality Lineage Custom Properties

No description & Frequently Joined Tables

No information about joined

tables.
Q, Find in table...
Name Type Description Tags
id varchar(1) No description + Tags
name varchar(1) No description + Tags
country varchar(1) No description + Tags
occupation varchar(1) No description + Tags

Figure 3.24 - The people table metadata

Here, you can explore some functionalities of the application, such as defining the level of importance
to the organization and the owners, querying the table, and others.

How it works...

As we saw previously, OpenMetadata uses Python to build and connect to different sources.

In Connection Details, we saw Connection Scheme uses psycopg2, a widely used library in
Python. All other arguments are passed to the behind-the-scenes Python code to create a connection string.

For each metadata ingestion, OpenMetadata will create a new Airflow Directed Acyclic Graph (DAG)
to process it based on a generic one. Having a separate DAG for each metadata ingestion makes
debugging more manageable in case of errors.



Further reading

! Airflow DAGs  Security

DAGs

Activeo Pausedo

DAG 3

@ cookBookData_metadata_dTZ3KAAY
@) cookbook_metadata_XgDeBz3D
airflow_metadata_extraction

index_metadata

ingestion-docker-operator
OpenMetadata

sample_data
sample_lineage

sample_usage

« () »

Browse Admin Docs 21:26 UTC PP
Filter DAGs by tag Search DAGs

Owner Runs Schedule Last Run NextRun {
airflow @ 00=*> 2023-05-19, 21:24:34 2023-05-19, 00:00:00
airflow @ 0**2= 2023-05-19, 20:00:00 2023-05-19, 21:00:00
user_name Feons 2023-05-19, 21:20:00
user_name 1 day, 0:00:00 2023-05-18, 21:26:22
airflow @once 2021-01-01, 00:00:00
user_name 1 day, 0:00:00 2023-05-18, 21:26:24
openmetadata_airflow_example 1 day, 0:00:00 2023-05-18, 21:26:29
user_name 1 day, 0:00:00 2023-05-18, 21:26:23

>

Showing 1-8 of 8 DAGs

Figure 3.25 - Airflow DAGs created by OpenMetadata

If you open the Airflow instance used by OpenMetadata, you can see it clearly and have other information
about the metadata ingestion. It’s a nice place to debug in case an error occurs. Understanding how our
solution works and where to look in case of a problem helps identify and solve issues more efficiently.

Further reading

¢ https://nira.com/data-discovery/

e https://coresignal.com/blog/data-discovery/

e https://www.polymerhqg.io/blog/diligence/what-is-data-discovery-

guide/

e https://bi-survey.com/data-discovery

¢ https://www.heavy.ai/technical-glossary/data-discovery

e https://www.datapine.com/blog/what-are-data-discovery-tools/

e https://www.knowsolution.com.br/data-discovery-como-relaciona-
bi-descubra/ (in Portuguese)

93


https://nira.com/data-discovery/
https://coresignal.com/blog/data-discovery/
https://www.polymerhq.io/blog/diligence/what-is-data-discovery-guide/
https://www.polymerhq.io/blog/diligence/what-is-data-discovery-guide/
https://bi-survey.com/data-discovery
https://www.heavy.ai/technical-glossary/data-discovery
https://www.datapine.com/blog/what-are-data-discovery-tools/
https://www.knowsolution.com.br/data-discovery-como-relaciona-bi-descubra/
https://www.knowsolution.com.br/data-discovery-como-relaciona-bi-descubra/

94

Data Discovery — Understanding Our Data before Ingesting It

Other tools

If you are interested in learning more about other data discovery tools available on the market, here
are some:

o Tableau: Tableau (https://www.tableau.com/) is more extensively used for data
visualizations and dashboards but comes with some features to discover and catalog data. You can
read more about how to use Tableau for data discovery on their resources page here: https://
www.tableau.com/learn/whitepapers/data-driven-organization-7-
keys-data-discovery.

« OpenDataDiscovery (free and open source): OpenDataDiscovery has recently arrived
on the market and can provide a very nice starting point. Check it out here: https://
opendatadiscovery.org/.

o Atlan: Atlan (https://atlan.com/) is a complete solution and also brings a data governance
structure; however, the costs can be high and it requires a call with their sales team to start an
MVP (short for Minimum Viable Product).

o Alation: Alation is an enterprise tool that provides several data solutions that include all pillars
of data governance. Find out more here: https://www.alation.com/.
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4
Reading CSV and JSON
Files and Solving Problems

When working with data, we come across several different types of data, such as structured, semi-
structured, and non-structured, and some specifics from other systems’ outputs. Yet two widespread file
types are ingested, comma-separated values (CSV) and JavaScript Object Notation (JSON). There are
many applications for these two files, which are widely used for data ingestion due to their versatility.

In this chapter, you will learn more about these file formats and how to ingest them using Python and
PySpark, apply the best practices, and solve ingestion and transformation-related problems.

In this chapter, we will cover the following recipes:
o Readinga CSV file
o Reading a JSON file
o Creating a SparkSession for PySpark
o Using PySpark to read CSV files
o Using PySpark to read JSON files

Technical requirements

You can find the code for this chapter in this GitHub repository: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook.


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
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Using Jupyter Notebook is not mandatory but can help you see how the code works interactively.
Since we will execute Python and PySpark code, it can help us understand the scripts better. Once
you have installed it, you can execute Jupyter using the following command:

$ jupyter notebook

It is recommended to create a separate folder to store the Python files or notebooks we will create in
this chapter; however, feel free to organize them however suits you best.

Reading a CSV file

A CSV file is a plain text file where commas separate each data point, and each line represents a new
record. It is widely used in many areas, such as finance, marketing, and sales, to store data. Software
such as Microsoft Excel and LibreOffice, and even online solutions such as Google Spreadsheets,
provide reading and writing operations for this file. Visually it resembles a structured table, which
greatly enhances the file’s usability.

Getting ready

You can download the CSV dataset for this from Kaggle. Use this link to download the file: https://
www . kaggle.com/datasets/jfreyberg/spotify-chart-data. We are going to use
the same Spotify dataset as in Chapter 2.

Note

Since Kaggle is a dynamic platform, the filename might change occasionally. After downloading
it, I named the file spotify data.csv.

For this recipe, we will use only Python and Jupyter Notebook to execute the code and create a more
friendly visualization.

How to do it...
Follow these steps to try this recipe:
1. We begin by reading the CSV file:

import csv

filename = " path/to/spotify data.csv"
columns = []
rows = []


https://www.kaggle.com/datasets/jfreyberg/spotify-chart-data
https://www.kaggle.com/datasets/jfreyberg/spotify-chart-data
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with open (filename, 'r', encoding="utf8") as f:
csvreader = csv.reader (f)
fields = next (csvreader)
for row in csvreader:
rows .append (row)

2. Then, we print the column names as follows:

print (column for column in columns)

3. Then, we print the first ten columns:

print ('First 10 rows:')
for row in rows[:5]:
for col in row:
print (col)
print ('\n")

This is what the output looks like:

First 5 rows:

Juice WRLD

All Girls Are The Ssame
AVXIryQMWpIdGEYRATrjT1
83

Schoolgirl Byebye
Year,2015
QUsmyIDsst2xhX1ZiFF3IW
25

Juice WRLD

Lucid Dreams
285pBltuF7VN8TeNk8hdRR
84

Fleetwood Mac

Rhiannon (Will You Ever Win) - 2818 Remaster
4fbwT03DI2qryMddovaRbB

49

Joji

SLOW DANCING IN THE DARK
orKtyWc8bvkriBthvHKyYsd
83

Figure 4.1 - First five rows of the spotify_data.csv file
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How it works...

Have a look at the following code:

import csv

filename = "spotify data.csv"
columns = []
rows = []

In the first step of the How to do it... section, we imported the built-in library and specified the name
of our file. Since it was at the same directory level as our Python script, there was no need to include
the full path. Then we declared two lists: one to store our column names (or the first line of our CSV)
and the other to store our rows.

Then we proceeded with the with open statement. Behind the scenes, the with statement creates
a context manager that simplifies opening and closing file handlers.

(filename, 'r') indicates we want to use filename and only read it (' r'). After that, we
read the file and store the first line in our columns list using the next () method, which returns
the following item from the iterator. For the rest of the records (or rows), we used the for iteration
to store them in a list.

Since both the declared variables are lists, we can easily read them using the for iterator.

There’s more...

For this recipe, we used the built-in CSV library of Python and created a simple structure for handling
the columns and rows of our CSV file; however, there is a more straightforward way to do it using pandas.

pandas is a Python library that was built to analyze and manipulate data by converting it into structures
called DataFrames. Don’t worry if this is a new concept for you; we will cover it in the following
recipes and chapters.

Let’s see an example of using pandas to read a CSV file:

1. We need to install pandas. To do this, use the following command:

$ pip install pandas

Note

Remember to use the pip command that is associated with your Python version. For some
readers, it might be best to use pip3. You can verify the version of pip and the associated
Python version using the pip -version command in the CLI.
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2. 'Then, we read the CSV file:

import pandas as pd

spotify df = pd.read csv('spotify data.csv')
spotify df.head()

You should have the following output:

artist_name track_name track_id popularity
0 Juice WRLD All Girls Are The Same  4VXIryQWMWpldGgYR4TrjT1 83
1 Schoolgirl Year2015  OUsmyJDsst2xhX1ZiFF3JW 25
Byebye
2 Juice WRLD Lucid Dreams 285pBiuF7viN8TeWkEhdRR 84
3 Flestwood Mac Rhiannon (Wil You Ever WiF?) 2018 44 TO3DI2qryMddovORbB 49
emaster
4 Joji SLOW DANCING IN THE DARK OrktyWc8bvkriBthvHKY &d 83
Figure 4.2 - spotify_df DataFrame first five lines
Note

Due to its specific rendering capabilities, this friendly visualization can only be seen when using
Jupyter Notebook. The output is entirely different if you execute the . head () method on the
command line or in your code.

See also

There are other ways to install pandas, and you can explore one here: https://pandas.pydata.
org/docs/getting started/install.html.

Reading a JSON file

JavaScript Object Notation (JSON) is a semi-structured data format. Some articles also define JSON
as an unstructured data format, but the truth is this format can be used for multiple purposes.

JSON structure uses nested objects and arrays and, due to its flexibility, many applications and APIs
use it to export or share data. That is why describing this file format in this chapter is essential.

This recipe will explore how to read a JSON file using a built-in Python library and explain how the
process works.


https://pandas.pydata.org/docs/getting_started/install.html
https://pandas.pydata.org/docs/getting_started/install.html
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Note

JSON is an alternative to XML files, which are very verbose and require more coding to
manipulate their data.

Getting ready

This recipe is going to use the GitHub Events JSON data, which can be found in the GitHub repository
of thisbook at https://github.com/jdorfman/awesome-json-datasets with other
free JSON data.

To retrieve the data, click on GitHub API | Events, copy the content from the page, and save it as a
. json file.

How to do it...
Follow these steps to complete this recipe:

1. Lets start by reading the file:
import json

filename json = 'github events.json'

with open (filename json, 'r') as f:
github events = json.loads (f.read())

2. Now, let’s get the data by making the lines interact with our JSON file:

id list = [item['id'] for item in github events]
print (id list)

The output looks as follows:

['25208138097",
'25208138110",
(...)
'25208138008",
'25208137998"']

How it works...
Have a look at the following code:

import json
filename json = 'github events.json'


https://github.com/jdorfman/awesome-json-datasets

Reading a JSON file

As for the CSV file, Python also has a built-in library for JSON files, and we start our script by importing
it. Then, we define a variable to refer to our filename.

Have a look at the following code:

with open (filename json, 'r') as f:
github events = json.loads (f.read())

Using the open () function, we open the JSON file. The json.loads () statement can’t open
JSON files. To do that, we used £ . read (), which will return the file’s content as it is, which is then
passed as an argument to the first statement.

However, there is a trick here. Unlike in the CSV file, we don’t have one single line with the names of
the columns. Instead, each data record has its own key representing the data. Since a JSON file is very
similar to a Python dictionary, we need to iterate over each record to get all the id values in the file.

To simplify the process a bit, we have created the following one-line for loop inside a list:

id list = [item['id'] for item in github events]

There’s more...

Even though using Python’s built-in JSON library seemed very simple, manipulating the data better
or filtering by one line, in this case, can create unnecessary complexity. We can use pandas once more
to simplify the process.

Let’s read JSON with pandas. Check out the following code:

import pandas as pd

github events = pd.read json('github events.json')
github events.head(3)
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The output looks as follows:

id type actor repo payload public
{id 222?,%2?32 [id" 425209123, raction
25208138097 WatchEvent y A ‘name’: 'wenet- : n True
hadfield’, Selekws' ' started’}
‘display_... eceiwe o
{id- 7432848, [id- 88370518, Laction”
25208138110 IssueCommentEvent login'- 'name’: 'grocy/grocy’ created’, True
‘esclear’, -9 YQ ﬁy; issue” {'url":
‘display_|... urt... ‘hitps:...
flid" ) _—
109922331, [id" 564416624, .0 jgfgggg%'
25208138076 PushEvent 'login’: ‘name”. .SEEL1' True
‘ortursucceeh’, 'ortursucceeh/Projec... 'disti S
di istinct_...

Figure 4.3 - github_events DataFrame first five lines

Then, let’s get the 14 list:
github events['id']

The output looks as follows:

0 25208138097
1 25208138110
2 25208138076
(ooo)

27 25208138012

28 25208138008
29 25208137998
Name: id, dtype: inté64

Like what we did before to read the CSV file, reading a JSON file with pandas was very simple and
saved a lot of time and code to get the same information we needed. While in the first example, we
needed to iterate over the JSON object list, pandas natively understands it as a DataFrame. Since every
column behaves as a one-dimensional array, we can quickly get the values by passing the name of the
column (or key) to the DataFrame name.

As with any other library, pandas has limitations, such as reading multiple files simultaneously,
parallelism, or reading large datasets. Having this in mind can prevent problems and help us use this

library optimally.
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Why DataFrames?

DataFrames are bi-dimensional and size-mutable tabular structures and visually resemble a structured
table. Due to their versatility, they are widely used in libraries such as pandas (as we saw previously).

PySpark is no different. Spark uses DataFrames as distributed data collections and can parallelize its
tasks to process them through other cores or nodes. We will cover this in more depth in Chapter 7.

See also

To find out more about the files supported by the pandas library, follow this link: ht tps: //pandas.
pydata.org/pandas-docs/stable/user guide/io.html.

Creating a SparkSession for PySpark

Previously introduced in Chapter 1, PySpark is a Spark library that was designed to work with Python.
PySpark uses a Python API to write Spark functionalities such as data manipulation, processing (batch
or real-time), and machine learning.

However, before ingesting or processing data using PySpark, we must initialize a SparkSession. This
recipe will teach us how to create a SparkSession using PySpark and explain its importance.

Getting ready

We first need to ensure we have the correct PySpark version. We installed PySpark in Chapter 1;
however, checking if we are using the correct version is always good. Run the following command:

$ pyspark -version

You should see the following output:

Welcome to

A !/
NN/ _\/ _*/ _/ '/

WA
/- /N, / / / /\_\ version 3.1.2

/___
/_/

Using Scala version 2.12.10, OpenJDK 64-Bit Server VM, 1.8.0_ 342
Branch HEAD

Compiled by user centos on 2021-05-24T04:27:48Z

Revision de351e30a90dd988bl133b3d00fas218bfcaba8b8

Url https://github.com/apache/spark

Type --help for more information.
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Next, we choose a code editor that can be any code editor that you want. I will use Jupyter due to the
interactive interface.

How to do it...
Let’s see how to create a SparkSession:
1.  We first create SparkSession as follows:

from pyspark.sgl import SparkSession

spark = SparkSession.builder \
.master ("local[1]") \

.appName ("DataIngestion") \

.config("spark.executor.memory", '1g') \
.config("spark.executor.cores", '3') \
.config("spark.cores.max", '3') \

.enableHiveSupport () \
.getOrCreate ()

And these are the warnings received:

22/11/14 11:09:55 WARN Utils: Your hostname, DESKTOP-DVUDB98
resolves to a loopback address: 127.0.1.1; using 172.27.100.10
instead (on interface ethO)

22/11/14 11:09:55 WARN Utils: Set SPARK LOCAL IP if you need to
bind to another address

22/11/14 11:09:56 WARN NativeCodel.oader: Unable to load native-
hadoop library for your platform... using builtin-java classes
where applicable

Using Spark's default log4j profile: org/apache/spark/log4j-
defaults.properties

Setting default log level to "WARN".

To adjust logging level use sc.setLogLevel (newLevel). For
SparkR, use setLogLevel (newLevel) .

We are not going to have an output when executing the code. Also, don't worry about the WARN
messages; they will not affect our work.

2. 'Then we get the Spark UL To do this, in your Jupyter cell, type and execute the name of your
instantiated as follows:

spark
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You should see the following output:

SparkSession - hive
SparkContext

Spark Ul
Version
v3.1.2
Master
local[1]
AppName

DataIngestion

Figure 4.4 - Output of execution of instance

3. Next, we access SparkUT in the browser. To do this, we click on the Spark UTI hyperlink. It
will open a new tab in your browser, showing a graph with Executors and Jobs, and other

helpful information:

s‘p"a'iz S Jobs Stages Storage Environment Executors saL

Spark Jobs

User: glauesppen
Total Uptime: 3.9 min
Scheduling Mode: FIFO

w Event Timeline
[J Enable zooming

Datalngestion application Ul

Executors
[ Added
B Removed

Jobs

[ Succeeded
B Failed

[ Running

800
11:09:56

850

%00

950

000
11:09:57

050 100 150 200 250 300

Figure 4.5 — Spark Ul home page with an Event Timeline graph

Since we still haven't executed any processes, the graph is empty. Don’t worry; we will see it in action

in the following recipes.

How it works...

As we saw at the beginning of this chapter, a is a fundamental part of starting our Spark jobs. It sets all
the required configurations for Spark’s YARN (short for Yet Another Resource Manager) to allocate
the memory, cores, and paths to write temporary and final outputs, among other things.
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With this in mind, let’s visit each step of our code:

spark = .builder \

To execute operations such as creating DataFrames, we need to use an instance of . The spark variable
will be used to access DataFrames and other procedures. Now, take a look at this:

.master ("local[1]") \
.appName ("DataIngestion") \

The .master () method indicates which type of distributed processing we have. Since this is our
local machine used only for educational purposes, we defined it as "1ocal [1] ", where the integer
value needs to be greater than 0, since it represents the number of partitions. The . appName ()
method defines the name of our application session.

After declaring the name of our application, we can set the . config () methods:

.config("spark.executor.memory", 'lg') \
.config("spark.executor.cores", '3') \
.config("spark.cores.max", '3') \

.enableHiveSupport () \

Here, we defined two types of configuration: memory allocation and core allocation. spark.
executor.memory tells YARN how much memory each executor can allocate to process data; g
represents the size unit of it.

spark.executor. cores defines the number of executors used by YARN. By default, 1 is used.
Next, spark.cores.max sets how many cores YARN can scale.

Last, .enableHiveSupport () enables the support of Hive queries.
Finally, let’s look at this:

.getOrCreate ()

.getOrCreate () is simple as its name. If there is a session with this name, it will retrieve its
configurations of it. Otherwise, it will create a new one.

There’s more...

Looking at the Spark documentation page, you will see that most configurations are not required
to start our jobs or ingestions. However, it is essential to remember that we are handling a scalable
framework that was created to allocate resources in a single machine or in clusters to process vast
amounts of data. With no limit set to a SparkSession, YARN will allocate every resource it needs to
process or ingest data, and this can result in server downtime or even freeze your entire local machine.
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In a real-world scenario, a Kubernetes cluster is typically used to ingest or process shared data with other
applications or users who do the same thing as you or your team. Physical memory and computational
resources tend to be limited, so it is always an excellent practice to set the configurations, even in
small projects that use serverless cloud solutions.

Getting all configurations

It is also possible to retrieve the current configurations used for this application session using the
following code:

spark.sparkContext.getConf () .getAll ()

This is the result we get:

[("spark.driver.host', '172.27.187.119°),
('spark.executor.id’, 'driver'),
("spark.sgl.warehouse.dir', 'file: /home/glauesppen/spark-warehouse/"),
("spark.app.startTime', "166854248%9382'),
('spark.cores.max', '3"),

('spark.app.id’, 'local-1668542496486"),
("spark.sgl.catalogImplementation’, 'hive'),
('spark.rdd.compress’, 'True'),
('spark.app.name’, 'Datalngestion’),
('spark.serializer.objectStreamReset’, '168'"),
('spark.executor.memory', "8g'},
('spark.submit.pyFiles', "'},
('spark.executor.cores’, '3'),
('spark.submit.deployMode', 'client'),
('spark.driver.port’, '46873"),

(' spark.ui.showConsoleProgress’, “true'),
('spark.master’, 'local[l1l]")]

Figure 4.6 - configurations set for the recipe

See also

o Seeall configurations: https://spark.apache.org/docs/latest/configuration.
html

o In early versions of Spark, SparkContext was the starting point for working with data
and was replaced by in the recent versions. You can read more about it here: https: //
sparkbyexamples.com/spark/-vs-sparkcontext/.


https://spark.apache.org/docs/latest/configuration.html
https://spark.apache.org/docs/latest/configuration.html
https://sparkbyexamples.com/spark/-vs-sparkcontext/
https://sparkbyexamples.com/spark/-vs-sparkcontext/
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Using PySpark to read CSV files

As expected, PySpark provides native support for reading and writing CSV files. It also allows data
engineers to pass diverse kinds of setups in case the CSV has a different type of delimiter, special
encoding, and so on.

In this recipe, we are going to cover how to read CSV files using PySpark using the most common
configurations, and we will explain why they are needed.

Getting ready

You can download the CSV dataset for this recipe from Kaggle: https://www.kaggle.com/
datasets/jfreyberg/spotify-chart-data. We are going to use the same Spotify dataset
as in Chapter 2.

As in the Creating a SparkSession for PySpark recipe, make sure PySpark is installed and running with
the latest stable version. Also, using Jupyter Notebook is optional.

How to do it...
Let’s get started:

1.  We first import and create a SparkSession :

from pyspark.sgl import
spark = .builder \
.master ("local[1]") \
.appName ("DataIngestion CSV") \

.config("spark.executor.memory", '3g') \
.config("spark.executor.cores", '1') \
.config("spark.cores.max", '1') \
.getOrCreate ()
2. 'Then, we read the CSV file:
df = spark.read.option('header', True) .csv('spotify data.csv')

3. 'Then, we show the data

df . show ()


https://www.kaggle.com/datasets/jfreyberg/spotify-chart-data
https://www.kaggle.com/datasets/jfreyberg/spotify-chart-data
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This is the result we get:

oo oo oo Hommmm oo +
| artist_name| track_name]| track_id|popularity]|
oo o oo . +
| Juice WRLD|ALl Girls Are The...|4VXIryQMWpIdGeYRA. .. | 83|
|Schoolgirl Byebye]| Year,2815|0UsmyIDsst2xhX17Zi.. .| 25]
| Juice WRLD| Lucid Dreams|285pBltuF7vi8Talk. . .| 84|
| Fleetwood Mac|Rhiannon (Will Yo...|4fbwT03DJ2gryMddo... | 49|
| J0ji|SLOW DANCING IN T...|@rKtykc8bvkriBthv. .. | 83|
| Revenant | Year 2818|7AF1WfLvu8ESnVrtH...| 8|
| Morgan Wallen| Whiskey Glasses|6foY6AmWZN@pSRiZ4. . .| 78]
| Frank Sinatra|It Was A Very Goo...|1vLPTWPfISIrqOhNU. .. | 43|
| Lil Baby|Drip Too Hard (Li...|78QR3Wp35dgAhFEc2...| 8o|
| Fleetwood Mac|Gypsy - 2018 Rema...|5nTnApD&zNvuHle®f... | 46 |
| Billie Eilish|lovely (with Khalid)|@u2P5u6lveDfuTYjA. .. | 87|
| Anthem Lights|K-LOVE Fan Awards...|5rJw9VsPNdfnV94r9...| 31|
| girl in red|we fell in love i...|1BYZxKSf@aTxp8ZFo...| 83|
| Fleetwood Mac|Tusk - 2818 Remaster|6UBNPtExZu3tKg8ZD... | 48|
| XXXTENTACION | SAD!|3ee8Imje8058CHKES. . . | 84|
| Anthem Lights|K-Love Fan Awards...|88chIpPn9LkKpeIgh...| 26|
| Luke Combs | Beautiful Crazy|2rxQMGVafnNaRaX1R...| 78]
| Fleetwood Mac|Dreams - 2018 Rem...|4pb04YIjnPtGlcedq... | 48|
| Lil Baby]| Yes Indeed|6vN771E9LKGHP2Dew. . . | 78]
| The Kiboomers|The Months of the...|581Qgf1Y5gRIRr6Sa. .. | 28|
oo o oo . +

only showing top 28 rows

Figure 4.7 — spotify_data.csv DataFrame vision using Spark

How it works...

Simple as it is, we need to understand how reading a file with Spark works to make sure it always
executes properly:

df = spark.read.option('header', True) .csv('spotify data.csv')

We attributed a variable to our code statement. This is a good practice when initializing any file reading
because it allows us to control the version of the file and, if a change needs to be made, we attribute it to
another variable. The name of the variable is also intentional since we are creating our first DataFrame.

Using the . option () method allows us to tell PySpark which type of configuration we want to
pass. In this case, we set header to True, which makes PySpark set the first row of the CSV file as
the column names. If we didn’t pass the required configuration, the DataFrame would look like this:
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o mmmm e o o R — +
| cl| cl| c2| c3
Fommmm oo oo e R ——— +
artist_name| track_name]| track_id|popularity|

Juice WRLD|A1l Girls Are The...|4VXIryQMWpIdGgYRA4. . .| 83|
Schoolgirl Byebye] Year,2015|68UsmyIDsst2xhX171. . . 25|
Juice WRLD]| Lucid Dreams|285pBltuF7vW8Telk. .. 84|
Fleetwood Mac|Rhiannon (Will Yo...|4fbwTO3DJ2qryMddo. . . 49 |
J0ji|SLOW DANCING IN T...|@rKtyWc8bvkriBthv. .. 83|

Revenant | Year 2818|7AF1WFfLvu3ESnVrtH. .. 8|

Morgan Wallen| Whiskey Glasses|6foYeemWZNOpSRiZA. . . 78|
Frank Sinatra|It Was A Very Goo...|lvLPTWPfISIrqOhNU. .. 43|

Lil Baby|Drip Too Hard (Li...|78QR3Wp35dgAhFEc2. .. 80|

Fleetwood Mac|Gypsy - 2018 Rema...|SnTnApD6zNvuHleBf... 46 |

I
I
I
I
I
I
I
I
I
Billie Eilish|lovely (with Khalid)|@u2PSulvoDfwTYA...| 87|
I
I
I
I
I
I
I
I

Anthem Lights|K-LOVE Fan Awards...|5rJw9VsPNdfnV9Arg. .. 31

girl in red|we fell in love i...|1BYZxKSf@aTxp8ZFo... 83
Fleetwood Mac|Tusk - 2818 Remaster|BUBNPtExZu3tKg8ZD... 48 |
XXXTENTACION | SAD! [3ee8ImjeB8058CHKES. . . 84|
Anthem Lights|K-Love Fan Awards...|88chIpPn9LkKpeIgh... 28]

Luke Combs | Beautiful Crazy|2rxQMGVafnNaRaX1R... 78|
Fleetwood Mac|Dreams - 2018 Rem...|4pb04YIjnPtGlcedq... 43 |

Lil Baby] Yes Indeed|6vN771E9LK6HP2Dew. . . 78|
oo o o oo +

only showing top 2@ rows

Figure 4.8 - spotify_data.csv DataFrame without column names

There’s more...

The content of the files can differ, but some setups are welcome when handling CSV files in PySpark.
Here, please note that we are going to change the method to .options ():

df = spark.read.options (header= 'True',
sep="',"',
inferSchema='True') \
.csv('spotify data.csv')

header, sep, and inferSchema are the most commonly used setups when reading a CSV file.
Although CSV stands for comma-separated values, it is not hard to find a system or application that
exports this file with another type of separator (such as a pipe or a semicolon), and therefore it is
useful to have sep (which stands for separator) declared.
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Let’s see an example of an error when reading a CSV that uses a pipe to separate the strings and passes

the wrong separator:

df = spark.read.options (header= 'True',

sep="',"',
inferSchema='True') \
.csv ('spotify data pipe.csv')

This is how the output looks:

|artist_name|track_name|track_id|popularity]|
S +
| Juice WRLD|A1l Gi...|
| Schoolgirl Byebye...|
| Juice WRLD|Lucid ...|
| Fleetwood Mac|Rhi...|
| Joji|SLOW DANCING...|
| Revenant|Year 261...|
| Morgan Wallen|Whi...|
| Frank Sinatra|It ...|
| Lil Baby|Drip Too...|
| Fleetwood Mac|Gyp...|
| Billie Eilish|lov...|
| Anthem Lights|K-L...|
| girl in red|we fe...|
| Fleetwood Mac|Tus... |
| XXXTENTACION|SAD! . . . |
| Anthem Lights|K-L...|
| Luke Combs|Beauti...|
| Fleetwood Mac|Dre...|
| Lil Baby|Yes Inde...|
| The Kiboomers|The...|
+

only showing top 20 rows

Figure 4.9 — CSV DataFrame reading without a proper sep definition

As you can see, it creates only one column with all the information. But if we pass sep="| ', it will

return correctly:
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o o o T +
| artist_name| track_name| track_id|popularity|
Fommmmm e mmmmmmmm e e Hmmmmmm - +
| Juice WRLD|All Girls Are The...|4VXIryQMWpIdGgYRA. . .| 83|
|Schoolgirl Byebye| Year|2815|@UsmylDsst2xhX1Zi.. .| 25]
| Juice WRLD| Lucid Dreams|285pBltuF7vi8Telk. . .| 84|
| Fleetwood Mac|Rhiannon (Will Yo...|4fbwTO3D12gryMddo. .. | 49|
| Joji|SLOW DANCING IN T...|@rKtyWc8bvkriBthy. .. | 83|
| Revenant| Year 2018|7AF1WFLvuBESnVrtH...| al
| Morgan Wallen| Whiskey Glasses|&6foYGemWZN@pSRIZA. .. | 78]
| Frank Sinatra|It Was A Very Goo...|1vLPTWPfISIrgOhNU...| 43|
| Lil Baby|Drip Too Hard (Li...|78QR3Wp35dqAhFEC2. .. | 8a|
| Fleetwood Mac|Gypsy - 2018 Rema...|SnTnApD&zhvuHle@f...| 46|
| Billie Eilish|lovely (with Khalid)|@u2P5u6lvoDfwTY3A. .. | 87|
| Anthem Lights|K-LOVE Fan Awards...|5rJw9VsPNdfnV9Ar9...| 31
| girl in red|we fell in love i...|1BYZxKSf@aTxp8ZFo...| 83|
| Fleetwood Mac|Tusk - 2818 Remaster|BUBNPtExZu3tKg8ZD... | 43|
| XXXTENTACION| SAD! | 3ee8Imje8058CHKEG. . . | 84|
| Anthem Lights|K-Love Fan Awards...|@@ohIpPn9LkKpeIgh...| 26|
| Luke Combs | Beautiful Crazy|2rxQMGVafnhaRaX1R...| 78]
| Fleetwood Mac|Dreams - 20818 Rem...|4pb04YIjnPtGlcedq...| 43|
| Lil Baby| Yes Indeed|6vN771E9LKGEHP2Dew. . . | 78|
| The Kiboomers|The Months of the...|581QgflY5gRIRr6Se...| 28|
o o o T +

only showing top 20 rows

Figure 4.10 — CSV DataFrame with the sep definition set to pipe

Other common .options() configurations

There are other complex situations that, if not corrected during ingestion, can result in some
problems with the other ETL steps. Here, I am using the 1isting. csv dataset, which can be found
hereathttp://data.insideairbnb.com/the-netherlands/north-holland/
amsterdam/2022-03-08/visualisations/listings.csv:

1.  We first read our common configurations:

df broken = spark.read.options(header= 'True',K sep=',',
inferSchema='True') \
.csv('listings.csv')
df broken.show ()


http://data.insideairbnb.com/the-netherlands/north-holland/amsterdam/2022-03-08/visualisations/listings.csv
http://data.insideairbnb.com/the-netherlands/north-holland/amsterdam/2022-03-08/visualisations/listings.csv

Using PySpark to read CSV files

| id]| name |host_id| host_name|neighbourhood_group| neighbourhood| latitude|longitude]| room_type|p
rice|minimum_nights|number_of_reviews|last_review|reviews_per_month|calculated_host_listings_count|availability_365|number_of_r
eviews_ltm| license|

+
| 2818|Quiet Garden View...| 3159] Daniel | null|Oostelijk Havenge...| 52.36435| 4.94358] Private room|
49| 3] 285| 2021-11-21] 1.81] 1] 62|

7|@363 SF3A 5684 67...|

| 20168|Studio with priva...| 59484| Alexander| null]| Centrum-Qost| 52.36407| 4.89393| Private room|
106| 1] 339| 2020-04-09| 2.3] 2] 8|

@|e363 CBB3 2C18 BC...|

| 27886|Romantic, stylish...| 97647| Flip| null| Centrum-West| 52.38761| 4.89188| Private room|
134] 2] 228| 2022-02-20| 1.84] 1] 189

9|@363 974D 4986 74...]|

| 28871|Comfortable doubl...| 124245| Edwin| null| Centrum-West| 52.36775| 4.89092| Private room|
75] 2] 379| 2022-83-@5] 2.7] 2 146|

43|9363 6078 EA74 ©B...|

| 29@51|Comfortable singl...| 124245| Edwin| null| Centrum-Qost| 52.36584| 4.89111| Private room|
s5) 2] 532| 2022-83-04] 3.98] 2 170

53|@363 6078 EA74 OB...|

| 44391|Quiet 2-bedroom A...| 194779| Jan| null| Centrum-Qost| 52.37168| 4.91471|Entire home/apt|
240 3 41| 2021-08-28] .29] 1] ol

Figure 4.11 - listing.csv DataFrame

At first glance, all is normal. However, what happens if I try to execute a simple group by
using room_type?

group = df 1.groupBy ("room type") .count ()

group . show ()

This is the output we get:
oo R +
| room_type|count|
e I +
| Shared room| 24|
| 187] 1]
| null| 7]
| 126] 1]
| Hotel room| 87|
| 198 1]
|Entire home/apt| 3823
| 156] 1]
| as@| 1|
|  Private room| 1791
| 129] 1]
| 8e| 1]
Fmmmmmmmm e +----- +

Figure 4.12 - Grouping df_broken by room_type

Ignoring group by for now, this happens because the file has plenty of escaped quotes and
line breaks.
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2. Now, let’s set the correct .options ():

df 1 = spark.read.options (header=True, sep=',',
multiLine=True, escape='""') \
.csv('listings.csv')
group = df 1.groupBy ("room type") .count ()
group . show ()

This is the result:
oo - 4

| room_type | count|
oo R 1
| Shared room| 24|
| Hotel room| 88|
|Entire home/apt| 3828|
|  Private room| 1792|
oo R 1

Figure 4.13 — Grouping by room_type using the right options() settings

See also

You can see more PySpark .options () in the official documentation: https: //spark.apache.
org/docs/latest/sgl-data-sources-csv.html.

Using PySpark to read JSON files

In the Reading a JSON file recipe, we saw that JSON files are widely used to transport and share data
between applications, and we saw how to read a JSON file using simple Python code.

However, with the increase in data size and sharing, using only Python to process a high volume
of data can lead to performance or resilience issues. That’s why, for this type of scenario, it is highly
recommended to use PySpark to read and process JSON files. As you might expect, PySpark comes
with a straightforward reading solution.

In this recipe, we will cover how to read a JSON file with PySpark, the common associated issues,
and how to solve them.

Getting ready

As in the previous recipe, Reading a JSON file, we are going to use the GitHub Events JSON file.
Also, the use of Jupyter Notebook is optional.


https://spark.apache.org/docs/latest/sql-data-sources-csv.html
https://spark.apache.org/docs/latest/sql-data-sources-csv.html
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How to do it...

Here are the steps for this recipe:

1. We first create the SparkSession:

spa

rk =

.builder \

.master ("local[1]") \
.appName ("DataIngestion JSON") \

.config("spark.executor.memory",
.config("spark.executor.cores",
.config("spark.cores.max",

.getOrCreate ()

2. 'Then, we read the JSON file:

af_

3. Then, we show the data:

df json.show ()

json =

spark.read.option("multiline",
.json('github events.json')

This is how the output appears:

|3g|) \
'l') \
lll) \

n true n )

| {https://avatars
WatchEvent|

| {https://avatars
sueCommentEvent|

| {https://avatars
PushEvent]|

| {https://avatars
CreateEvent]|

| {https://avatars
PushEvent]|

| {https://favatars
ullRequestEvent|

| {https://avatars
PushEvent |

| {https://avatars
PushEvent |

| {https://favatars
ullRequestEvent|

| {https://favatars
IssuesEvent]|

| {https://avatars
ullRequestEvent|

| {https://avatars
PushEvent]|

....|2022-11-13T22:
....|2022-11-13T22:
....|2022-11-13T22:
....|2022-11-13T22:
....|2022-11-13T22:
co..|2022-11-13T22:
co..|2022-11-13T22:
... |2022-11-13T22:
co..|2022-11-13T22:
co..|2022-11-13T22:
....|2022-11-13T22:

....|2022-11-13T22:

1047 25288138097 | {https
:047|25208138110 | {https
:947|25208138075|
:947|25208138082 |
:947|25208138077 | {https
1047 | 25208138687 |
:047| 25208138078 |
:947]25208138069 |
:047|25208138672 | {https
:047| 25208138080 | {https
:947| 25208138070

:047]252098138067 |

1/ favatars..

:flavatars. ... |{started, null, n...
:/favatars....|{created, null, {...
null|{null, d8%9elfdaz2@...
null|{null, null, null...
:f/avatars....|{null, @26c8289f4...
null|{opened, null, nu...
null|{null, 72bad7db76. ..

null|{null, b26e119401...

://avatars....|{closed, null, nu...
null|{opened, null, nu...

null|{null, 3f3@9%9cfea...

Figure 4.14 — df_json DataFrame

..|{closed, null, nu...

true|{425289123, wenet...
true|{88376518, grocy/...
true|{564416624, ortur...
true|{565604864, mikey...
true|{346488231, Sud-A...
true|{556443902, Strac...
true|{364716587, induc...
true|{478275335, Thoma...
true|{32278338, simula...
true|{114165574, Maaya...
true|{286576947, quock...

true|{55158633@, Mario...
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How it works...

Similar to CSV files, reading a JSON file using PySpark is very simple, requiring only one line of code.
Like pandas, it ignores the brackets in the file and creates a table-structured DataFrame, even though we
are handling a semi-structured data file. However, the great magicisin.option ("multiline",
"true").

If you remember our JSON structure for this file, it is something like this:

[

"id": "25208138097",
"type": "WatchEvent",
"actor": {...},
"repo": {...},
"payload": {
"action": "started"
}
"public": true,
"created at": "2022-11-13T22:52:042Z",
"org": {...}

"id": "25208138110",

"type": "IssueCommentEvent",
"actor": {...},

"repo": {...},

-

It is a multi-lined JSON since it has objects inside objects. The .option () setup passed when
reading the file guarantees PySpark will read it as it should, and if we don’t pass this argument, an
error like this will appear:

AnalysisException: Since Spark 2.3, the queries from raw JSON/CSV files are dis
allowed when the

referenced columns only include the internal corrupt record column

{named _corrupt_record by default). For example:
spark.read.schema(schema).json(file).filter($"_corrupt_record”.isNotNull).count
0

and spark.read.schema(schema).json(file).select(" corrupt_record").show().
Instead, you can cache or save the parsed results and then send the same query.
For example, val df = spark.read.schema(schema).json(file).cache() and then
df.filter (%" _corrupt_record”.isNotNull).count().

Figure 4.15 — This error is shown when .options() is not well defined for a multi-lined JSON file



Further reading

PySpark understands it as a corrupted file.

There’s more...

A very widely used configuration for reading JSON files is dropFieldIfA11Null. When set to
true, if there is an empty array, it will drop it from the schema.

Unstructured and semi-structured data are valuable due to their elasticity. Sometimes, applications can
change their output and some fields become deprecated. To avoid changing the ingest script (especially
if these changes can be frequent), dropFieldIfA11Null removes them from the DataFrame.

See also

o To find out more about PySpark .options (), refer to the official documentation: https://
spark.apache.org/docs/latest/sqgl-data-sources-json.html

Further reading

e https://docs.fileformat.com/spreadsheet/csv/
e https://codefather.tech/blog/python-with-open/

e https://www.programiz.com/python-programming/methods/built-in/
next

e https://spark.apache.org/docs/latest/sqgl-data-sources-csv.html

e https://sparkbyexamples.com/pyspark/pyspark-read-json-file-
into-dataframe/
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Ingesting Data
from Structured and
Unstructured Databases

Nowadays, we can store and retrieve data from multiple sources, and the optimal storage method
depends on the type of information being processed. For example, most APIs make data available
in an unstructured format as this allows the sharing of data of multiple formats (for example, audio,
video, and image) and has low storage costs via the use of data lakes. However, if we want to make
quantitative data available for use with several tools to support analysis, then the most reliable option
might be structured data.

Ultimately, whether you are a data analyst, scientist, or engineer, it is essential to understand how to
manage both structured and unstructured data.

In this chapter, we will cover the following recipes:
o Configuring a JDBC connection
o Ingesting data from a JDBC database using SQL
o Connecting to a NoSQL database (MongoDB)
o Creating our NoSQL table in MongoDB
o Ingesting data from MongoDB using PySpark

Technical requirements

You can find the code from this chapter in the GitHub repository at https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook.


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
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Using the Jupyter Notebook is not mandatory but allows us to explore the code interactively. Since
we will execute both Python and PySpark code, Jupyter can help us to understand the scripts better.
Once you have Jupyter installed, you can execute it using the following line:

$ jupyter notebook

It is recommended to create a separate folder to store the Python files or notebooks we will cover in
this chapter; however, feel free to organize it in the most appropriate way for you.

Configuring a JDBC connection

Working with different systems brings the challenge of finding an efficient way to connect the systems.
An adaptor, or a driver, is the solution to this communication problem, creating a bridge to translate
information from one system to another.

JDBC, or Java Database Connectivity, is used to facilitate communication between Java-based systems
and databases. This recipe covers configuring JDBC in SparkSession to connect to a PostgreSQL
database, using best practices as always.

Getting ready

Before configuring SparkSession, we need to download the . jars file (Java Archive). You can do
thisat https://jdbc.postgresgl.org/ on the PostgreSQL official site.

Select Download, and you will be redirected to another page:

- € #& jdbcpostgresgl.org

@ Download Documentation Community Development Changelogs Security

PostgreSQL
JDBC
Driver

An Open source JDBC driver written in Pure Java
(Type 4), which communicates using the
PostgreSQL native network protocol

N
& Download (Go To Docs » )

Why pgJDBC ? Latest Releases

Figure 5.1 — PostgreSQL JDBC home page


https://jdbc.postgresql.org/
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Then, select the Java 8 Download button.

Keep this . jar file somewhere safe, as you will need it later. I suggest keeping it inside the folder
where your code is.

For the PostgreSQL database, you can use a Docker image or the instance we created on Google Cloud
in Chapter 4. If you opt for the Docker image, ensure it is up and running.

The final preparatory step for this recipe is to import a dataset to be used. We will use the word
population.csv file (which you can find in the GitHub repository of this book, at https://
github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/
main/Chapter 5/datasets). Import it using DBeaver or any other SQL IDE of your choice.
We will use this dataset with SQL in the Ingesting data from a JDBC database using SQL recipe later
in this chapter.

To import data into DBeaver, create a table with the name of your choice under the Postgres database.
I chose to give my table the exact name of the CSV file. You don’t need to insert any columns for now.

Then, right-click on the table and select Import Data, as shown in the following screenshot:

8 DBeave world_populatio

File  Edit te  Search litor  Database

'] soL iR Commit [ Rallback

Database Mavigato m Projects |

~ G
v e
w postgres

Create
* View Table
Filter

Compare/Migrate
Import Data
Tools

Generate SQL

Read data in SOL editor

Delete

Rename F2

Refresh F5

Figure 5.2 - Importing data on a table using DBeaver
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A new window will open, showing the options to use a CSV file or a database table. Select CSV and
then Next, as follows:

= Transfer targets

ure data transfer s and format

Import from C d Dest
X == Table Database table(s)

Tables mapping

Data load settings

world_population
Confirm

Cancel

Figure 5.3 — Importing CSV files into a table using DBeaver
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A new window will open where you can select the file. Choose the world population.csv file
and select the Next button, leaving the default settings shown as follows:

Input files:

Imperter settings:

Cancel

Figure 5.4 — CSV file successfully imported into the world_population table
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If all succeeds, you should be able to see the world population table populated with the columns
and data:

Figure 5.5 — The world_population table populated with data from the CSV

How to do it...

I will use a Jupyter notebook to insert and execute the code to make this exercise more dynamic.
Here is how we do it:

1. Importing the PySpark libraries: Besides SparkSession, we will need an additional class
called SparkConf to set our new configuration:

from pyspark.conf import SparkConf
from pyspark.sgl import SparkSession

2. Using SparkConf to set the .jar path: Using SparkConf (), which we instantiated, we can
set the path to the . jar with spark. jars:

conf = SparkConf ()
conf.set ('spark.jars', /path/to/your/postgresgl-42.5.1.jar')

You will see a SparkConf object created, as shown in the following output:
Out[2]: <pyspark.conf.SparkConf at @x7f41fc425ac@>

Figure 5.6 — SparkConf object
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3. Creating the SparkSession instance: The next step is to pass the new configuration to
SparkSession and create it:

spark = SparkSession.builder \
.config(conf=conf) \
.master ("local") \
.appName ("Postgres Connection Test") \
.getOrCreate ()

If a warning message appears as in the following screenshot, you can ignore it:

22/12/15 21:@5:53 WARN Utils: Your hostname, DESKTOP-DVUDB98 resolves to a loopback address: 127.0.1.1; using 172.38.194.211 in
stead (on interface eth@)

22/12/15 21:@5:53 WARN Utils: Set SPARK_LOCAL_IP if you need to bind to another address

22/12/15 21:95:55 WARN MativeCodeloader: Unable to load native-hadoop library for your platform... using builtin-java classes w
here applicable

Using Spark's default log4j profile: org/apache/spark/logdj-defaults.properties

Setting default log level to "WARN".

To adjust logging level use sc.setloglevel(newlevel). For SparkR, use setloglevel(newlevel).

Figure 5.7 — SparkSession initialization warning messages

4. Connecting to our database: Finally, we can connect to the PostgreSQL database by passing
the required credentials including host, database name, username, and password as follows:

df= spark.read.format ("jdbc") \
.options (url="jdbc:postgresql://localhost:5432/postgres",
dbtable="world population",
user="root",
password="root",
driver="org.postgresqgl .Driver") \
.load()

If the credentials are correct, we should expect no output here.

5. Getting the schema of the DataFrame: Using PySpark . printSchema (), it is possible
now to see the table columns:

df .printSchema ()
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Executing the code will show the following output:

|-- Rank: integer (nullable = true)

|-- ccal3: string (nullable = true)

| -- country: string (nullable = true)

| -- capital: string (nullable = true)

| -- continent: string (nullable = true)

|-- 2022 Population: integer (nullable = true)
|-- 2020 Population: integer (nullable = true)
|-- 2015 Population: integer (nullable = true)
|-- 2010 Population: integer (nullable = true)
|-- 2000 Population: integer (nullable = true)
|-- 1990 Population: integer (nullable = true)
|-- 1980 Population: integer (nullable = true)
|-- 1970 Population: integer (nullable = true)

|-- Area (km?): integer (nullable = true)

| -- Density (per km?): float (nullable = true)

| -- Growth Rate: float (nullable = true})

| -- World Population Percentage: float (nullable = true)

Figure 5.8 — DataFrame of the world_population schema

How it works...

We can observe that PySpark (and Spark) require additional configuration to create a connection with
a database. In this recipe, using the PostgreSQL . jars file is essential to make it work.

Let’s understand what kind of configuration Spark requires by looking at our code:

conf = SparkConf ()
conf.set ('spark.jars', '/path/to/your/postgresqgl-42.5.1.jar')

We started by instantiating the SparkConf () method, responsible for defining configurations
used in SparkSession. After instantiating the class, we used the set () method to pass a key-value
pair parameter: spark . jars. If more than one . jars file was used, the paths could be passed on
the value parameter separated by commas. It is also possible to define more than one conf . set ()
method; they just need to be included one after the other.

It is on the second line of SparkSession where the set of configurations is passed, as you can see in
the following code:

spark = SparkSession.builder \
.config(conf=conf) \
.master ("local") \

(...)
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Then, with our SparkSession instantiated, we can use it to read our database, as you can see in the
following code:

df= spark.read.format ("jdbec") \
.options (url="jdbc:postgresqgl://localhost:5432/postgres",
dbtable="world population",
user="root",
password="root",
driver="org.postgresqgl.Driver") \
.load()

Since we are handling a third-party application, we must set the format for reading the output using the
.format () method. The .options () method will carry the authentication values and the driver.

Note
With time you will observe that there are a few diverse ways to declare the . options () key-
value pairs. For example, another frequently used format is .options ("driver", "org.

postgresqgl.Driver). Both ways are correct depending on the taste of the developer.

There’s more...

This recipe covered how to use a JDBC driver, and the same logic applies to Open Database Connectivity
(ODBC). However, determining the criteria for using JDBC or ODBC requires understanding which
data source we are ingesting data from.

The ODBC connection in Spark is usually associated with Spark Thrift Server, a Spark SQL extension
from Apache HiveServer2 that allows users to execute SQL queries in Business Intelligence (BI)
tools such as MS PowerBI or Tableau. See the following diagram for an outline of this relationship:

Bl Application

Io o
| pec/opsc |
Spark shell o
ﬂ@mhMT“ |wmmm&mﬂ
@ ®
® ) Hive Metastore @
HDFS

Figure 5.9 — Spark Thrift architecture, provided by Cloudera documentation (https://docs.cloudera.com/
HDPDocuments/HDP3/HDP-3.1.5/developing-spark-applications/content/using_spark_sql.html)


https://docs.cloudera.com/HDPDocuments/HDP3/HDP-3.1.5/developing-spark-applications/content/using_spark_sql.html
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By contrast to JDBC, ODBC is used in real-life projects that are smaller and more specific to certain
system integrations. It also requires the use of another Python library called pyodbc. You can read
more about it at https://kontext.tech/article/290/connect-to-sgl-server-
in-spark-pyspark.

Debugging connection errors

PySpark errors can be very confusing and lead to misinterpretations. It happens because the errors are
often related to a problem on the JVM, and Py4] (a Python interpreter that communicates dynamically
with the JVM) consolidates the message with other Python errors that may have occurred.

Some error messages are prevalent and can easily be identified when managing database connections.
Let’s take a look at an error that occurred when using the following code:

df= spark.read.format ("jdbc") \
.options (url="jdbc:postgresqgl://localhost:5432/postgres",
dbtable="world population",
user="root",
password="root") \
.load()

Here is the error message that resulted:

PydJJavaError: An error occurred while calling o34.load.
: java.sgl.SQLException: No suitable driver
at java.sgl/java.sql.DriverManager.getDriver(DriverManager.java:300)
at org.apache.spark.sql.execution.datasources. jdbe.JDBCOptions.Sanonfun$driverClass$2(JDBCOptions.scala:107)
at scala.Option.getOrElse(Option.scala:189)
at org.apache.spark.sqgl.execution.datasources. jdbc.JDBCOptions.<init>(JDBCOptions.scala:107)
at org.apache.spark.sgl.execution.datasources. jdbc.JDBCOptions.<init>(JDBCOptions.scala:39)
at org.apache.spark.sqgl.execution.datasources. jdbc.JdbcRelationProvider.createRelation(JdbcRelationProvider.s
cala:34)
at org.apache.spark.sql.execution.datasources.DataSource.resolveRelation(DataSource.scala:350)
at org.apache.spark.sql.DataFrameReader.loadV1Source(DataFrameReader.scala:228)
at org.apache.spark.sql.DataFrameReader.$anonfun$load$2(DataFrameReader.scala:210)
at scala.Option.getOrElse(Option.scala:189)
at org.apache.spark.sql.DataFrameReader.load(DataFrameReader.scala:210)
at org.apache.spark.sgl.DataFrameReader.load(DataFrameReader.scala:171)
at java.base/jdk.internal.reflect.DirectMethodHandleAccessor.invoke(DirectMethodHandleAccessor.java:104)
at java.base/java.lang.reflect.Method.invoke(Method.java:578)
at pyd4j.reflection.MethodInvoker.invoke(MethodInvoker.java:244)
at pyd4j.reflection.ReflectionEngine.invoke(ReflectionEngine.java:357)
at py4j.Gateway.invoke (Gateway.java:282)
at py4j.commands.AbstractCommand.invokeMethod(AbstractCommand. java:132)
at py4dj.commands.CallCommand.execute(CallCommand. java:79)
at py4j.ClientServerConnection.waitForCommands(ClientServerConnection.java:182)
at pyd4j.ClientServerConnection.run(ClientServerConnection.java:106)
at java.base/java.lang.Thread.run(Thread.java:1589)

Figure 5.10 — Py4JJavaError message
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In the first line, we see Py4JJavaError informing us of an error when calling the load function.
Continuing to the second line, we can see the message: java.sgl.SQLException: No
suitable driver. It informs us that even though the . jars file is configured and set, PySpark
doesn’t know which drive to use to load data from PostgreSQL. This can be easily fixed by adding the
driver parameter under .options (). Refer to the following code:

df= spark.read.format ("jdbec") \
.options (url="jdbc:postgresqgl://localhost:5432/postgres",
dbtable="world population",
user="root",
password="root",
driver="org.postgresql.Driver") \
.load()

See also

Find more about Spark Thrift Server at https://jaceklaskowski.gitbooks.io/
mastering-spark-sqgl/content/spark-sql-thrift-server.html.

Ingesting data from a JDBC database using SQL

With the connection tested and SparkSession configured, the next step is to ingest the data from
PostgreSQL, filter it, and save it in an analytical format called a Parquet file. Don’t worry about how
Parquet files work for now; we will cover it in the following chapters.

This recipe aims to use the connection we created with our JDBC database and ingest the data from

the world population table.

Getting ready

This recipe will use the same dataset and code as the Configuring a JDBC connection recipe to connect
to the PostgreSQL database. Ensure your Docker container is running or your PostgreSQL server is up.

This recipe continues from the content presented in Configuring a JDBC connection. We will now learn
how to ingest the data inside the Postgres database.
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How to do it...

Following on from our previous code, let’s read the data in our database as follows:

1. Creating our DataFrame: Using the previous connection settings, let’s read the data from
PostgreSQL using the world population table:

df= spark.read.format ("jdbc") \
.options (url="jdbc:postgresqgl://localhost:5432/postgres",
dbtable="world population",
user="root",
password="root",
driver="org.postgresqgl.Driver") \
.load ()

2. Creating a TempView: Using the exact name of our table (for organization purposes), we create
a temporary view in the Spark default database from the DataFrame:

df .createOrReplaceTempView ("world population")
There is no output expected here.

3. Using SQL to filter data: With the temporary view, we can use the SQL function from
SparkSession, instantiated by the spark variable:

spark.sql ("select * from world population") .show(3)

Depending on the size of your monitor, the output may look confusing, as follows:

R + + + + + + +
JR— + + + + + +

——t

|Rank |cca3| country |capital|continent|2022 Population|2020 Population|2015 Population|2010 Population|2000 Populat
ion|1990 Population|1980 Population|1370 Population|Area (km?)|Density (per km?)|Growth Rate|World Population Percent
age

+?—l—+————+ +. +. + +- + -+ +.

JR— + + + + + +

——t

| 36| AFG|Afghanistan| Kabul| Asia| 41128771 | 38972230 33753499 | 28189672 19542
982| 10694796 | 12486631 10752871 652230| 63.0587| 1.0257

0.52|

| 138| ALB|  Albania| Tirana| Europe| 2842321 2866849 | 2882481 | 2913399 3182
021 3295066 | 2941651| 2324731| 28748 | 98.8702| 0.9957|

0.04|

| 34| DZA|  Algeria|Algiers| Africa| 14903225 43451666 39543154 35856344 30774
621| 25518074 | 18739378 | 13795915 2381741| 1E.8531| 1.0164

0.56]

et et +. +. + +- + -+ +.

JR— + + + + + +

only showing top 3 rows

Figure 5.11 — world_population view using Spark SQL
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4. Filtering data: Using a SQL statement, let’s filter only the South American countries in
our DataFrame:
south america = spark.sqgl("select * from world population where
continent = 'South America' ")
Since we attribute the results to a variable, there is no output.
5. Using toPandas(): To ensure this is the correct information that we want to ingest, let’s use the
.toPandas () function to bring a more user-friendly view:
south america.toPandas ()
This is how the result appears:
Rank cca3  country capital - continent Populazggi Pnpul:l?:: Populaton Pnpul:l‘;: aton Pnpul;tgan: Populgtss:: Popul;tglz . [:mm:i (pI:
0 33 ARG Argentina Bu,:?rg: NT?:I‘L\EE 45510318 45038032 43257065 41100123 37070774 32637657 28024803 23842803 2780400 16.2
1 80 BOL Bolivia Sucre An?::;: 12224110 11936162 11090085 10223270 8592656 7096194 5736088 4585693 1098581 11.1
2 7 BRA Brazil Brasilia AFEEDI'L\EE 215313498 213196304 205188205 196353492 175873720 150706446 122288383 96369875 8515767 25.2
3 65 CHL Chile Santiago NT?:I’L\gg 19603733 19300315 17870124 17004162 153517899 13342868 11469828 9820481 756102 25.%
4 28 COL GColombia Bogota An?:;g: 51874024 50930682 47119728 44816108 38215135 32601393 26176185 20805254 1141748 454
5 67 ECU  Ecuador Quito NT?:I‘L\EE 18001000 17588595 16195902 14989585 12826507 10449837 8135845 6172215 276841 85.0
6 231 Rk Foam Staniey , Souh 3780 3747 3408 3187 3080 2332 2240 2274 12173 02
7 184 GUF Eﬁgz Cayenne AFEEDI'L\EZ 304557 290969 257026 228453 164351 113931 66825 46484 83534 3.€
8 164 GUY Guyana Georgetown NT?:I’L\g: 808726 797202 755031 747932 759051 747116 778176 705261 214869 3.7
9 109 PRY Paraguay Asuncion NT?:I’L\gg 6780744 6618695 8177950 5768613 5123819 4059195 3078912 2408787 406752 16.E
10 44  PER Peru Lima NT?:I‘L\EE 34049588 33304756 30711863 29229572 26654439 22109099 17492406 13562371 1285216 26.4
1" 170 SUR Suriname Paramaribo An?:;g; 618040 607065 575475 546080 478998 412756 375112 379918 183820 37
12 133 URY Uruguay Montevideo AFEEDI'L\EE 3422794 3429086 3402818 3352651 3292224 3n7oz 2953750 2790265 181034 185
13 51 VEN Venezuela Caracas A,_E:;gz 28301696 28490453 30529716 28715022 24427729 19750579 15210443 11355475 916445 30.8
Figure 5.12 — south_america countries with toPandas() visualization
6. Saving our work: Now, we can save our filtered data as follows:

south america.write.parquet ('south america population')

Looking at your script’s folder, you should see a folder named south _america population.

Inside, you should see the following output:
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(@ localhost:8888/tree/south_america_population

:: Jup)’ter Quit Logout
Files Running Clusters

Select items to perform actions on them. Upload | MNew - | &
[(J0  ~ | W/ south_america_population MName ¥ Last Modified File size

)

seconds ago
0O O _success 13 minutes ago 0B

O 03 part-00000-8b9a5923-15cb-4df2-a24a-f4ac9aB82b13-c000.snappy.parquet 13 minutes ago 5.89 kB

Figure 5.13 — south_america data in the Parquet file

This is our filtered and ingested DataFrame in an analytical format.

How it works...

A significant advantage of working with Spark is the possibility of using SQL statements to filter and
query data from a DataFrame. It allows data analytics and BI teams to help the data engineers by
handling queries. This helps to build analytical data and insert it into data warehouses.

Nevertheless, there are some considerations we need to take to execute a SQL statement properly. One
of them is using . createOrReplaceTempView (), as seen in this line of code:

df .createOrReplaceTempView ("world population")

Behind the scenes, this temporary view will work as a SQL table and organize the data from the
DataFrame without needing physical files.

Then we used the instantiated SparkSession variable to execute the SQL statements. Note that
the name of the table is the same as the temporary view:

spark.sql ("select * from world population") .show(3)

After doing the SQL queries we required, we proceeded to save our files using the .write () method,
as follows:

south america.write.parquet ('south america population')

The parameter inside the parquet () method defines the file’s path and name. Several other
configurations are available when writing Parquet files, which we will cover later, in Chapter 7.
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There’s more...

Although we used a temporary view to make our SQL statements, it is also possible to use the filtering
and aggregation functions from the DataFrame. Let’s use the example from this recipe by filtering

only the South American countries:

df .filter(df ['continent'] == 'South America') .show(10)

You should see the following output:

[ —— + + + + + +
-+ + + + + + + +

|Rank|cca3| country | capital| continent |2022 Population|2020 Population|2015 Population|2010 Populatio
n|2000 Population|1990 Population|1980 Population|1970 Population|Area (km?)|Density (per km?)|Growth Rate|World Popu
lation Percentage]

toamatanmad + + + + + +

-+ + + + + + + +
,,,,,,,,,,,,,,,,, +

| 33| ARG| Argentina|Buenos RAires|South Rmerica| 45510318 45036032 43257065 4110012
3] 37070774 | 32637657 28024803 | 23842803 | 2780400| 16.3683] 1.0052

0.57]

| 80| BOL| Bolivia| Sucre|South America| 12224110 11936162 11090085 | 1022327
0| B592656 | 7096194 | 5736088 | 4585693 1098581 11.1272] 1.012|

0.15]

| 7| BRA| Brazil | Brasilia|South America| 215313498| 213196304 205188205 | 19635349
2| 175873720 150706446 | 122288383 96369875 B515767| 25.2841| 1.0046

2.7]

| 65| cHL| Chile|  Santiago|South America| 19603733 19300315 17870124 1700416
2| 15351799 | 13342868 11469828 9820481 756102 25.9274| 1.0057|

0.25]

| 28| coL| Colombia Bogota|South Americal 51874024 50930662 47119728 | 4481610
8| 39215135 32601393 26176195 20905254 | 1141748| 45.4339| 1.0069

0.65]

| 67| ECU| Ecuador | Quito|South America| 18001000 | 17588595 16195902 1498958
5| 12626507 | 10449837 | 8135845 | 6172215| 276841 65.0229] 1.0114|

0.23]

| 231| FLK|Falkland Islands| Stanley|South Rmerica| 3780 3747| 3408 | 318
7| 3080 2332 2240 2274 12173 0.3105] 1.0043|

0.0|

| 184| GUF| French Guiana| Cayenne |South America| 304557 | 290969 | 257026 | 22845
3 164351 113931] 66825 | 46484 | 83534 | 3.6459] 1.0239]

0.0]

| 164| cUY| Guyana| Georgetown|South Americal BOBT26 | 797202 755031 74793
2| 759051 | 747116 778176 | 705261 214969 3.7621| 1.0052|

0.01]

| 109| PRY| Paraguay | Asuncidn|South America| 6780744 6618695| 6177950 576861
3| 5123819 | 4059195| 3078912 | 2408787 | 406752 | 16.6705] 1.0115]

0.09]

fmmmatmmmad + + + + + +

-+ + + + + + + +
,,,,,,,,,,,,,,,,, +

only showing top 10 rows

Figure 5.14 — South American countries filtered using DataFrame operations

It is essential to understand that not all SQL functions can be used as DataFrame operations. You
can see more practical examples of filtering and aggregation functions using DataFrame operations

athttps://spark.apache.org/docs/2.2.0/sgl-programming-guide.html.

See also

TowardsDataScience has a fantastic blog post about SQL functions using PySpark, at https://

towardsdatascience.com/pyspark-and-sparksqgl-basics-6cb4bf967e53.
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Connecting to a NoSQL database (MongoDB)

MongoDB is an open source, unstructured, document-oriented database made in C++. It is well
known in the data world for its scalability, flexibility, and speed.

As someone who will work with data (or maybe already does), it is essential to know how to explore
a MongoDB (or any other unstructured) database. MongoDB has some peculiarities, which we will
explore practically here.

In this recipe, you will learn how to create a connection to access MongoDB documents via Studio
3T Free, a MongoDB GUL

Getting ready

To start our work with this robust database, first, we need to install and create a MongoDB server
on our local machine. We already configured a MongoDB Docker container in Chapter 1, so let’s
get it up and running. You can do this using Docker Desktop or via the command line using the
following command:

my-project/mongo-locals docker run \

--name mongodb-local \

-p 27017:27017 \

-e MONGO_INITDB ROOT USERNAME=<your username> \
-e MONGO_INITDB ROOT PASSWORD=<your passwords\
-d mongo:latest

Don't forget to change the variables using the username and password of your choice.

On Docker Desktop, you should see the following:

© mongodb-local

Figure 5.15 - MongoDB Docker container running

The next step is to download and configure Studio 3T Free, free software the development community
uses to connect to MongoDB servers. You can download this software from https://studio3t.
com/download-studio3t-free and follow the installer’s steps for your given OS.


https://studio3t.com/download-studio3t-free
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During the installation, a message may appear like that shown in the following figure. If so, you can
leave the fields blank. We don't need password encryption for local or testing purposes.

-~

Set Up Password Encryption

For your c i u can store connection pa i i nnection Manag ill encrypt all pa rds before storing them.

® Use Studio 3T's default pa
yptographic

ill be prompted to enter each

Figure 5.16 — Studio 3T Free password encryption message
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When the installation process is finished, you will see the following window:

Welcome to Studio 3T - Full product trial

Delete  Clane Impert  Export  To URI

Mame B Se Y Last Accessed Shortcut

Figure 5.17 — Studio 3T Free connection window

We are now ready to connect our MongoDB instance to the IDE.

How to do it...
Now that we have Studio 3T installed, let’s connect to our local MongoDB instance:

1. Creating the connection: Right after you open Studio 3T, a window will appear and ask you to
insert the connection string or manually configure it. Select the second option and click on Next.
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You will have something like this:

Welcome to Studio 3T - Full produd

t, you can paste it
Mame ettings for you.

@ Paste your connection stri or standard) here:

URI:

Figure 5.18 — Studio 3T New Connection initial options

Inserting the connection information: In the new window that appears, give your database
connection an appropriate name in the Connection name field. Leave the information filled
in by default by Studio 3T, where Connection Type is set to localhost and Portto 27017.
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Your screen should look as follows for now:

nection name: | Mo
nection group: | <n

Server

Standalone

B Rzad-Onh

Erom URL... Jse this opt e om a connection string / UR

To URL.. lete connection details to a connection string / UR

Figure 5.19 — New Connection server information

Now select the Authentication tab under the Connection group field, and from the Authentication
Mode drop-down menu, choose Basic.
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Three fields will appear—User name, Password, and Authentication DB. Fill them in with
the credentials you used when creating the Docker image for MongoDB, and enter admin in
the Authentication DB field.

-

Connection name: | Mor

Connection group: | <root

Authentication

Authentic

<YOour_usernames

Ir_pas d>

Authentication DB:

The databas re the user is defined

the authe

nection

Figure 5.20 — New Connection Authentication information
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3. Testing our connection: With this configuration, we should be able to test our database
connection. In the lower-left corner, select the Test Connection button.

If the credentials you provided are correct, you will see the following output:

Connected

Figure 5.21 — Test connection successful
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Click on the Save button, and the window will close.

4. Connecting to our database: After we save our configuration, a window with the available
connections will appear, including our newly created one:

imi

BR B R

Edit Delete  Clone Import  Export  To URI

Security st As Shortzut

[ mongo-zdmin localhost:27017 A oot @ admin 1 hour ago

Figure 5.22 — Connection manager with the connection created

Select the Connect button, and three default databases will appear: admin, config, and local,
as shown in the following screenshot:
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Tesks  Export Import Data Masking

7 [direct]

E8 Open Connection Manager [=] Open Task Manager

- " % Create a new task
+ Crezte a new connectio £ a

Create a free MongoDB cluster in the cloud

Figure 5.23 — The main page of the local MongoDB with the default databases on the server

We have now finished our MongoDB configuration and are ready for the following recipes in this
chapter and others, including Chapters 6, 11, and 12.

How it works...

Like available databases, creating and running MongoDB through a Docker container is straightforward.
Check the following commands:

my-project/mongo-local$ docker run \

--name mongodb-local \

-p 27017:27017 \

-e MONGO_ INITDB ROOT USERNAME=<your username> \
-e MONGO_INITDB ROOT PASSWORD=<your passwords\
-d mongo:latest

As we saw in the Getting ready section, the most crucial information to be passed is the username
and password (using the - e parameter), the ports over which to connect (using the -p parameter),
and the container image version, which is the latest available.
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The architecture of the MongoDB container connected to Studio 3T Free is even more straightforward.
Once the connection port is available, we can easily access the database. You can see the architectural
representation as follows:

i Port 27017

Docker Volume

Docker Container |

Figure 5.24 - MongoDB with Docker image connected to Studio 3T Free

As described at the beginning of this recipe, MongoDB is a document-oriented database. Its structure
is similar to a JSON file, except each line is interpreted as a document and has its own ObjectId,
as follows:

"_jd": "5cfO029caff5056591boce7d",
"firstname": "Jane",
"lastname": "Wu",
"address": {
"street": "1 Circle Rd",
"city": "Los Angeles",
"state": "CA",
"zip": "90404"
}
"hobbies": ["surfing", "coding"]

Figure 5.25 - MongoDB document format

The group of documents is referred to as a collection, which is better understood as a table representation
in a structured database. You can see how it is hierarchically organized in the schema shown here:
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Contains one or db.users

MongoDB Database ‘ "
more collections db.cities

{

" id": "abcv1234"
> . ()
@b Contains objects > 3
(Documents) {
" id": "abcv1234"
()
b
{
"_id": "abcv1234"
Have a pair of key and "name": "John"
Documents values, or other —>» age": 21
nested objects "interests™: {...}

}

Figure 5.26 - MongoDB data structure

As we observed when logging in to MongoDB using Studio 3T Free, there are three default databases:
admin, config, and local. For now, let’s disregard the last two since they pertain to operational
working of the data. The admin database is the main one created by the root user. That’s why we
provided this database for the Authentication DB option in step 3.

Creating a user to ingest data and access specific databases or collections is generally recommended.
However, we will keep using root access here and in the following recipes in this book for
demonstration purposes.

There’s more...

The connection string will vary depending on how your MongoDB server is configured. For instance,
when replicas or sharded clusters are in place, we need to specify which instances we want to connect to.

Note

Sharded clusters are a complex and interesting topic. You can read more and go deeper on the
topic in MongoDB’s official documentation at https: / /www.mongodb . com/docs/
manual/core/sharded-cluster-components/.

Let’s see an example of a standalone server string connection using basic authentication mode:

mongodb: //mongo-server-user: some_password@mongo-host01l.example.
com:27017/?authSource=admin


https://www.mongodb.com/docs/manual/core/sharded-cluster-components/
https://www.mongodb.com/docs/manual/core/sharded-cluster-components/
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As you can see, it is similar to other database connections. If we wanted to connect to a local server,
we would change the host to localhost.

Now, for a replica or sharded cluster, the string connection looks like this:
mongodb: //mongo-server-user:some_password@mongo-host01l.example.

com:27017, mongo-host02.example.com:27017, mongo-hostal3.example.
com:27017/?authSource=admin

The authSource=admin parameter in this URI is essential to inform MongoDB that we want to
authenticate using the administration user of the database. Without it, an error or authentication will
be raised, like the following output:

MongoError: Authentication failed
Another way to avoid this error is to create a specific user to access the database and collection.
SRV URI connection

MongoDB introduced the Domain Name System (DNS) seed list connection, constructed by a DNS
Service Record (SRV) specification of data in the DN, to try to solve this verbose string. We saw the
possibility of using an SRV URI to configure the MongoDB connection in the first step of this recipe.

Here’s an example of how it looks:

mongodb+srv://my-server.example.com/

It is similar to the standard connection string format we saw earlier. However, we need to indicate the
use of SRV at the beginning and then provide the DNS entry.

This type of connection is advantageous when handling replicas or nodes since the SRV creates a single
identity for the cluster. You can find a more detailed explanation of this, along with an outline of how
to configure it, in the MongoDB official documentation at ht tps : //www.mongodb . com/docs/
manual /reference/connection-string/#dns-seed-list-connection-format.

See also

If you are interested, other MongoDB GUI tools are available on the market: https://www.
guru99.com/top-20-mongodb-tools.html.

Creating our NoSQL table in MongoDB

After successfully connecting and understanding how Studio 3T works, we will now import some
MongoDB collections. We have seen in the Connecting to a NoSQL database (MongoDB) recipe how
to get started with MongoDB, and in this recipe, we will import a MongoDB database and come
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to understand its structure. Although MongoDB has a specific format to organize data internally,
understanding how a NoSQL database behaves is crucial when working with data ingestion.

We will practice by ingesting the imported collections in the following recipes in this chapter.

Getting ready

For this recipe, we will use a sample dataset of Airbnb reviews called 1istingsAndReviews.
json. You can find this dataset in the GitHub repository of this book at https://github.
com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/
Chapter 5/datasets/sample_ airbnb. After downloading it, put the file into our mongo-
local directory, created in Chapter 1.

I kept mine inside the sample airbnb folder just for organization purposes, as you can see in the
following screenshot:

json

listingsAndReviews.

Figure 5.27 - Command line with listingsAndReviews.json

After downloading the dataset, we need to install pymongo, a Python library to connect to and
manage MongoDB operations. To install it, use the following command:

S pip3 install pymongo

Feel free to create virtualenv for this installation.

We are now ready to start inserting data into MongoDB. Don't forget to check that your Docker image
is up and running before we begin.

How to do it...
Here are the steps to perform this recipe:

1. Creating our connection: By importing and using pymongo, we can easily establish a connection
with the MongoDB database. Refer to the following code:

import json
import os
from pymongo import MongoClient, InsertOne

mongo_client = pymongo.MongoClient ("mongodb://root:root@
localhost:27017/")

2. Defining our database and collection: We will create a database and collection instance using
the client connection we instantiated.


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/Chapter_5/datasets/sample_airbnb
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/Chapter_5/datasets/sample_airbnb
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/Chapter_5/datasets/sample_airbnb
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For the json collection variable, insert the path where you put the Airbnb sample dataset:

db cookbook = mongo client.db airbnb
collection = db_cookbook.reviews
json collection = "sample airbnb/listingsAndReviews.json"

3. Reading and bulk-inserting data: Using the bulk write function, we will insert all the
documents inside the JSON file into the sales collection we created and close the connection:

requesting collection = []
with open(json collection) as f:
for object in f:
my dict = json.loads (object)
requesting.append (InsertOne (my dict))

result = collection.bulk_write(requesting collection)
mongo_client.close ()

No output is expected from this operation, but we can check the database to see if it is successful.

4. Checking the MongoDB database results: Let’s check our database to see if the data was
inserted correctly.

Open Studio 3T Free and refresh the connection (right-click on the connection name and select
Refresh All). You should see a new database named db_airbnb has been created, containing
a reviews collection, as shown in the following screenshot:

EmE&mE =

Tasks Export Import Data Masking

> 8 db_sibnb > B

Figure 5.28 — Database and collection successfully created on MongoDB

With the collection now created and containing some data, let’s go deeper into how the code works.
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How it works...

As you can see, the code we implemented is straightforward, using just a few lines to create and insert
data in our database. However, there are important points to pay attention to due to the particularities
of MongoDB.

Let’s examine the code line by line now:

mongo client = pymongo.MongoClient ("mongodb://root:roote@
localhost:27017/")

This line defines the connection to our MongoDB database, and from this instance, we can create a
new database and its collections.

Note

Observe that the URI connection contains hardcoded values for the username and password.
This must be avoided in real applications, and even development servers. It is recommended
to store those values as environment variables or use a secret manager vault.

Next, we define the database and collection names; you may have noticed we didn’t create them
previously in our database. At the time of execution of the code, MongoDB checks whether the database
exists; if not, MongoDB will create it. The same rule applies to the reviews collection.

Notice the collection derives from the db_cookbook instance, which makes it clear that it is linked
to the db_airbnb database:

db cookbook = mongo client.db airbnb
collection = db_cookbook.reviews

Following the code, the next step is to open the JSON file and parse every line. Here we start to see
some tricky peculiarities of MongoDB:

requesting collection = []
with open(json collection) as f:
for object in f:
my dict = json.loads (object)
requesting collection.append (InsertOne (my dict))

It is common to wonder why we actually need to parse the lines of JSON, since MongoDB accepts this
format. Let’s check our 1istingsAndReviews. json file, as shown in the following screenshot:
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Ribeira Charming Duplex” "Fantastic duplex apartment
"Horto flat with small g ary”: bedroom + sofa-bed
)cean View Waikiki Mari /pr s short distance {fro
n/ rooms /10021707 a "Private Room in Bushw lere exists a very cozy rof
n/ rooms /10031 "na "Apt Linda Vista Lagoa - Rio u Quarto com vista para g
airbnb.com/rooms/1003530"," v York City - Upper West Side Apt”,"s y ce”: "Murphy|
-airbnb.com/rooms/10038496", "na "Copacabana Apartment Posto i
"Charming Flat in Downtown Moda",
"Catete's Colonial Big Hause R
"Modern Spacious 1 Bedroom Lof
"Deluxe Loft Suite","s ry i @ Henry Norman
"Ligne verte - 15 min de métro d & i summary”:"A

oho Cozy, Spacious and Convenien , fully fur]

Figure 5.29 — JSON file with MongoDB document lines

If we use any tool to verify this as valid JSON, it will certainly say it’s not a valid format. This happens
because each line of this file represents one document of the MongoDB collection. Trying to open
that file using only the conventional open () and json.loads () methods will produce an error
like the following:

json.decoder.JSONDecodeError: Extra data: line 2 column 1 (char 190)

To make it acceptable to the Python interpreter, we need to open and read each line individually and
append it to the requesting collection list. Also, the InsertOne () method will ensure
that each line is inserted separately. A problem that occurs while inserting a specific row will be much
easier to identify.

Finally, the bulk write () will take the list of documents and insert them into the MongoDB database:

result = collection.bulk write(requesting collection)

This operation will finish without returning any output or error messages if everything is OK.

There’s more...

We have seen how simple it is to create a Python script to insert data into our MongoDB server.
Nevertheless, MongoDB has database tools to provide the same result and can be executed via the
command line. The mongoimport command is used to insert data into our database, as you can
see in the following code:

mongoimport --host localhost --port 27017-d db name -c collection name
--file path/to/file.json

If you are interested to learn more about the other database tools and commands available, check the
official MongoDB documentation at ht tps : / /www . mongodb . com/docs/database-tools/
installation/installation/.

149


https://www.mongodb.com/docs/database-tools/installation/installation/
https://www.mongodb.com/docs/database-tools/installation/installation/

150

Ingesting Data from Structured and Unstructured Databases

Restrictions on field names

When loading data into MongoDB, one big problem is the restrictions on characters used in the field
names. Due to MongoDB server versions or programming language specificities, sometimes the key
names of fields come with a $ prefix, and, by default, MongoDB is not compatible with it, creating an
error like the following output:

localhost:27017: $oid is not valid for storage.

In this case, a JSON file dump was exported from a MongoDB server, and the reference of ObjectID
came with the $ prefix. Even though the more recent versions of MongoDB have started to accept these
characters (see the thread here: https://jira.mongodb.org/browse/SERVER-41628?fbcl
1d=IwAR1t5LA58LwCi69SrMCcDbhPGE2EfBWe AEurxGKEWHpZTHaEIdeO AZ-uM$5D),
itis a good practice to avoid using them where possible. In this case, we have two main options: remove
all the restricted characters using a script, or encode the JSON file into a Binary JavaScript Object
Notation (BSON) file. You can find out more about encoding the file into BSON format at https://
kb.objectrocket.com/mongo-db/how-to-use-python-to-encode-a-json-
file-into-mongodb-bson-documents-545.

See also

You can read more about the MongoDB restrictions on field names at ht tps: //www . mongodb.
com/docs/manual /reference/limits/#mongodb-limit-Restrictions-on-
Field-Names.

Ingesting data from MongoDB using PySpark

Even though it seems impractical to create and ingest the data ourselves, this exercise can be applied to
real-life projects. People who work with data are often involved in the architectural process of defining
the type of database, helping other engineers to insert data from applications into a database server,
and later ingesting only the relevant information for dashboards or other analytical tools.

So far, we have created and evaluated our server and then created collections inside our MongoDB

instance. With all this preparation, we can now ingest our data using PySpark.

Getting ready

This recipe requires the execution of the Creating our NoSQL table in MongoDB recipe due to data
insertion. However, you can create and insert other documents into the MongoDB database and use
them here. If you do this, ensure you set the suitable configurations to make it run properly.


https://jira.mongodb.org/browse/SERVER-41628?fbclid=IwAR1t5Ld58LwCi69SrMCcDbhPGf2EfBWe_AEurxGkEWHpZTHaEIde0_AZ-uM%5D
https://jira.mongodb.org/browse/SERVER-41628?fbclid=IwAR1t5Ld58LwCi69SrMCcDbhPGf2EfBWe_AEurxGkEWHpZTHaEIde0_AZ-uM%5D
https://kb.objectrocket.com/mongo-db/how-to-use-python-to-encode-a-json-file-into-mongodb-bson-documents-545
https://kb.objectrocket.com/mongo-db/how-to-use-python-to-encode-a-json-file-into-mongodb-bson-documents-545
https://kb.objectrocket.com/mongo-db/how-to-use-python-to-encode-a-json-file-into-mongodb-bson-documents-545
https://www.mongodb.com/docs/manual/reference/limits/#mongodb-limit-Restrictions-on-Field-Names
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Also, as in the Creating our NoSQL table in MongoDB recipe, check that the Docker container is up
and running since this is our MongoDB instance’s primary data source. Let’s proceed to the ingesting!

@ mongodb-local

Figure 5.30 — Docker container for MongoDB is running

How to do it...
You need to perform the following steps to try this recipe:

1. Creating the SparkSession: As usual, the first thing to do is create SparkSession, but this
time passing specific configurations for reading our MongoDB database, db_airbnb, such
as the URI and the . jars:

from pyspark.sqgl import SparkSession

spark = SparkSession.builder \
.master ("local[1]") \
.appName ("MongoDB Ingest") \
.config("spark.executor.memory", '3g') \
.config("spark.executor.cores", '1l') \
.config("spark.cores.max", '1') \

.config ("spark.mongodb. input.
uri", "mongodb://root:root@l27.0.0.1/db_
airbnb?authSource=admin&readPreference=primaryPreferred") \

.config("spark.mongodb.input.collection", "reviews") \

.config("spark.jars.packages", "org.mongodb. spark:mongo-
spark-connector 2.12:3.0.1") \

.getOrCreate ()
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We should expect a significant output here since Spark downloads the package and sets the rest of
the configuration we passed:

:: loading settings :: url = jar:file:/home/glauesppen/.local/lib/python3.8/site-packages/pyspark/jars/ivy-2.4.8.jar!/org/apach
e/fivy/core/settings/ivysettings.xml

Ivy Default Cache set to: /home/glauesppen/.ivy2/cache

The jars for the packages stored in: /home/glauesppen/.ivy2/jars

org.mongodb. spark#mongo-spark-connector_2.12 added as a dependency

:: resolving dependencies :: org.apache.spark#spark-submit-parent-0898c6cef-ae6e-4343-b164-71661911F14d;1.@
confs: [default]
found org.mongodb.spark#mongo-spark-connector_2.12;3.08.1 in central
found org.mongodb#mongodb-driver-sync;4.8.5 in central
found org.mongodb#bson;4.8.5 in central
found org.mongodb#mongodb-driver-core;4.08.5 in central

: resolution report :: resolve 9@ms :: artifacts dl 2ms

:: modules in use:
org.mongodb#bson;4.8.5 from central in [default]
org.mongodb#mongodb-driver-core;4.0.5 from central in [default]
org.mongodb#mongodb-driver-sync;4.0.5 from central in [default]
org.mongodb. spark#mongo-spark-connector_2.12;3.8.1 from central in [default]

| | modules || artifacts |
| conf | number| search|dwnlded|evicted|| number|dwnlded
| default | 4 | e | e | e || 4 | o |

:: retrieving :: org.apache.spark#spark-submit-parent-89@c6cef-aebe-4343-b164-71661911F14d
confs: [default]

8 artifacts copied, 4 already retrieved (8kB/3ms)

22/12/15 22:27:24 WARN MativeCodeloader: Unable to load native-hadoop library for your platform... using builtin-java classes w
here applicable

Using Spark's default logdj profile: org/apache/spark/logdj-defaults.properties
Setting default log level to "WARN".
Te adjust logging level use sc.setloglevel(neulevel). For SparkR, use setloglevel(newlevel).

Figure 5.31 - SparkSession being initialized with MongoDB configurations

1. Reading the reviews collection: With the connection established, we can now read the
collection using SparkSession we instantiated. Here, no output is expected because the
SparkSession is set only to send logs at the WARN level:

df = spark.read.format ("mongo") .load ()

2. Getting our DataFrame schema: We can see the collection’s schema using the print operation
on the DataFrame:

df .printSchema ()
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You should observe the following output:

root
|-- _id: string (nullable = true)
|-- access: string (nullable = true)

|-- accommodates: struct (nullable = true)

| |-- $numberInt: string (nullable = true)

|-- address: struct (nullable = true)

| |-- street: string (nullable = true)

| |-- suburb: string (nullable = true)

| |-- government_area: string (nullable = true)

| |-- market: string (nullable = true)

| |-- country: string (nullable = true)

| |-- country_code: string (nullable = true)

| |-- location: struct (nullable = true)

| | |-- type: string (nullable = true)

| | | -- coordinates: array (nullable = true)

| | | |-- element: struct (containsNull = true)

| | | | |-- $numberDouble: string (nullable = true)

| | | -- is_location_exact: boolean (nullable = true)

|-- amenities: array (nullable = true)

| |-- element: string (containsNull = true)

|-- availability: struct (nullable = true)

| |-- availability 3@: struct (nullable = true)

| | | -- $numberInt: string (nullable = true)

| |-- availability 6@: struct (nullable = true)

| | | -- $numberInt: string (nullable = true)

| |-- availability 90: struct (nullable = true)

| | | -- $numberInt: string (nullable = true)

| |-- availability_365: struct (nullable = true)

| | | -- $numberInt: string (nullable = true)

| -- bathrooms: struct (nullable = true)

| | -- $numberDecimal: string (nullable = true)

|-- bed_type: string (nullable = true)

|-- bedrooms: struct (nullable = true)

| |-- $numberInt: string (nullable = true)

|-- beds: struct (nullable = true)

Figure 5.32 — Reviews DataFrame collection schema printed

As you can observe, the structure is similar to a JSON file with nested objects. Unstructured data is
usually presented in this form and can hold a large amount of information to create a Python script

to insert data into our data. Now, let’s go deeper and understand our code.

How it works...

MongoDB required a few additional configurations in SparkSession to execute the . read
function. It is essential to understand why we used the configurations instead of just using code from

the documentation. Let’s explore the code for it:

config("spark.mongodb. input.uri", "mongodb://root:root@l27.0.0.1/db

airbnb?authSource=admin) \
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Note the use of spark.mongodb. input .uri, which tells our SparkSession that a read
operation needs to be performed using a MongoDB URL. If, for instance, we wanted to do a write
operation (or both read and write), we would just need to add the spark .mongodb . output.
uri configuration.

Next, we pass the URI containing the user and password information, the name of the database, and
the authentication source. Since we use the root user to retrieve the data, this last parameter is set
to admin.

Next, we define the name of our collection to be used in the read operation:

.config("spark.mongodb.input.collection", "reviews")\

Note

Even though it might seem odd to define these parameters in the SparkSession, and it is
possible to set the database and collection, this is a good practice that has been adopted by the
community when manipulating MongoDB connections.

.config("spark.jars.packages", "org.mongodb. spark:mongo-spark-
connector 2.12:3.0.1")

Another new configuration here is spark. jars.packages. When using this key with the
.config () method, Spark will search its available online packages, download them, and place them
in the . jar folders to be used. Although this is an advantageous way to set the . jar connectors,
this is not available for all databases.

Once the connection is established, the reading process is remarkably similar to the JDBC: we pass the
.format () of the database (here, mongo), and since the database and collection name are already
set, we don’t need to configure .option ():

df = spark.read.format ("mongo") .load ()

When executing . 1oad (), Spark will verify whether the connection is valid and throw an error if
not. In the following screenshot, you can see an example of the error message when the credentials
are not correct:

Py41JavaError: An error occurred while calling o57.lcad.
: com.mongodb.MongoSecurityException: Exception authenticating MongoCredential{mechanism=SCRAM-SHA-256, userName='root’, source
="admin', password=<hidden>, mechanismProperties=<hidden>}

at com.mongodb.internal.connection.SaslAuthenticator.wrapException(SaslAuthenticator.java:201)

at com.mongodb.internal.connection.SaslAuthenticator.access$30@(SaslAuthenticator.java:40)

at com.mongodb.internal.connection.SaslAuthenticator$l.run(SaslAuthenticator.java:78)

at com.mongodb.internal.connection.SaslAuthenticator$l.run(SaslAuthenticator.java:47)

at com.mongodb.internal.connection.SaslAuthenticator.doAsSubject(SaslAuthenticator.java:207)

at com.mongodb.internal.connection.SaslAuthenticator.authenticate(SaslAuthenticator.java:47)

at com.mengodb.internal.connection.InternalStreamConnectionInitializer.authenticate(InternalStreamConnectionInitialize
r.java:152)

Figure 5.33 — Py4JJavaError: Authentication error to MongoDB connection



Ingesting data from MongoDB using PySpark

Even though we are handling an unstructured data format, as soon as PySpark transforms our
collection into a DataFrame, all the filtering, cleaning, and manipulating of data is pretty much the
same as PySpark data.

There’s more...

As we saw previously, PySpark error messages can be confusing and cause discomfort at first glance.
Let’s explore other common errors when ingesting data from a MongoDB database without the
proper configuration.

In this example, let’s not set spark . jars.packages in the SparkSession configuration:

spark = SparkSession.builder \
(...)

.config("spark.mongodb.input.uri", "mongodb://
root:root@127.0.0.1/db_aibnb?authSource=admin") \

.config("spark.mongodb.input.collection", "reviews")
.getOrCreate ()

df = spark.read.format ("mongo") .load ()

If you try to execute the preceding code (passing the rest of the memory settings), you will get the
following output:

~f.local/lib/python3.8/site-packages/pydj/protocol.py in (answer, gateway_client, target_id, name)
324 value = OUTPUT_CONVERTER[type](answer[2:], pateway_client)
325 if answer[1] REFERENCE_TYPE

--> 326 raise P
327 "An error oc

vaError(
irred while calling {@}{1}{2}.\n".
328 format(target_id, ".", name), value)

Py4JJavaError: An error occurred while calling o5@.load.
: java.lang.ClassNotFoundException: Failed to find data source: mongo. Please find packages at http://spark.apache.org/third-pa
rty-projects.html
at org.apache.spark.sql.execution.datasources.DataSource$.lookupDataSource(DataSource.scala:692)
at org.apache.spark.sql.execution.datasources.DataSource$.lookupDataSourceV2(DataSource.scala:746)
at org.apache.spark.sql.DataFrameReader.load(DataFrameReader.scala:265)
at org.apache.spark.sql.DataFrameReader.load(DataFrameReader.scala:225)
at sun.reflect.NativeMethodAccesserImpl.invoke@(Native Method)
at sun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl.java:62)
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43)
at java.lang.reflect.Method.invoke(Method.java:498)
at py4j.reflection.MethodInvoker.invoke(MethodInvoker.java:244)
at pydj.reflection.ReflecticnEngine.invoke(ReflectionEngine.java:357)
at py4dj.Gateway.invoke(Gateway.java:282)
at py4j.commands.AbstractCommand.invokeMethod(AbstractCommand.java:132)
at py4j.commands.CallCommand.execute(CallCommand.java:79)
at py4j.GatewayConnecticn.run(GatewayConnection. java:238)
at java.lang.Thread.run(Thread.java:758)
Caused by: java.lang.ClassNotFoundException: mongo.DefaultSource
at java.net.URLClassloader.findClass(URLClasslLoader.java:387)
at java.lang.Classloader.loadClass(Classloader.java:418)
at java.lang.Classloader.loadClass(ClasslLoader.java:351)
at org.apache.spark.sql.execution.datasources.DataSource$.%anonfun$lookupDataSource$5(DataSource.scala:b66)
at scala.util.Try$.apply(Try.scala:213)
at org.apache.spark.sql.execution.datasources.DataSource$.%anonfun$lookupDataSource$4(DataSource.scala:b666)
at scala.util.Failure.orElse(Try.scala:224)
at org.apache.spark.sql.execution.datasources.DataSource$.lookupDataSource(DataSource.scala:666)
. 14 more

Figure 5.34 - java.lang.ClassNotFoundException error when the
MongoDB package is not set in the configuration
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Looking carefully at the second line, which begins with java.lang.ClassNotFoundException,
the JVM highlights a missing package or class that needs to be searched for in a third-party repository.
The package contains the connector code to our JVM and establishes communication with the
database server.

Another widespread error message is I11egalArgument Exception. This type of error indicates
to the developer that an argument was wrongly passed to a method or class. Usually, when related to
database connections, it refers to an invalid string connection, as in the following screenshot:

~/.local/1lib/python3.8/site-packages/pyspark/sql/utils.py in deco(*a, **kw)

115 # Hide where the exception came from that shows a non-Pythonic
116 # JVM exception message.
--» 117 raise converted from None
118 else:
119 raise

IllegalArgumentException: requirement failed: Invalid uri: "mongodb://root:roo@l27.@.0.1/db_aibnb/?authSource=admin&readPrefere
nce=primaryPreferred’

Figure 5.35 - lllegalArgumentException error when the URI is invalid

Although it seems unclear, there is a typo in the URI, where db_aibnb/? contains an extra forward
slash. Removing it and running SparkSession again will make this error disappear.

Note

It is recommended to shut down and restart the kernel processes when re-defining the
SparkSession configurations because SparkSession tends to append to the processes rather
than replacing them.

See also

o MongoDB Spark connector documentation: https://www.mongodb.com/docs/
spark-connector/current/configuration/

o You can check the MongoDB documentation for a full explanation of how the MongoDB connector
behaves with PySpark: https://www.mongodb.com/docs/spark-connector/
current/read-from-mongodb/

o There are also some interesting use cases of MongoDB here: ht tps : / /www . mongodb.
com/use-cases


https://www.mongodb.com/docs/spark-connector/current/configuration/
https://www.mongodb.com/docs/spark-connector/current/configuration/
https://www.mongodb.com/docs/spark-connector/current/read-from-mongodb/
https://www.mongodb.com/docs/spark-connector/current/read-from-mongodb/
https://www.mongodb.com/use-cases
https://www.mongodb.com/use-cases

Further reading

Further reading

https://www.talend.com/resources/structured-vs-unstructured-data/

https://careerfoundry.com/en/blog/data-analytics/structured-
vs-unstructured-data/

https://www.dba-ninja.com/2022/04/is-mongodbsrv-necessary-for-
a-mongodb-connection.html

https://www.mongodb.com/docs/manual /reference/connection-
string/#connection-string-options

https://sparkbyexamples.com/spark/spark-createorreplacetempview-
explained/
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6
Using PySpark with Defined
and Non-Defined Schemas

Generally, schemas are forms used to create or apply structures to data. As someone who works or
will work with large volumes of data, it is essential to understand how to manipulate DataFrames and
apply structure when it is necessary to bring more context to the information involved.

However, as seen in the previous chapters, data can come from different sources or be present without
a well-defined structure, and applying a schema can be challenging. Here, we will see how to create
schemas and standard formats using PySpark with structured and unstructured data.

In this chapter, we will cover the following recipes:

o Applying schemas to data ingestion

o Importing structured data using a well-defined schema

o Importing unstructured data with an undefined schema

o Ingesting unstructured data with a well-defined schema and format

o Inserting formatted SparkSession logs to facilitate your work

Technical requirements

You can also find the code for this chapter in the GitHub repository here: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook.

Using Jupyter Notebook is not mandatory but can help you see how the code works interactively.
Since we will execute Python and PySpark code, it can help us understand the scripts better. Once
you have it installed, you can execute Jupyter using the following line:

$ jupyter Notebook


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
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It is recommended to create a separate folder to store the Python files or Notebooks we will cover in
this chapter; however, feel free to organize the files in the best way that fits you.

In this chapter, all recipes will need a SparkSession instance initialized, and you can use the same
session for all of them. You can use the following code to create your session:

from pyspark.sqgl import SparkSession
spark = SparkSession.builder \

.master ("local[1]") \
.appName ("chapter6_ schemas") \
.config("spark.executor.memory", '3g') \

.config("spark.executor.cores", '1') \
.config("spark.cores.max", '1') \
.getOrCreate ()

Note

A WARN message as output is expected in some cases, especially if you are using WSL on
Windows, so you don’t need to worry.

Applying schemas to data ingestion

The application of schemas is common practice when ingesting data, and PySpark natively supports
applying them to DataFrames. To define and apply schemas to our DataFrames, we need to understand
some concepts of Spark.

This recipe introduces the basic concept of working with schemas using PySpark and its best practices
so that we can later apply them to structured and unstructured data.

Getting ready

Make sure PySpark is installed and working on your machine for this recipe. You can run the following
code on your command line to check this requirement:

$ pyspark --version
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You should see the following output:

/12/30 17:08:05 WARN Utils: Your hostname, _ _ resolves to a loopback address: 127.8.1.1; using 172.24.17.76 instead (on interface ethe)
/12/30 17:08:85 WARN Utils: Set SPARK_LOCAL_IP if you need to bind to another address
Welcome to

version 3.1.2

Using Scala version 2.12.10, OpenJDK 64-Bit Server VM, 1.8.6_342
Branch HEAD

[Compiled by user centos on 2021-85-24T04:27:48Z

Revision de351e30a90dd988b133b3deefa6218bfcabas8bs

url https://github.com/apache/spark

[Type --help for more information.

Figure 6.1 — PySpark version console output

If don’t have PySpark installed on your local machine, please refer to the Installing PySpark recipe in
Chapter 1.

I will use Jupyter Notebook to execute the code to make it more interactive. You can use this link and
follow the instructions on the screen to install it: https://jupyter.org/install.

If you already have it installed, check the version using the following code on your command line:

$ jupyter --version

The following screenshot shows the expected output:

er core packages...
IPython : 7.
ipykernel
ipywidgets
jupyter_client
jupyter_core
jupyter_server

0
Ul
®
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P ow
w ®

jupyterlab
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Figure 6.2 — Jupyter package versions

As you can see, the Notebook version was 6 . 4 . 4 at the time this book was written. Make sure to
always use the latest version.


https://jupyter.org/install
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How to do it...
Here are the steps to carry out the recipe:

1. Creating mock data: Before applying the schema to our DataFrame, we need to create a simple
set containing simulated data of people’s information in this format—ID, name, last name,
age, and gender:

my data = [("3456","Cristian", "Rayner",30,"M"),
("3567","Guto", "Flower",35,"M"),
("9867", "Yasmin", "Novak",23,"F"),
("3342","Tayla", "Mejia",645,"F"),
("8890", "Barbara", "Kumar",20,"F")
1

2. Importing and structuring the schema: The next step is to import the types and create the
structure of our schema:

from pyspark.sqgl.types import StructType, StructField,
StringType, IntegerType
schema = StructType ([ \
StructField("id", StringType (), True), \
StructField ("name", StringType (), True), \
StructField ("lastname", StringType (), True), \
StructField("age", IntegerType (), True), \
StructField ("gender", StringType (), True), \
1)

3. Creating the DataFrame: Then, we make the DataFrame, applying the schema we have created:
df = spark.createDataFrame (data=my data, schema=schema)

When printing our DataFrame schema using the . printSchema () method, this is the
expected output:

|-- id: string (nullable = true)

| -- name: string (nullable = true)

| -- lastname: string (nullable = true)
|-- age: integer (nullable = true)

|-- gender: string (nullable = true)

Figure 6.3 — The DataFrame schema
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How it works...

Before understanding the methods in step 2, let’s step back a bit and understand the concept of

a DataFrame.

DataFrame is like a table with data stored and organized in a two-dimensional array, which resembles
a table from a relational database such as MySQL or Postgres. Each line corresponds to a record,
and libraries such as pandas and PySpark, by default, assign a record number internally to each line

(or index).

'

Rows &—

Columns

N T

Name Team Number Position ge
Avery Bradley  Boston Celtics 0.0 PG 25.0
John Holland Boston Celtics 30.0 SG 27.0
Boston Celtics PF 29.0
Jordan Mickey NaN PF 21.0
Terry Rozier Boston Celtics 12.0 220
Jared Sullinger | Boston Celtics 7.0 C NaN
Evan Turner I\ Boston Celtics 11.0 SG R
Data

oG

Figure 6.4 — GeeksforGeeks DataFrame explanation

Note

Speaking of the Pandas library, it is common to refer to a column in a Pandas DataFrame as
a series and expect it to behave like a Python list. It makes it easier to manipulate data for

analysis and visualization.

The objective of using a DataFrame is to utilize the several optimizations for data processing under

the hood that Spark brings, which are directly linked to parallel processing.

Back to the schema definition in our schema variable, let’s take a look at the code we created:

schema = StructType ([ \
StructField("id",StringType (), True), \
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StructField ("name", StringType (), True), \

(
StructField("lastname",StringType (), True), \
StructField("age", IntegerType(), True), \
StructField ("gender", StringType (), True), \

1)

The first object we declare is the St ructType class. This class will create an object of collection or
our rows. Next, we declare a St ructField instance, representing our column with its name, data
type, whether it is nullable, and its metadata when applicable. StructField must be in the same
order as the columns in the DataFrame; otherwise, it can generate errors due to the incompatibility
of a data type (for example, the column has string values, and we are setting it as an integer) or the
presence of null values. Defining St ructField is an excellent opportunity to standardize the name
of the DataFrame and, therefore, the analytical data.

Finally, StringType and IntegerType are the methods that will cast the data type into the
respective columns. They were imported at the beginning of the recipe and derived from the SQL types
inside PySpark. In our mock data example, we defined the 1d and age columns as IntegerType
since we expect no other kind of data in them. However, there are many situations where the id
column is referred to as a string type, usually when the data comes from different systems.

Here we used StringType and IntegerType, but many others can be used to create context
and standardize our data. Refer to the following figure:

StringType ShortType
ArrayType IntegerType
MapType LongType
StructType FloatType
DateType DoubleType
TimestampType DecimalType
BooleanType ByteType
CalendarintervalType | HiveStringType
BinaryType ObjectType
NumericType NullType

Figure 6.5 — SparkbyExample table of data types in Spark

You can understand more about how to apply the Spark data types in the Spark official documentation
here: https://spark.apache.org/docs/latest/sql-ref-datatypes.html.


https://spark.apache.org/docs/latest/sql-ref-datatypes.html
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There’s more...

When handling terminology, there needs to be a common understanding about using a dataset or
DataFrame, especially if you are a newcomer to the data world.

A dataset is a collection of data containing rows and columns (for example, relational data) or
documents and files (for example, non-relational data). It comes from a source and is available in
different file formats.

On the other hand, a DataFrame is derived from a dataset, presenting the data in a tabular form even
if that is not the primary format. The DataFrame can transform a MongoDB document collection
into a tabular organization based on the configurations set when it is created.

See also

More examples on the SparkbyExample site can be found here: https://sparkbyexamples.
com/pyspark/pyspark-sqgl-types-datatype-with-examples/.

Importing structured data using a well-defined schema

As seen in the previous chapter, Ingesting Data from Structured and Unstructured Databases, structured
data has a standard format presented in rows and columns and is often stored inside a database.

Due to its format, the application of a DataFrame schema tends to be less complex and has several
benefits, such as ensuring the ingested information is the same as the data source or follows a rule.

In this recipe, we will ingest data from a structured file such as a CSV file and apply a DataFrame

schema to understand better how it is used in a real-world scenario.

Getting ready

This exercise requires the 1istings. csv file found inside the GitHub repository for this book.
Also, make sure your SparkSession is initialized.

All the code in this recipe can be executed in Jupyter Notebook cells or a PySpark shell.

How to do it...
Here are the steps to perform this recipe:

1. Importing Spark data types: Besides St ringType and IntegerType, we will include two
more data types in our import, FloatType and DateType, shown as follows:

from pyspark.sqgl.types import StructType, StructField,
StringType, IntegerType, FloatType, DateType, DoubleType
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2. Creating the schema: Based on the columns inside the CSV file, let’s insert their names into
each StructField and assign them to a respective data type:

schema = StructType ([ \
StructField ("id", IntegerType (), True), \
StructField ("name", StringType (), True), \
StructField("host_ id",IntegerType (), True), \
StructField ("host name",StringType (), True), \
StructField ("neighbourhood group",StringType (), True), \
StructField ("neighbourhood", StringType (), True), \
StructField("latitude",DoubleType (), True), \
StructField ("longitude",DoubleType (), True), \
StructField ("room type",StringType (), True), \
StructField ("price",FloatType (), True), \
StructField ("minimum nights", IntegerType (), True), \
StructField ("number of reviews", IntegerType (), True), \
StructField("last review",DateType(),True), \
StructField("reviews per month",FloatType (), True), \

StructField("calculated host listings
count", IntegerType () , True), \

StructField("availability 365", IntegerType (), True), \
StructField ("number of reviews_ ltm", IntegerType(),True), \
StructField("license", StringType (), True)

1)

3. Reading the CSV file with the schema defined: Now let’s read our 1istings.csv file
with the .options () configurations and add the . schema () method with the schema
variable seen in step 2.

df = spark.read.options (header=True, sep=',',
multiLine=True, escape='""')\
.schema (schema) \
.csv('listings.csv')

If everything is well set, you should see no output from this execution.

4. Checking the read DataFrame: We can check the schema of our DataFrame by executing the
following code:

df .printSchema ()
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You should see the following output:

|-- id: integer (nullable = true)

|-- name: string (nullable = true)

|-- host_id: integer (nullable = true)
|-- host_name: string (nullable = true)
| -- neighbourhood_group: string (nullable = true)
|-- neighbourhood: string (nullable = true)
|-- latitude: double (nullable = true)
|-- longitude: double (nullable = true)
|-- room_type: string (nullable = true)
\
\
\
\
\
\
\
\
\

-- price: float (nullable = true)

-- minimum_nights: integer (nullable = true)

-- number_of_reviews: integer (nullable = true)

-- last_review: date (nullable = true)

-- reviews_per_month: float (nullable = true)

-- calculated_host_listings_count: integer (nullable = true)
-- awvailability_ 365: integer (nullable = true)

-- number_of_reviews_ltm: integer (nullable = true)

-- license: string (nullable = true)

Figure 6.6 - listings.csv DataFrame schema

How it works...

We made a few additions in this exercise that differ from the last recipe, Applying schemas to data ingestion.

As usual, we started by importing the required methods to make the script work. We added three
more data types: float, double, and date. The choice was made based on what the CSV file contained.
Let’s look at the first lines of our file, as you can see in the following screenshot:

id name  host_id host_nam neighbouineighbou latitude longitude room_typ price  minimum number_clast_review reviews_g calculatec availabilit number_clicense
2818 QuietGari 3159 Daniel Oostelijk|5.236.435 494.358 Private ro 49 3 285 21/11/2021 1.81 1 62 7 0363 5F3A 5684 6750 D14D
20168 Studio wit 59484 Alexander Centrum-(5.236.407 489.393 Private ro 106 1 339 09/04/2020 2.30 2 o 0 0363 CBB3 2C10 0C2A 1E29
27886 Romantic, 97647 Flip Centrum-'5.238.761 489.188 Private ro 134 2 228 20/02/2022 1.84 1 189 9 0363 974D 4986 7411 88D8
28871 Comfortal 124245 Edwin Centrum-5.236.775  489.092 Private ro 7 2 379 05/03/2022 2.70 2 146 43 0363 6078 EA74 0BDS 2F6F
29051 Comfortal 124245 Edwin Centrum-(5.236.584  489.111 Private ro 55 2 532 04/03/2022 3.98 2 170 53 0363 6078 EA74 0BDS 2F6F
24391 Quiet 2-b¢ 194779 Jan Centrum-5.237.168 491.471 Entire hor 240 3 a1 28/08/2021 0.29 1 0 2 0363 E76E FOGA C1DD 172C

Figure 6.7 - listings.csv view from Microsoft Excel

We can observe different types of numerical fields; some require more decimal places, and last
review is in a date format. Because of this, we made additional library imports, as you can see in
the following piece of code:

from pyspark.sqgl.types import StructType, StructField, StringType,
IntegerType, FloatType, DoubleType, DateType

Step 2 is similar to what we did before, where we attributed the column names and their respective
data types. It is in step 3 that we made the schema attribution using the schema () method from the
SparkSession class. If the schema contains the same number of columns as the file, we should
expect no output here; otherwise, this message will appear:
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22/12/30 22:21:45 WARN CSVHeaderchecker: Number of column in CSV header is not equal to number of fields in the schema:
Header length: 18, schema size: 15
csv file: file:///home/glauesppen/listings.csv

Figure 6.8 — Output warning message when the schema does not match

The content is important, even if it is a WARN log message. Looking closely, it says the schema does
not match the number of columns in the file. This could be a problem later in the ETL pipeline when
loading data into a data warehouse or any other analytical database.

There’s more...

If you go back to Chapter 4, you will observe that one of our CSV readings contains an inferSchema
parameter inserted into the options () method. Refer to the following code:

df 2 = spark.read.options(header=True, sep=',"',
multiLine=True, escape='"",
inferSchema=True) \
.csv('listings.csv')

This parameter tells Spark to infer the data types based on the traits of the rows. For example, if a row has
a value without quotation marks and is a number, there is a good chance this is an integer. However, if
it contains a quotation mark, Spark can interpret it as a string, and any numerical operation will break.

In the recipe, if we use inferSchema, we will see a very similar print Schema output from the
schema we defined, except for some fields that were interpreted as DoubleType and that we declared
as FloatType or DateType. This is shown in the following screenshot:

|-- id: integer (nullable = true) |-- id: long (nullable = true)
|-- name: string (nullable = true) |-- name: string (nullable = true)
|-- host_id: integer (nullable = true) |-- host_id: integer (nullable = true)

-- host_name: string (nullable = true) |-- host_name: string (nullable = true)
-- neighbourhcod_group: string (nullable = true) | -- neighbourhood_group: string (nullable = true)
-- neighbourhood: string (nullable = true) |-- neighbourhood: string (nullable = true)

- latitude: double (nullable = true) |-- latitude: double (nullable = true)
- longitude: double (nullable = true) | -- longitude: double (nullable = true)
| -- room_type: string (nullable = true)
|-- price: integer (nullable = true)
| -- minimum_nights: integer (nullable = true)
| -- number_of_reviews: integer (nullable = true)

|
I
I
|
|
|-- room_type: string (nullable = true)

|-- price: float (nullable = true)

|-- minimum_nights: integer (nullable = true)
|-- number_of_reviews: integer (nullable = true)
|

|

|

I
I
|

--_last review: date (nullable = true) -- last_review: string (nullable = true)
-- reviews per _month: float (nullable = true) -- reviews_per_month: double (nullable = true)
-- calculated_host_listings_count: integer (nullable = true) -- calculated_host_listings_count: integer (nullable = true)
-- availability_365: integer (nullable = true) |-- availability 365: integer (nullable = true)
-- number_of_reviews_ltm: integer (nullable = true) | -- number_of_reviews_ltm: integer (nullable = true)
-- license: string (nullable = true) |-- license: string (nullable = true)
With schema applied Using inferSchema

Figure 6.9 - Schema comparison when using a schema with inferSchema
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Even though it seems like a tiny detail, when dealing with streaming or a large dataset and few
computational resources, it can make a difference. Float types have a small range and bring in high
processing power. Double data types bring more precision and are used to decrease mathematical
errors or values being rounded by decimal data types.

See also

Read more about float and double types on the Hackr IO website here: https://hackr.io/
blog/float-vs-double.

Importing unstructured data without a schema

As seen before, unstructured data or NoSQL is a group of information that does not follow a format,
such as relational or tabular data. It can be presented as an image, video, metadata, transcripts, and so
on. The data ingestion process usually involves a JSON file or a document collection, as we previously
saw when ingesting data from MongoDB.

In this recipe, we will read a JSON file and transform it into a DataFrame without a schema. Although
unstructured data is supposed to have a more flexible design, we will see some implications of not
having any schema or structure in our DataFrame.

Getting ready...

Here, we will use the holiday brazil.json file to create the DataFrame. You can find it in the
GitHub repository here: https://github.com/PacktPublishing/Data-Ingestion-
with-Python-Cookbook.

We will use SparkSession to read the JSON file and create a DataFrame to ensure the session is
up and running.

All code can be executed in a Jupyter Notebook or at PySpark shell.

How to do it...
Let’s now read our holiday brazil.json file, observing how Spark handles it:

1. Reading the JSON file: Since our file has nested objects, we will passmultiline asa parameter
to the options () method. We will also let PySpark infer the data types in it:

df json = spark.read.option("multiline","true") \
.json('holiday brazil.json')

If all goes right, you should see no output.
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2. Printing the inferred schema: Using the printSchema () method, we can see how PySpark
interpreted the data types of each key:

df json.printSchema ()

The following screenshot is the expected output:

root
|-- holidays: array (nullable = true)
|-- element: struct (containshull = true)
| |-- country: string (nullable = true)
| |-- date: string (nullable = true)
| |-- name: string (nullable = true)
| |-- observed: string (nullable = true)
| |-- public: boolean (nullable = true)
| |-- wuid: string (nullable = true)
| |-- weekday: struct (nullable = true)
| | |-- date: struct (nullable = true)
| | | |-- name: string (nullable = true)
| | | |-- numeric: string (nullable = true)
| | |-- observed: struct (nullable = true)
| | | |-- name: string (nullable = true)
| | | |-- numeric: string (nullable = true)
-- requests: struct (nullable = true)
|-- available: long (nullable = true)
|-- resets: string (nullable = true)
|-- used: long (nullable = true)
-- status: long (nullable = true)
-- warning: string (nullable = true)

Figure 6.10 - holiday_brazil.json DataFrame schema

3. Visualizing it with Pandas: Let’s use the toPandas () function to visualize our DataFrame better:
df json.toPandas ()

You should see this output:

helidays requests status warning

0 [(BR,2021-01-01, New Year's Day, 2021-01-01, ... (9991, 2022-11-01 00:00:00, 9) 200 These results do not include state and provinc...

Figure 6.11 — Output of toPandas() vision from the DataFrame

How it works...

Let’s take a look at the output from step 2:
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root
|-- holidays: array (nullable = true)
|-- element: struct (containshull = true)
| |-- country: string (nullable = true)
|-- date: string (nullable = true)
|-- name: string (nullable = true)
|-- observed: string (nullable = true)
|-- public: boolean (nullable = true)
|-- wuid: string (nullable = true)
|-- weekday: struct (nullable = true)
| |-- date: struct (nullable = true)
| | |-- name: string (nullable = true)
| | |-- numeric: string (nullable = true)
| |-- observed: struct (nullable = true)
| | |-- name: string (nullable = true)
| | |-- numeric: string (nullable = true)
-- requests: struct (nullable = true)
|-- available: long (nullable = true)
|-- resets: string (nullable = true)
|-- used: long (nullable = true)
-- status: long (nullable = true)
-- warning: string (nullable = true)

Figure 6.12 — Holiday_brasil.json DataFrame schema

As we can observe, Spark only brought four columns, the first four keys in the JSON file, and ignored
the rest of the other nested keys by keeping them inside the main four ones. This happens because
Spark needs to handle the parameter better by flattening values from nested fields, even though we
passed multiline asa parameter in the options () configuration.

Another important point is that data types inferred for the numeric keys inside the weekday array
are string values and should be integers. This happened because those values have quotation marks,
as you can see in the following figure:
"weekday” : {
"date":
“name" : |
"numeric”:
"observed”:

"name" : '

"numeric”:"1

Figure 6.13 — weekday objects

Applying this to a real-world scenario where it is crucial to have a qualitative evaluation, these
unformatted and schemaless DataFrame can create problems later when uploaded to a data warehouse.
If a field suddenly changes its name or is unavailable in the source, it can lead to data inconsistency.
There are some ways to solve this, and we will cover this further in the following recipe, Ingesting
unstructured data with a well-defined schema and format.
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However, there are plenty of other scenarios where a schema is not needed to be defined or unstructured
data doesn’'t need to be standardized. An excellent example is application logs or metadata, where data
is often linked to the application’s or system’s availability to send the information. In that case, solutions
such as ElasticSearch, DynamoDB, and many others are good storage options that provide query
support. In other words, most of the issues here will be more inclined to generate a quantitative output.

Ingesting unstructured data with a well-defined schema
and format

In the previous recipe, Importing unstructured data without schema, we read a JSON file without any
schema or formatting application. This led us to an odd output, which could bring confusion and require
additional work later in the data pipeline. While this example pertains specifically to a JSON file, it
also applies to all other NoSQL or unstructured data that needs to be converted into analytical data.

The objective is to continue the last recipe and apply a schema and standard to our data, making it

more legible and easy to process in the subsequent phases of ETL.

Getting ready

This recipe has the exact same requirements as the Importing unstructured data without a schema recipe.

How to do it...
We will perform the following steps to perform this recipe:

1. Importing data types: As usual, let’s start by importing our data types from the PySpark library:

from pyspark.sql.types import StructType, ArrayType,
StructField, StringType, IntegerType, MapType

2. Structuring the JSON schema: Next, we set the schema based on how the JSON is structured:

schema = StructType ([ \
StructField('status', StringType(), True),
StructField('holidays', ArrayType (
StructType ([

StructField('name', StringType (), True),
StructField('date', DateType(), True),
StructField ('observed', StringType(), True),
StructField('public', StringType(), True),
StructField('country', StringType (), True),
StructField ('uuid', StringType(), True),

StructField ('weekday', MapType (StringType (),
MapType (StringType () , StringType () , True) , True) )
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1)
))
1)
3. Applying the schema: Similar to the CSV reading, we add the schema () method to apply
the schema created in the previous step:
df json = spark.read.option("multiline","true") \
_J p ©
.schema (schema) \
.Jjson('holiday brazil.json')
4. Expanding the columns: Using the explode () method, let’s broaden the fields inside the
holidays column:
from pyspark.sql.functions import explode
exploded json = df json.select ('status', explode("holidays").
alias ("holidaysExplode")) \
.select ("status", "holidaysExplode.*")
5. Expanding more columns: This is an optional step, but if needed, we can keep growing and
flattening the other columns with nested content inside:
exploded json2 = exploded json.select ("*", explode('weekday') .
alias ('weekday type', 'weekday objects'))
6. Seeing our DataFrame: Using the toPandas () function, we can better view what our
DataFrame looks like now:
exploded json2.toPandas ()
You should see the following output:
status name date observed public country uuid weekday weekday_type weekday_objects
| 2021-  2021-01- b58254f9-b38b-42¢1- {'date': {'name': 'Friday', {'name': 'Friday",
0 Nome  New¥earsDay o1 4 o 'we BR 8530-95a095798b0c numeric's ', ... date numeric': 5}
. 2021-  2021-01- b58254f9-b38b-42c1- {'date': {'name": 'Friday', {'name': 'Friday",
1 Nene  NewYearsDay 1o o e BR 8b30-952095798b0c ‘numeric': '5), ... observed ‘numeric': '5'}
2021-  2021-02- 26346ac8-b1c7-4dfb-  {'date': {'name': 'Monday', {'name': 'Monday',
2R cns SUSRWIEE) G 5 (=D BB bda2-64c1cadd5cc9 ‘numeric’s "1}, "... e ‘numeric’: 1}
2021-  2021-02- 26346ac8-b1c7-4dfb- {'date': {'name': 'Monday"', {'name": 'Monday"',
3 None Shrove Monday 02-15 15 false BR bda2-64c1cad445cc9 'numeric': '1'}, ... observed 'numeric': '1'}
2021-  2021-02- 4a764c30-0b8e-4182- {'date': {'name': 'Tuesday', {'name': ‘Tuesday",
4 Nome  ShroveTuesday gy 1q 16 false BR b89d-edb419213c7b ‘numeric': 2, ... date ‘numeric': '2'}
2021-  2021-02- 4a764c30-0b8e-4182- {'date': {'name': 'Tuesday', {'name': 'Tuesday',
5 None Shrove Tuesday o 16 16 false BR b89d-edbd19213c7b ‘numeric’: ‘21, ... observed ‘numeric’: '2'}
{'date": {'name": \ o .
6 None Ash Wednesday 32?11 ; 2021-0127- false BR L%%Zﬁi?;‘gﬁi}?&:g 'Wednesday', 'numeric': date {'name’: r‘ﬁlj?::::d ?:)3[')’

'3

Figure 6.14 - The DataFrame with expanded columns

The final DataFrame can be saved as a Parquet file, which can make the next steps in the data pipeline
easier to handle.
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How it works...

As you can observe, this JSON file has some complexity due to the number of nested objects. When
handling a file such as this, we can use several approaches. When coding, there are many approaches
to reaching a solution. Let’s understand how this recipe works.

In step 1, two new data types were imported—ArrayType and MapType. Even though there is
some confusion when using each type, it is somewhat simple to understand when looking at the
JSON structure.

We used ArrayType for the holiday key because its structure looks like this:
holiday : [{},{}...]

It is an array (or a list if we use Python) of objects, each representing a holiday in Brazil. When
ArrayType has other objects inside it, we need to re-use StructType to inform Spark of the
structure of objects that reside inside. That’s why in step 2, our schema started to look like this:

StructField('holidays', ArrayType (
StructType ([

1)
))

The following new data type is MapType. This type refers to an object with other objects inside. If
we are only using Python, it can be referred to as a dictionary. PySpark extends this data type from
a superclass in Spark, and you can read more about that here: https://spark.apache.org/
docs/2.0.1/api/java/index.html?org/apache/spark/sqgl/types/MapType.
html.

The syntax of MapType requires the key-value type, the value type, and whether it accepts null values.
We used this type in the weekday field, as you can see here:

StructField ('weekday', MapType (
StringType () ,MapType (
StringType () , StringType (), True)
,True))

Maybe this is the most complex structure we have seen so far, and that was due to how JSON gets
structured through it:

weekday : {

day : {{}, {}},
observed : {{}, {}}

}


https://spark.apache.org/docs/2.0.1/api/java/index.html?org/apache/spark/sql/types/MapType.html
https://spark.apache.org/docs/2.0.1/api/java/index.html?org/apache/spark/sql/types/MapType.html
https://spark.apache.org/docs/2.0.1/api/java/index.html?org/apache/spark/sql/types/MapType.html
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The structure in our schema created MapType for weekday and the subsequent keys, day
and observed.

Once our schema is defined and applied to our DataFrame, we can make a preview of it using
df_json.show (). If the schema does not match the JSON structure, you should see this output:

Fomm o Fommm +
| status|holidays |
N R +
| null]| null |
R R — +

Figure 6.15 — df_json print
This demonstrates that Spark was unable to create the DataFrame correctly. The best action in this
situation is to apply the schema step by step until the problem is resolved.

To flatten our fields inside the holidays column, we need to use a function from PySpark called
explode, as you can see here:

from pyspark.sqgl.functions import explode

To apply the changes, we need to attribute the results to a variable where it will create a new DataFrame:

exploded json = df json.select ('status', explode("holidays").
alias ("holidaysExplode")) \

.select ("holidaysExplode.*")

Note

Although it seems redundant, preventing the original DataFrame from being modified is a
good practice. If anything goes wrong, we don’t need to reread the file because we have the
intact state of the original DataFrame.

Using the select () method, we select the column that will remain intact and expand the desired
one. We do so because Spark requires at least one column flattened as a reference. As you can observe,
the other columns regarding the status of the API ingestion were removed from this schema.

The second parameter of select () is the explode () method, where we pass the holiday column
and attribute an alias. The second chain, select (), will only retrieve the holidaysExplode
column. Step 5 follows the same process but for the weekdays column.
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There’s more...

As we previously discussed, there are many ways of flattening a JSON and applying a schema. You can
see an example from Thomas at his Medium blog here: ht tps : / /medium. com/@thomaspt 748/
how-to-flatten-json-files-dynamically-using-apache-pyspark-cé6blb5£d4777.

He uses Python functions to decouple the nested fields and then apply the PySpark code.

Towards Data Science also offers a solution using Python’s lambda function. You can see it here: https: //
towardsdatascience.com/flattening-json-records-using-pyspark-
b83137669def.

Flattening the JSON file can be a fantastic approach but requires more knowledge of complex Python
functions. Again, there is no right way of doing it; it is important to bring a solution that you and
your team can support.

See also

You can read more about the PySpark data structures here: https: //sparkbyexamples.com/
pyspark/pyspark-structtype-and-structfield/.

Inserting formatted SparkSession logs to facilitate your
work

A commonly underestimated best practice is how to create valuable logs. Applications that log
information and small code files can save a significant amount of debugging time. This is also true
when ingesting or processing data.

This recipe approaches the best practice of logging events in our PySpark scripts. The examples here
will give a more generic overview, which can be applied to any other piece of code and will even be
used later in this book.

Getting ready

We will use the 1istings. csv file to execute the read method from Spark. You can find this
dataset inside the GitHub repository for this book. Make sure your SparkSession is up and running.

How to do it...
Here are the steps to perform this recipe:

1. Setting the log level: Now, using sparkContext, we will assign the log level:

spark.sparkContext.setLogLevel ("INFO")


mailto:https://medium.com/@thomaspt748/how-to-flatten-json-files-dynamically-using-apache-pyspark-c6b1b5fd4777
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https://towardsdatascience.com/flattening-json-records-using-pyspark-b83137669def
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Instantiating the log4j logger: The next step is to create a variable that instantiates the
getLogger () method:

Logger= spark. jvm.org.apache.log4j.Logger
syslogger = Logger.getLogger ( name )

Creating our logs: With getLogger () instantiated, we can now call the internal methods
representing the log levels, such as ERROR or INFO:

syslogger.error ("Error message sample")
syslogger.info ("Info message sample")

This gives us the following output:

23/01/@4 11:11:53 ERROR _ main__: Error message sample
23/01/84 11:11:53 INFO _ main_ : Info message sample

Figure 6.16 — Log message output example from Spark

Creating a DataFrame: Now, let’s create a DataFrame using a file we have already seen in this
chapter and observe the output:

try:
df = spark.read.options (header=True, sep=',',
multiLine=True, escape='"",
inferSchema=True) \
.csv('listings.csv')
except Exception as e:
syslogger.error (f"Error message: {e}")

You should see the following output:

11:29:20 INFO InMemoryFileIndex: It tock 17 ms to list leaf files for 1 paths.
11:29:20 INFO MemoryStore: Block broadcast_@ stored as values in memory (estimated size 3@7.6 KiB, free 365.0 MiB)
11:29:20 INFO MemoryStore: Block broadcast_@_piece® stored as bytes in memory (estimated size 27.6 KiB, free 366.8 Mi

11:29:20 INFO BlockManagerInfo: Added broadcast_@_piece® in memory on 172.31.148.225:46585 (size: 27.6 KiB, free: 366.

11:29:20 INFOQ SparkContext: Created breoadcast @ from csv at NativeMethodAccessorImpl.java:@

11:29:20 INFO FileInputFormat: Total input files to process : 1

11:29:20 INFO FileInputFormat: Total input files to process : 1

11:29:28 INFO SparkContext: Starting job: csv at NativeMethodAccessorImpl.java:@

11:29:20 INFO DAGScheduler: Got job @ (csv at NativeMethodAccessorImpl.java:@) with 1 output partitions

Figure 6.17 — PySpark logs output

Don’t worry if more lines are showing in your console; the image was cut to make it more readable.

177



178

Using PySpark with Defined and Non-Defined Schemas

How it works...

Let’s explore a bit of what was done in this recipe. Spark has a native library called 10g4 Jj, or
rootLogger. 1og4j is the default logging mechanism Spark uses to throw all log messages such
as TRACE, DEBUG, INFO, WARN, ERROR, and FATAL. The severity of the message increases with
each level. By default, Spark has logs at the WARN level, so new messages started to appear when we
set it to INFO, such as memory store information.

We will observe more INFO logs when we execute a spark-submit command to run PySpark (we
will cover this later in Chapter 11).

Depending on how big our script is and which environment it belongs to, it is a good practice to set
it only to show ERROR messages. We can change the log level with the following code:

spark.sparkContext.setLogLevel ("ERROR")

As you can observe, we used sparkContext to set the log level. sparkContext is a crucial
component in Spark applications. It manages the cluster resources, coordinates the execution of tasks,
and provides an interface for interacting with distributed datasets and performing computations in a
distributed and parallel manner. Defining the log level of our code will prevent levels below ERROR
from appearing on the console, making it cleaner:

Logger= spark. jvm.org.apache.log4j.Logger
syslogger = Logger.getLogger ( name )

Next, we retrieved our 10g4j module and its Logger class from the instantiated session. This class
has a method to show logs already formatted as Spark does. The _name _ parameter will retrieve
the name of the current module from the Python internals; in our case, it is main.

With this, we can create customized logs as follows:

syslogger.error ("Error message sample')
syslogger.info("Info message sample")

And, of course, you can ally the PySpark logs with your Python output for a complete solution using
a try..except exception-handling closure. Let’s simulate an error by passing the wrong filename
to our reading function as follows:

try:
df = spark.read.options (header=True, sep=',"',
multiLine=True, escape='"",
inferSchema=True) \
.csv('listings.cs') # Error here
except Exception as e:
syslogger.error (f"Error message: {e}")
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You should see the following output message:

23/01/84 11:59:11 ERROR _ main__: Error message: Path does not exist: file:/home/glauesppen/listings.cs

Figure 6.18 — Error message formatted by log4j

There’s more...

Many more customizations are available in 10g4 3, but this might require a little more work. For
example, you can change some WARN messages to appear as ERROR messages and prevent the script
from continuing to be processed. A practical example in this chapter would be the Importing structured

data using a well-defined schema recipe, when the number of columns in the schema does not match
the file.

You can read more about it on Ivan Trusov’s blog page here: https://polarpersonal .medium.
com/writing-pyspark-logs-in-apache-spark-and-databricks-8590c28d1d51.

See also

o You can find more about the PySpark best practices here: https://climbtheladder.
com/10-pyspark-logging-best-practices/.

o Read more about sparkContext and how it works in the Spark official documentation
here: https://spark.apache.org/docs/3.2.0/api/java/org/apache/
spark/SparkContext.html.

Further reading

e https://www.tibco.com/reference-center/what-is-structured-data
¢ https://spark.apache.org/docs/latest/sql-programming-guide.html
¢ https://mungingdata.com/pyspark/schema-structtype-structfield/

¢ https://sparkbyexamples.com/pyspark/pyspark-select-nested-
struct-columns/

e https://benalexkeen.com/using-pyspark-to-read-and-flatten-json-
data-using-an-enforced-schema/

e https://towardsdatascience.com/json-in-databricks-and-pyspark-
26437352f0e9
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Analytical data is a bundle of data that serves various areas (such as finances, marketing, and sales) in
a company, university, or any other institution, to facilitate decision-making, especially for strategic
matters. When transposing analytical data to a data pipeline or a usual Extract, Transform, and Load
(ETL) process, it corresponds to the final step, where data is already ingested, cleaned, aggregated,
and has other transformations accordingly to business rules.

There are plenty of scenarios where data engineers must retrieve data from a data warehouse or any
other storage containing analytical data. The objective of this chapter is to learn how to read analytical
data and its standard formats and cover practical use cases related to the reverse ETL concept.

In this chapter, we will learn about the following topics:

o Ingesting Parquet files

o Ingesting Avro files

o Applying schemas to analytical data

o Filtering data and handling common issues
o Ingesting partitioned data

o Applying reverse ETL

o Selecting analytical data for reverse ETL

Technical requirements

Like Chapter 6, in this chapter too, some recipes will need SparkSession initialized, and you can
use the same session for all of them. You can use the following code to create your session:

from pyspark.sqgl import SparkSession
spark = SparkSession.builder \
.master ("local [1]") \
.appName ("chapter7 analytical data") \
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.config("spark.executor.memory", '3g') \
.config("spark.executor.cores", '2') \
.config("spark.cores.max", '2') \
.getOrCreate ()

Note

A WARN message as output is expected in some cases, especially if you are using WSL on
Windows, so you don’t need to worry if you receive one.

You can also find the code from this chapter in its GitHub repository here: https://github.
com/PacktPublishing/Data-Ingestion-with-Python-Cookbook.

Ingesting Parquet files

Apache Parquet is a columnar storage format that is open source and designed to support fast processing.
It is available to any project in a Hadoop ecosystem and can be read in different programming languages.

Due to its compression and fastness, this is one of the most used formats when needing to analyze
data in great volume. The objective of this recipe is to understand how to read a collection of Parquet
files using PySpark in a real-world scenario.

Getting ready

For this recipe, we will need SparkSession to be initialized. You can use the code provided at the
beginning of this chapter to do so.

The dataset for this recipe will be Yellow Taxi Trip Records from New York. You can download it by
accessing the NYC Government website and selecting 2022 | January | Yellow Taxi Trip Records
or using this link:

https://d37ci6évzurychx.cloudfront.net/trip-data/yellow_
tripdata 2022-01.parquet

Feel free to execute the code with a Jupyter notebook or a PySpark shell session.


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
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How to do it...

Here are the steps to perform this recipe:

1.

3.

Setting the Parquet file path: To create a DataFrame based on the Parquet file, we have two
options: pass the filename or the path of the Parquet file. In the following code block, you can
see an example of passing only the name of the file:

df = spark.read.parquet ('chapter7 parquet files/
yellow tripdata 2022-01.parquet')

For the second option, we remove the Parquet filename, and Spark handles the rest. You can
see how the code looks in the following code block:

df = spark.read.parquet ('chapter7 parquet files/')

Getting our DataFrame schema: Now, let’s use the .printSchema () function to see whether
the DataFrame was created successfully:

df .printSchema ()

You should see the following output:

| -- vendoriD: long (nullable = true)

| -- tpep pickup datetime: timestamp (nullable = true)
| -- tpep dropoff datetime: timestamp (nullable = true)
| -- passenger count: double (nullable = true)

|-- trip distance: double (nullable = true)

| -- RatecodeID: double (nullable = true)

|-- store and fwd flag: string (nullable = true)

| -- PULocationID: long (nullable = true)

| -- DOLocationID: long (nullable = true)

| -- payment_type: long (nullable = true)

| -- fare_amount: double (nullable = true)

| -- extra: double (nullable = true)

| -- mta_tax: double (nullable = true)

|-- tip_amount: double (nullable = true)

|-- tolls_amount: double (nullable = true)

| -- improvement surcharge: double (nullable = true)

| -- total amount: double (nullable = true)

| -- congestion_surcharge: double (nullable = true)

| -- airport_fee: double (nullable = true)

Figure 7.1 - Yellow taxi trip DataFrame schema

Visualizing with pandas: This is an optional step since it requires your local machine to have
enough processing capacity and can freeze your kernel trying to process it.

To take a better look at the DataFrame, let’s use . toPandas (), as shown:
df .toPandas () .head (10)
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You should see the following output:

VendorlD tpep_pickup_datetime tpep_dropoff _datetime passenger_count trip_distance RatecodelD store_and_fwd_flag PU

0 1 2022-01-01 00:35:40 2022-01-01 00:53:29 20 3.80 10 N
1 1 2022-01-01 00:33:.43 2022-01-01 00:42:07 1.0 210 1.0 N
2 2 2022-01-01 00:53:21 2022-01-01 01:02:19 1.0 0.97 10 N
3 2 2022-01-01 00:25:21 2022-01-01 00:35:23 1.0 1.09 1.0 N
4 2 2022-01-01 00:36:48 2022-01-01 01:14:20 1.0 4.30 1.0 N
5 1 2022-01-01 00:40:15 2022-01-01 01:09:48 1.0 10.30 10 N
6 2 2022-01-01 00:20:50 2022-01-01 00:34:58 1.0 5.07 1.0 N
7 2 2022-01-01 00:13:04 2022-01-01 00:22:45 1.0 202 1.0 N
8 2 2022-01-01 00:30:02 2022-01-01 00:44:49 1.0 271 1.0 N
9 2 2022-01-01 00:48:52 2022-01-01 00:53:28 1.0 078 1.0 N

Figure 7.2 - Yellow taxi trip DataFrame with pandas visualization

How it works...

As we can observe in the preceding code, reading Parquet files is straightforward. Like many Hadoop
tools, PySpark natively supports reading and writing Parquet.

Similar to JSON and CSYV files, we used a function that derives from the . read method to inform
PySpark that a Parquet file will be read, as follows:

spark.read.parquet ()

We also saw two ways of reading, passing only the folder where the Parquet file is or passing the path
with the Parquet filename. The best practice is to use the first case since there is usually more than
one Parquet file, and reading just one may cause several errors. This is because each Parquet file inside
the respective Parquet folder corresponds to a piece of the data.

After reading and transforming the dataset into a DataFrame, we printed its schema using the
.printSchema () method. As the name suggests, it will print and show the schema of the DataFrame.
Since we didn't specify the schema we want for the DataFrame, Spark will infer it based on the data
pattern inside the columns. Don’t worry about this now; we will cover this further in the Applying
schemas to analytical data recipe.

Using the . printSchema () method before doing any operations in the DataFrame is an excellent
practice for understanding the best ways to handle the data inside.

Finally, as the last step of the recipe, we used the . toPandas () method to visualize our data
better since the . show () Spark method is not intended to bring friendly visualizations like pandas.
However, we must be cautious when using the . toPandas () method since it needs computational
and memory power to translate the Spark DataFrame into a pandas DataFrame.



Ingesting Avro files

There’s more...

Now, let’s understand why parquet is an optimized file format for big data. Parquet files are column-
oriented, stored in data blocks and in small chunks (a data fragment), allowing optimized reading and
writing. In the following diagram, you can visually observe how parquet organizes data at a high level:

Column-Oriented Data Parquet Data Block
- - - Row Group Row Group
OOEE | |e==d||[s==

i —5— .: - e | | o
GO oo | || oo

Figure 7.3 - Parquet file structure diagram by Darius Kharazi (https://dkharazi.github.io/blog/parquet)

Parquet files can frequently be found in a compressed form. This adds another layer of efficiency to
improve data storage and transfer. A compressed Parquet file will look like this:

yellow tripdata 2022-01.snappy.parquet

The snappy name informs us of the compression type and is crucial when creating a table in AWS
Athena, Impala, or Hive. It is similar to the gzip format but more optimized for a massive volume
of data.

See also

o You can read more about Apache Parquet in the official documentation: https: //parquet.
apache.org/docs/overview/motivation/

o If you want to test other Parquet files and explore more data from Open Targets Platform,
access this link: http://ftp.ebi.ac.uk/pub/databases/opentargets/
platform/22.11/output/etl/parquet/hpo/

Ingesting Avro files

Like Parquet, Apache Avro is a widely used format to store analytical data. Apache Avro is a leading
method of serialization to record data and relies on schemas. It also provides Remote Procedure
Calls (RPCs), making transmitting data easier and resolving problems such as missing fields, extra
fields, and naming fields.
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In this recipe, we will understand how to read an Avro file properly and later comprehend how it works.

Getting ready

This recipe will require SparkSession with some different configurations from the previous Ingesting
Parquet files recipe. If you are already running SparkSession, stop it using the following command:

spark.stop ()

We will create another session in the How to do it... section.

The dataset used here can be found at this link: https://github.com/PacktPublishing/
Data-Ingestion-with-Python-Cookbook/tree/main/Chapter 7/ingesting
avro_files.

Feel free to execute the code in a Jupyter notebook or your PySpark shell session.

How to do it...
Here are the steps to perform this recipe:

1. Creating a custom SparkSession: To read an avro file, we need to import a . jars file in
our SparkSession configuration, as follows:

from pyspark.sgl import SparkSession
spark = SparkSession.builder \
.master ("local[1]") \

.appName ("chapter7 analytical data avro") \

.config("spark.executor.memory", '3g') \
.config("spark.executor.cores", '2') \
.config("spark.cores.max", '2') \
.config("spark.jars.packages", 'org.apache.spark:spark-

avro 2.12:2.4.4"') \
.getOrCreate ()
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When executed, this code will provide an output similar to this:

Ivy Default Cache set to: /home QNN -ivy2/cache

The jars for the packages stored in: /home S/ .ivy2/jars

org.apache.spark#spark-avro_2.12 added as a dependency

:: resolving dependencies :: org.apache.spark#spark-submit-parent-8d3fbo3d-3e80-4b6f-a5d2-76a3d63@b546;1.0
confs: [default]
found org.apache.spark#spark-avro 2.12;2.4.4 in central
found org.spark-project.spark#unused;1.0.9 in central

downloading https://repol.maven.org/maven2/org/apache/spark/spark-avro_2.12/2.4.4/spark-avro_2.12-2.4.4.jar ...
[SUCCESSFUL ] org.apache.spark#spark-avro 2.12;2.4.41spark-avro_2.12.jar (21ms)

:: resolution report :: resolve 2671ms :: artifacts dl 22ms
11 modules in use:
org.apache.spark#spark-avro_2.12;2.4.4 from central in [default]
org.spark-project.spark#unused;1.9.0 from central in [default]

| | modules || artifacts |
| conf | number| search|dwnlded|evicted|| number|dwnlded|
| default | 2 | 2 | 1 | e || 2 | 1 |

11 retrieving :: org.apache.spark#spark-submit-parent-8d3fb9o3d-3e8@-4b6f-a5d2-76a3d636b546
confs: [default]
1 artifacts copied, 1 already retrieved (98kB/3ms)

23/01/18 20:44:37 WARN NativeCodelLoader: Unable to load native-hadoop library for your platform... using builtin-java classes w
here applicable

Using Spark's default log4j profile: org/apache/spark/logdj-defaults.properties
Setting default log level to "WARN".
To adjust logging level use sc.setlLoglevel(newLevel). For SparkR, use setlLoglevel(newlLevel).

Figure 7.4 - SparkSession logs when downloading an Avro file package

It means the avro package was successfully downloaded and ready to use. We will later cover
how it works.

2. Creating the DataFrame: With the . jars file configured, we will pass the file format to
.read and add the files path:

df = spark.read.format ('avro').load('chapter7 avro files/file.
avro')

3. Printing the schema: Using . printSchema (), lets retrieve the schema of this DataFrame:

df .printSchema ()
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You will observe the following output:

As we can observe, this DataFrame contains the same data as the Parquet file covered in the last recipe,

Ingesting Parquet files.

How it works...

As you can observe, we started this recipe slightly differently by creating SparkSession with a
custom configuration. This is because, since version 2.4, Spark does not natively provide an internal

vendorId: long (nullable = true)

tpep pickup datetime: timestamp (nullable = true)
tpep dropoff datetime: timestamp (nullable = true)
passenger count: double (nullable = true)

trip distance: double (nullable = true)
ratecodeId: double (nullable = true)
store_and fwd flag: string (nullable = true)
puLocationId: long (nullable = true)
doLocationId: long (nullable = true)

payment type: long (nullable = true)

fare_amount: double (nullable = true)

extra: double (nullable = true)

mta_tax: double (nullable = true)

tip amount: double (nullable = true)

tolls amount: double (nullable = true)
improvement_surcharge: double (nullable = true)
total amount: double (nullable = true)

congestion surcharge: double (nullable = true)
airport fee: double (nullable = true)

Figure 7.5 — DataFrame schema from the Avro file

API to read or write Avro files.

If you try to read the file used here without downloading the . jars file, you will get the following

€rror message:
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AnalysisException Traceback (most recent call last)
/tmp/ipykernel_554/1991426988.py in
----» 1 df = spark.read.format( avro').load( chapter7_avro files/")

~/.local/lib/python3.8/site-packages/pyspark/sql/readwriter.py in (self, path, format, schema, **

options)
282 self.options(**options)
283 if isinstance(path, str):
--> 204 return self._df(self._jreader.load(path))
285 elif path is not None:
206 if type(path) 1= list:
~/.local/lib/python3.8/site-packages/py4j/java_gateway.py in (self, *args)
1382
1303 answer - self.gateway_client.send_command (command)
-> 1304 return_value = get_return_value(
1385 answer, self.gateway client, self.target_id, self.name)
1386
~f.local/lib/python3.8/site-packages/pyspark/sql/utils.py in (*a, **kw)
115 # Hide where the exception came from that shows a non-Pythonic
116 # JvM exception message.
--> 117 raise converted from None
118 else:
119 raise

fAnalysisException: Failed to find data source: avro. Avro is built-in but external data source module
since Spark 2.4. Please deploy the application as per the deployment section of "Apache Avro Data Sou
rce Guide”.

Figure 7.6 - Error message when Spark cannot find the Avro file package

Reading the error message, we can notice it is recommended to search for a third-party (or external)
source called Apache Avro Data Source, so Spark will be able to install the required packages and read
the avro file. Check out the Spark third-parties documentation, which can be found here: https://
spark.apache.org/docs/latest/sgl-data-sources-avro.html#data-source-
option.

Even though the documentation has some helpful information about how to set it for different
languages, such as Scala or Python, you might find the org.apache.spark:spark-
avro 2.12:3.3.1.jars fileincompatible with some PySpark versions, and so the recommendation
isto use org.apache.spark:spark-avro 2.12:2.4.4.

Databricks, a company founded by the Spark creators, also has a public . jars file to be downloaded, but it
is also incompatible with some versions of PySpark: com. databricks:spark-avro 2.11:4.0.0.

Due to the non-existence of an internal API to handle this file, we need to inform Spark of the format
of the file, as shown here:

spark.read.format ('avro')

We did the same thing when reading MongoDB collections, as seen in Chapter 5, in the Ingesting data
from MongoDB using PySpark recipe.
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Once our file is converted into a DataFrame, all other functionalities and operations are identical
without prejudice. As we saw, Spark will infer the schema and transform it into a columnar format.

There’s more...

Now that we know about both Apache Parquet and Apache Avro, you might wonder when to use each.
Even though both are used to store analytical data, some key differences exist.

The main difference is how they store data. Parquet stores are in a columnar format, while Avro stores
data in rows, which can be very efficient if you want to retrieve the entire row or dataset. However,
columnar formats are much more optimized for aggregations or larger datasets, and parquet also
supports more efficient queries using large-scale data and compression.

—
>
g % g >
3 3 3 ®
Name Lastname [ | Address Age ® 3 A
Columnar Format Row Format

Figure 7.7 — Columnar versus row format

On the other hand, Avro files are commonly used for data streaming. A good example is when using
Kafka with Schema Registry, it will allow Kafka to verify the file’s expected schema in real time. You
can see some example code in the Databricks documentation here: https://docs.databricks.
com/structured-streaming/avro-dataframe.html.

See also

Read more about how Apache Avro works and its functionalities on the official documentation page
here: https://avro.apache.org/docs/.
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Applying schemas to analytical data

In the previous chapter, we saw how to apply schemas to structured and unstructured data, but the
application of a schema is not limited to raw files.

Even when working with already processed data, there will be cases when we need to cast the values
of a column or change column names to be used by another department. In this recipe, we will learn
how to apply a schema to Parquet files and how it works.

Getting ready

We will need SparkSession for this recipe. Ensure you have a session that is up and running. We
will use the same dataset as in the Ingesting Parquet files recipe.

Feel free to execute the code using a Jupyter notebook or your PySpark shell session.

How to do it...
Here are the steps to perform this recipe:

1. Looking at our columns: As seen in the Ingesting Parquet files recipe, we can list the columns
and their inferred data types. You can see the list as follows:

VendorID: long

tpep pickup datetime: timestamp
tpep dropoff datetime: timestamp
passenger count: double

trip distance: double
RatecodeID: double
store _and fwd flag: string
PULocationID: long
DOLocationID: long

payment type: long

fare amount: double

extra: double

mta tax: double

tip_amount: double

tolls amount: double
improvement surcharge: double
total amount: double

congestion surcharge: double
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2. Structuring our schema: With the columns noted, it is easier to structure a schema using PySpark
code. Let’s use this opportunity to change the name of some columns, such as VendorID, to
a more readable form. Refer to the following code:

from pyspark.sqgl.types import StructType, StructField,
StringType, LongType, DoubleType, TimestampType

schema = StructType ([ \

1)

StructField ("vendorId", LongType () ,True), \
StructField("tpep pickup datetime", TimestampType () ,True),
StructField ("tpep_dropoff datetime", TimestampType() ,True),
StructField("passenger count", DoubleType() ,True), \
StructField("trip distance", DoubleType() ,True), \
StructField ("ratecodeId", DoubleType() ,True), \
StructField("store and fwd flag", StringType() ,True), \
StructField ("puLocationId", LongType() ,True), \
StructField ("doLocationId", LongType() ,True), \
StructField ("payment type", LongType() ,True), \
StructField("fare amount", DoubleType() ,True), \
StructField ("extra", DoubleType() ,True), \
StructField("mta_tax", DoubleType() ,True), \
StructField("tip amount", DoubleType () ,True), \
StructField("tolls amount", DoubleType() ,True), \
StructField ("improvement surcharge", DoubleType() ,True), \
StructField("total amount", DoubleType() ,True), \
StructField ("congestion surcharge", DoubleType () ,True), \
StructField("airport fee", DoubleType() ,True), \

3. Applying the schema: With the schema stored in a variable, we can attribute it to a new
DataFrame and reread the parquet file:

df new schema = spark.read.schema (schema) .parquet ('chapter7
parquet files/yellow tripdata 2022-01.parquet')

4. Printing the new DataFrame schema: When printing the schema, we can see the name of
some columns changed as we set them on the schema object in step I

df_new_schema.printSchema ()
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Executing the preceding code will provide the following output:
root
|-- vendorid: long (nullable = true)
|-- tpep_pickup datetime: timestamp (nullable = true)
| -- tpep_dropoff_datetime: timestamp (nullable = true)
|-- passenger count: double (nullable = true)
|-- trip_distance: double (nullable = true)
|-- ratecodeld: double (nullable = true)
|-- store and fwd flag: string (nullable = true)
|-- puLocationId: long (nullable = true)
|-- doLocationid: long (nullable = true)
| -- payment_type: long (nullable = true)
|-- fare_amount: double (nullable = true)
|-- extra: double (nullable = true)
|-- mta_tax: double (nullable = true)
|-- tip_amount: double (nullable = true)
|-- tolls amount: double (nullable = true)
| -- improvement surcharge: double (nullable = true)
|-- total _amount: double (nullable = true)
| -- congestion_surcharge: double (nullable = true)
|-- airport_fee: double (nullable = true)

Figure 7.8 — DataFrame with new schema applied

5. Visualizing with pandas: This step is optional since it may require some processing capacity
from your local machine. We can double-check whether the final output is correct using the
.toPandas () function, as follows:

df new schema.toPandas () .head(10)
The output looks like this:

vendorld tpep_pickup_datetime tpep_dropoff_datetime passenger_count trip_distance ratecodeld store_and_fwd_flag pulc

w o N o o B W N

1 2022-01-01 00:35:40 2022-01-01 00:53:29 20 3.80 10 N
1 2022-01-01 00:33:43 2022-01-01 00:42:07 10 210 10 N
2 2022-01-01 00:53:21 2022-01-01 01:02:19 1.0 0.97 10 N
2 2022-01-01 00:25:21 2022-01-01 00:35:23 1.0 1.09 1.0 N
2 2022-01-01 00:36:48 2022-01-01 01:14:20 1.0 4.30 10 N
1 2022-01-01 00:40:15 2022-01-01 01:09:48 1.0 10.30 1.0 N
2 2022-01-01 00:20:50 2022-01-01 00:34:58 1.0 5.07 1.0 N
2 2022-01-01 00:13:04 2022-01-01 00:22:45 1.0 202 1.0 N
2 2022-01-01 00:30:02 2022-01-01 00:44:49 1.0 271 1.0 N
2 2022-01-01 00:48:52 2022-01-01 00:53:28 10 078 10 N

As you can see, no numerical data has changed, and therefore the data integrity remains.

Figure 7.9 - Yellow taxi trip DataFrame visualization with pandas
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How it works...

As we can observe in this exercise, defining and setting the schema for a DataFrame is not complex.
However, it can be a bit laborious when we think about knowing the data types or declaring each
column of the DataFrame.

The first step to start the schema definition is understanding the dataset we need to handle. This can
be done by consulting a data catalog or even someone in more contact with the data. As a last option,
you can create the DataFrame, let Spark infer the schema, and make adjustments when re-creating
the DataFrame.

When creating the schema structure in Spark, there are a few items we need to pay attention to, as
you can see here:

o StructType: The first thing to do is to declare the St ruct Type object, which represents the
schema of a list of StructField.

o StructField: StructField will define the name, data type, and whether the column allows
null or empty fields.

o Data types: The last thing to bear in mind is where we will define the column’s data type; as
you can imagine, a few data types are available. You can always consult the documentation
to see the supported data types here: https: //spark.apache.org/docs/latest/
sgl-ref-datatypes.html.

Once we have defined the schema object, we can easily attribute it to the function that creates the
DataFrame using the . schema () method, as we saw in step 3.

With the DataFrame created, all the following commands remain the same.

There’s more...

Let’s do an experiment where instead of using TimestampType (), we will use DateType () . See
the following portion of the changed code:

StructField("tpep pickup datetime", DateType() ,True), \
StructField("tpep dropoff datetime", DateType() ,True), \

If we repeat the steps using the preceding code change, an error message will appear when we try to
visualize the data:
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23/©5/01 11:22:50 ERROR Executor: Exception in task .0 in stage .0 (TID @)
java.lang.NullPointerException

at org.apache.spark.sql.execution.vectorized.OnHeapColumnVector.putLong(OnHeapColumnVector.j
ava:327)

at org.apache.spark.sql.execution.datasources.parquet.VectorizedColumnReader.decodeDictionar
yIds(VectorizedColumnReader.java:418)

at org.apache.spark.sql.execution.datasources.parquet.VectorizedColumnReader.readBatch(Vecto
rizedColumnReader.java:288)

at org.apache.spark.sql.execution.datasources.parquet.VectorizedParquetRecordReader.nextBatc
h(VectorizedParquetRecordReader.java:283)

at org.apache.spark.sql.execution.datasources.parquet.VectorizedParquetRecordReader.nextKeyV
alue(VectorizedParquetRecordReader.java:181)

at org.apache.spark.sql.execution.datasources.RecordReaderIterator.hasNext(RecordReaderItera
tor.scala:37)

at org.apache.spark.sql.execution.datasources.FileScanRDD$$anon$1l.hasNext(FileScanRDD.scala:
93)

at org.apache.spark.sql.execution.datasources.FileScanRDD$$anon$l.nextIterator(FileScanRDD.s
cala:173)

at org.apache.spark.sql.execution.datasources.FileScanRDD$$anon$l.hasNext(FileScanRDD.scala:

Figure 7.10 — Error reading the DataFrame when attributing an incompatible data type

The reason behind this is the incompatibility of these two data types when formatting the data inside
the column. DateType () uses the yyyy-MM-dd format, while TimestampType () uses
yyy-MM-dd HH:mm:ss.SSSS.

Looking closely at both columns, we see hour, minute, and second information. If we try to force it
into another format, it could corrupt the data.
See also

Learn more about the Spark data types here: https://spark.apache.org/docs/3.0.0-
preview/sqgl-ref-datatypes.html.

Filtering data and handling common issues

Filtering data is a process of excluding or selecting only the necessary information to be used or stored.
Even analytical data must be re-filtered to meet a specific need. An excellent example is data marts
(we will cover them later in this recipe).

This recipe aims to understand how to create and apply filters to our data using a real-world example.

Getting ready

This recipe requires SparkSession, so ensure yours is up and running. You can use the code
provided at the beginning of the chapter or create your own.

The dataset used here will be the same as in the Ingesting Parquet files recipe.
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To make this exercise more practical, let’s imagine we want to analyze two scenarios: how many trips
each vendor made and what hour of the day there are more pickups. We will create some aggregations
and filter our dataset to carry out those analyses.

How to do it...
Here are the steps to perform this recipe:

1. Reading the Parquet file: Let’s start by reading our Parquet file, as the following code shows:
df = spark.read.parquet ('chapter7 parquet files/')
2. Getting the vendor in ascending order: Let’s imagine a scenario where we want to filter all the

vendorId instances and how many trips each vendor carried out in January (the timeframe
of our dataset). We can use a . groupBy () function with . count (), as follows:

df .groupBy ("vendorId") .count () .orderBy ("vendorId") .show ()

This is what the vendor trip count looks like:

oo oo +
|vendorid| count|
oo - +
| 1| 742273|
| 2|1716059 |
| 5] 36|
| 6] 5563|
oo - +

Figure 7.11 - vendorld trips count

3. Retrieving the busiest pickup hours: Now, let’s group by the hours of the pickups using the
tpep_pickup datetime column, as shown in the following code. Then, we make a count
and order it in an ascending flow:

from pyspark.sqgl.functions import year, month, dayofmonth

df .groupBy (hour ("tpep pickup datetime")) .count ().
orderBy ("count") . show ()
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This is what the output looks like:

e +------ +
| hour(tpep_pickup datetime)| count|
Fo-mm e e +------ +
| 4| 12827
| 5| 14444
| 3| 193e8|
| 2| 29193]
| 6| 36206
| 1| 42313
| 0| 60065
| 7| 74137
| 23| 8eze9|
| 8| 101528
| 22|104649 |
| 9|189376]|
| 21]109629 |
| 20]117995 |
| 10|119816|
| 11]129561 |
| 12]142216|
| 13| 147878|
| 19]151346 |
| 14]163858|
Fo-mm e e +------ +
only showing top 20 rows

Figure 7.12 — Count of trips per hour

As you can observe, at 14 hours and 19 hours, there is an increase in the number of pickups. We can
think of some possible reasons for this, such as lunchtime and rush hour.

How it works...

Since we are already very familiar with the reading operation to create a DataFrame, let’s go straight
to step 2:

df .groupBy ("vendorId") .count () .orderBy ("vendorId") .show ()

As you can observe, the chain of functions here closely resembles SQL operations. This is because,
behind the scenes, we are using the native SQL methods a DataFrame supports.

Note

Like the SQL operations, the order of the methods in the chain will influence the result, and
even whether it will result in a success or not.
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In step 3, we added a little bit more complexity by extracting the hour value from the tpep pickup
datetime column. That was only possible because this column is of the timestamp data type. Also, we
ordered by the count column this time, which was created once we invoked the . count () function,
similar to the SQL. You can see this in the following code:

df .groupBy (hour ("tpep pickup datetime")) .count ().orderBy("count") .
show ()

There are plenty of other functions, such as . filter () and .select (). You can find more
PySpark functions here: https://spark.apache.org/docs/latest/api/python/
reference/pyspark.sqgl/functions.html.

There’s more...

The analysis in this recipe was carried out using SQL functions natively supported by PySpark. However,
these functions are not a good fit for more complex queries.

In those cases, the best practice is to use the SQL API of Spark. Let’s see how to do it in the code
that follows:

1. Creating a temporary view: First, we will create a temporary view based on our DataFrame.
For this, we use the . createOrReplaceTempView () method and pass a name to our
temporary view, as follows:

df .createOrReplaceTempView ("ny yellow taxi data")

2. Inserting our SQL query: Using the SparkSession variable (spark), we will invoke
.sql () and pass a multi-lined string containing the desired SQL code. To make it easier to
visualize the results, let’s also attribute it to a variable called vendor groupby.

Observe we use the temporary view name to indicate where the query will be made:

vendor groupby = spark.sql (

nnn

SELECT vendorId, COUNT (*) FROM ny yellow taxi data
GROUP BY vendorId

ORDER BY COUNT (¥*)

)
Executing this code will not generate an output.

3. Showing our results: Once the query is executed and instantiated on a variable, it will be a
Spark DataFrame object, and the . show () method will work to bring the results, as shown
in the following code:

vendor groupby.show ()


https://spark.apache.org/docs/latest/api/python/reference/pyspark.sql/functions.html
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This is the output:
Hommmmmm tmmmmme - +
| vendorId|count(1)]
Fommm e oo +
| 5 36
| 6| 5563 |
| 1| 742273
| 2| 1716059|
Hommmmmm tmmmmme - +

Figure 7.13 — vendorld counts of trips using SQL code

The downside of using the SQL API is that the error logs might sometimes be unclear. See the
following screenshot:

AnalysisException: expression 'ny yellow taxi data. tpep pickup datetime™' is neither present in the
group by, nor is it an aggregate function. Add to group by or wrap in first() (or first_value) if you
don't care which value you get.;
Aggregate [vendorId#0L], [VendorID#eL, tpep pickup datetime#1, tpep dropoff datetime#2, passenger cou
nt#3, trip_distance#4, RatecodeID#5, store_and fwd_flag#6, PULocationID#7L, DOLocationID#8L, payment_
type#9L, fare_amount#le, extra#ll, mta_tax#12, tip_amount#13, tolls_amount#14, improvement_surcharges#
15, total_amount#16, congestion_surcharge#17, airport_fee#18]
+- SubqueryaAlias ny_yellow_taxi_data

+- Relation[vendorID#8L,tpep_pickup_datetime#1,tpep_dropoff_datetime#2,passenger_count#3,trip_dist
ance#d,RatecodeID#5,store_and_fwd_flag#6,PULocationID#7L,D0LocationID#8L, payment_type#9L,fare_amount#
10,extra#ll,mta tax#12,tip amount#13,teolls amount#14,improvement surcharge#15,total amount#16,congest
ion_surcharge#17,airport_fee#18] parquet

Figure 7.14 — Spark error when SQL does not have the right syntax

This screenshot shows the result of a query where the syntax was incorrect when grouping by the
tpep pickup datetime column. In scenarios like this, the best approach is to debug using baby
steps, executing the query operations and conditionals one by one. If your DataFrame comes from
a table in a database, try to reproduce the query directly on the database and see whether there is a
more intuitive error message.

Data marts

As mentioned at the beginning of this recipe, one common use case for ingesting and re-filtering
analytical data is to use it in a data mart.
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Data marts are a smaller version of a data warehouse, with data concentrated on one subject, such as
from a financial or sales department. The following diagram shows how they tend to be organized:

Operating

G ~»  Purchasing

Metadata

Staging data — P Sales

Summary data Raw data \
Flat files

Data sources

> Inventory

Staging area Warehouse Data marts Users

Figure 7.15 — Data marts diagram

Implementing the data mart concept has many benefits, such as reaching specific information or
guaranteeing temporary access to a strict piece of data for a project without managing the security
access of several users to the data warehouse.

See also

Find out more about data marts and data warehouse concepts on the Panoply.io blog: https://
panoply.io/data-warehouse-guide/data-mart-vs-data-warehouse/.

Ingesting partitioned data

The practice of partitioning data is not recent. It was implemented in databases to distribute data across
multiple disks or tables. Actually, data warehouses can partition data according to the purpose and
use of the data inside. You can read more here: https://www. tutorialspoint.com/dwh/
dwh partitioning strategy.htm

In our case, partitioning data is related to how our data will be split into small chunks and processed.
In this recipe, we will learn how to ingest data that is already partitioned and how it can affect the

performance of our code.

Getting ready

This recipe requires an initialized SparkSession. You can create your own or use the code provided
at the beginning of this chapter.


https://panoply.io/data-warehouse-guide/data-mart-vs-data-warehouse/
https://panoply.io/data-warehouse-guide/data-mart-vs-data-warehouse/
https://www.tutorialspoint.com/dwh/dwh_partitioning_strategy.htm
https://www.tutorialspoint.com/dwh/dwh_partitioning_strategy.htm

Ingesting partitioned data

The data required to complete the steps can be found here: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/
Chapter 7/ingesting partitioned data.

You can use a Jupyter notebook or a PySpark shell session to execute the code.

How to do it...
Use the following steps to perform this recipe:

1. Creating the DataFrame for the February data: Let’s use the usual way for creating a DataFrame
from a Parquet file, but this time passing only the month we want to read:

df partitioned = spark.read.parquet ("chapter7 partitioned files/
month=2/")

You should see no output from this execution.

2. Using pandas to show the results: Once the DataFrame is created, we can better visualize the
results using pandas:

df partitioned.toPandas ()
You should observe this output:

VendorlD tpep_pickup_datetime tpep_dropoff_datetime passenger_count trip_distance RatecodelD store_and_fwd_flag PUI

0 2 2022-02-01 00:00:23 2022-02-01 00:17:08 1.0 7.98 1.0 N
1 2 2022-02-01 03:00:05 2022-02-01 03:15:08 30 262 10 N
2 2 2022-02-01 00:01:20 2022-02-01 00:24:59 1.0 10.83 1.0 N
3 2 2022-02-01 03:30.04 2022-02-01 03:34:05 3.0 0.85 1.0 N
4 2 2022-02-01 00:00:46 2022-02-01 00:15:43 5.0 3n 1.0 N
5 2 2022-02-22 11:31:12 2022-02-22 11:42:30 3.0 1.50 1.0 N
-] 2 2022-02-01 00:01:08 2022-02-01 00:20:08 50 7.33 1.0 N

Figure 7.16 - Yellow taxi trip DataFrame visualization using partitioned data

Observe that in the tpep _pickup datetime column, there is only data from February, and now
we don’t need to be very preoccupied with the processing capacity of our local machine.

How it works...

This was a very simple recipe, but there are some important concepts that we need to understand a bit.

As you can observe, all the magic happens during the creation of the DataFrame, where we pass not
only the path where our Parquet files are stored but also the name of another subfolder containing
the month reference. Let’s take a look at how this folder is organized in the following screenshot:
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~ Jupyter

Files Running Clusters
Select items to perform actions on them.
(0o | ~ W/ chapter7_partitioned_files
O.
3 month=1
O month=12

(3 month=2

(3 month=4

O

O

O

O O month=3
O

O 0 month=5
O

O success

Figure 7.17 — Folder showing data partitioned by month

Note

The SUCCESS file indicates that the partitioning write process was successfully made.

Inside the chapter7 partitioned_ files folder, there are other subfolders with a number of
references. Each of these subfolders represents a partition, in this case, categorized by month.

If we look inside a subfolder, we can observe one or more Parquet files. Refer to the following screenshot:

— Jupyter

Files Running Clusters
Select items to perform actions on them

[Jo ~ W/ chapter7_partitioned_files / month=2
O

oD part-00000-036f3a47-a3a3-4c05-8e6b-9da1548784e7.c000.snappy.parquet

Figure 7.18 - Parquet file for February

Partitions are an optimized form of reading or writing a specific amount of data from a dataset. That’s
why using pandas to visualize the DataFrame was faster this time.
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Partitioning also makes the execution of transformations faster since data will be processed using
parallelism across the Spark internal worker nodes. You can visualize it better in the following figure:

df_company_locations

(id, companyLocation)
(001, Porto)

(002, Lisbon)

(003, Rio de Janeiro)
(004, Palo Alto)
(005, London)

(006, Lima)

(007, Budapest)
(008, Munich)

(009, Paris)

(010, Buenos Aires)

There’s more...

As we saw, working with partitions to save data on a large scale brings several benefits. However,
knowing how to partition your data is the key to reading and writing data in a performative way. Lets

|

|

partition

(003, Rio de Janeiro),
(005, London),

(006, Lima)
(007, Budapest)

(001, Porto)

(010, Buenos Aires)

(004, Palo Alto)
(008, Munich)

1
1
1
1
1
1
1
1
1
(002, Lisbon) 1
1
1
1
1
1
1
1
1
(009, Paris) 1

Spark Cluster

Worker
Partitions| |Partitions| [Partitions
Node1 Node2 Node3

Figure 7.19 - Partitioning parallelism diagram

list the three most important best practices when writing partitions:

o Use the right columns to partition: In this exercise, we saw an example of partitioning by the
column called month, but it is possible to partition over any column and even to use a column
with year, month, or day to bring more granularity. Normally, partitioning reflects what the

best way to retrieve the data will be.

~ Jupyter

Files Running Clusters
Select items to perform actions on them

[J o0 ~ W/ chapter7_partitioned_files
D.

3 month=1

D D month=12

3 month=2

D O month=3

(3 month=4

[J [ month=5

3 _success

Figure 7.20 - Partition folders by month
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o Coalesce small files: Depending on how our SparkSession is configured or where it
will write the final files, Spark can create small parquet/avro files. From a large data scale
perspective, reading these small files can prejudice performance.

A good practice is to use coalesce () while invoking the write () function to aggregate
the files into a small amount. Here is an example:

df.coalesce (1) .write.parquet ('myfile/path')

You can find a good article about it here: ht tps: //www.educba.com/pyspark-
coalesce/.

+ Avoid over-partitioning: This follows the same logic as the previous one. Over-partitioning
will create small files since we split them using a granularity rule, and then Spark's parallelism
will be slowed.

See also

You can find more good practices here: https://climbtheladder.com/10-spark-
partitioning-best-practices/.

Related to the topic of partitioning, we also have the database sharding concept. It is a very interesting
topic, and the MongoDB official documentation has a very nice post about it here: ht tps: //www.
mongodb.com/features/database-sharding-explained.

Applying reverse ETL

As the name suggests, reverse ETL takes data from a data warehouse and inserts it into a business
application such as HubSpot or Salesforce. The reason behind this is to make data more operational
and use business tools to bring more insights to data that is already in a format ready for analysis or
analytical format.

This recipe will teach us how to architect a reverse ETL pipeline and about the commonly used tools.

Getting ready

There are no technical requirements for this recipe. However, it is encouraged to use a whiteboard
or a notepad to take notes.

Here, we will work with a scenario where we are ingesting data from an e-learning platform. Imagine
we received a request from the marketing department to better understand user actions on the platform
using the Salesforce system.

The objective here will be to create a diagram showing the data flow process from a source of data to
the Salesforce platform.
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https://climbtheladder.com/10-spark-partitioning-best-practices/
https://www.mongodb.com/features/database-sharding-explained
https://www.mongodb.com/features/database-sharding-explained
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How to do it...

To make this exercise more straightforward, we will assume we already have data stored in the database
for the e-learning platform:

1. Ingesting user action data from the website: Let’s imagine we have a frontend API that sends
useful information about our user’s actions and behavior on the e-learning platform to our
backend databases. Refer to the following diagram to see what it looks like:

</

Frontend
API
User personal data [ Internal system events ]
[ Course information J [ Other website events J
v
Backend

S

Figure 7.21 — Data flow from the frontend to an APl in the backend

2. Processing it using ETL: With the available data, we can pick the necessary information that
the marketing department needs and put it into the ETL process. We will ingest it from the
backend database, apply any cleansing or transformations needed, and then load it into our

data warehouse.
S8

Backend Data Warehouse
storage

Figure 7.22 - Diagram showing backend storage to the data warehouse
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3. Storing data in a data warehouse: After the data is ready and transformed into an analytical
format, it will be stored in the data warehouse. We don’t need to worry here about how data is
modeled. Let’s assume a new analytical table will be created just for this processing purpose.

4. ETL to Salesforce: Once data is populated in the data warehouse, we need to insert it into the
Salesforce system. Let’s do this using PySpark, as you can see in the following figure:

g

Data Warehouse Reverse ETL

Figure 7.23 - Data warehouse data flow to Salesforce

With data inside Salesforce, we can advise the marketing team and automate this process to be triggered
on a necessary schedule.

How it works...

Although it seems complicated, the reverse ETL process is similar to an ingest job. In some cases,
adding a few more transformations to fit the final application model might be necessary, but isn’t
complex. Now, let’s take a closer look at what we did in the recipe.

Data Sources

Reverse ETL HubSppt
T
@
—

Data Warehouse @ \
‘

Google Ads

Figure 7.24 — Reverse ETL diagram overview

First, we need to understand whether we already have the requested raw data stored in our internal
database to meet the marketing department’s needs. If we don’t, the data team is responsible for
reaching out to the responsible developers to verify how to accomplish that.
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Once this is checked, we proceed with the usual ETL pipeline. Normally, there will be SQL transformations
to filter or group information based on the needs of the analysis. Then, we store it in a source of truth,
such as a main data warehouse.

It is in step 4 that the reverse ETL occurs. The origin of this name is because, normally, the ETL process
involves retrieving data from an application such as Salesforce and storing it in a data warehouse.
However, in recent years, these tools have become another form of better understanding how users
are behaving or interacting with our applications.

With user-centric feedback solutions with analytical data, we can get better insights into and access
to specific results. Another example besides Salesforce can be a machine learning solution to predict
whether some change in the e-learning platform would result in improved user retention.

There’s more...

To carry out reverse ETL, we can create our own solution or use a commercial one. Plenty of solutions
on the market retrieve data from data warehouses and connect dynamically with business solutions.
Some can also generate reports to provide feedback to the data warehouse again, improving the quality
of information sent and even creating other analyses. The cons of these tools are that most are paid
solutions, and free tiers tend to include one or few connections.

One of the most used reverse ETL tools is Hightouch; you can find out more here: https://
hightouch.com/.

See also

You can read more about reverse ETL at Astasia Myers’ Medium blog: https://medium.com/
memory-leak/reverse-etl-a-primer-4e6694dcc7fb.

Selecting analytical data for reverse ETL

Now that we know what reverse ETL is, the next step is to understand which types of analytical data
are a good use case to load into a Salesforce application, for example.

This recipe continues from the previous one, Applying reverse ETL, intending to illustrate a real scenario
of deciding what data will be transferred into a Salesforce application.

Getting ready

This recipe has no technical requirements, but you can use a whiteboard or a notepad for annotations.

Still using the example of a scenario where the marketing department requested data to be loaded
into their Salesforce account, we will now go a little deeper to see what information is relevant for
their analysis.
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We received a request from the marketing team to understand the user journey in the e-learning platform.
They want to understand which courses are watched most and whether some need improvement.
Currently, they don’t know what information we have in our backend databases.

How to do it...

Let’s work on this scenario in small steps. The objective here will be to understand what data we need
to accomplish the task:

1. Consulting the data catalog: To simplify our work, let’s assume our data engineers worked on
creating a data catalog with the user information collected and stored in the backend databases.
In the following diagram, we can better see how the information is stored:

s ™ N\ ~
user_data payments finances
. S S . J
g A N\ a
video_encoding_logs course_information google_analytics
\ 7 7 - >
4 N N\ { \
network_traffic [ database_logs videos
\. J J J

Figure 7.25 - Tables of interest for reverse ETL highlighted

As we can see, there are three tables with potentially relevant information to be retrieved:
user data, course_information, and videos.

2. Selecting the raw data: We can see highlighted in the following diagram the columns that can
provide the information needed for the analysis:

Figure 7.26 — Tables and respective columns highlighted as relevant for reverse ETL
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3. Transforming and filtering data: Since we need a single table to load data into Salesforce, we
can make a SQL filter and join the information.

How it works...

As mentioned at the beginning of the recipe, the marketing team wants to understand the user journey
in the e-learning application. First, let's understand what a user journey is.

A user journey is all the actions and interactions a user carries out on a system or application, from
when they opt to use or buy a service until they log out or leave it. Information such as what type of
content they have watched and for how long is very important in this case.

Let’s see the fields we collected and why they are important. The first six columns will give us an idea
of the user and where they live. We can use these pieces of information later to see whether there are
any patterns for the predilection of content.

—— e o = = = = = =

I
1 [ firstname ] [payment_option_id] :
; !
| [ lastname ] [ email ] 1
! I
[ age ] [graduationfdegree] 1
! :
I [ location ] [ documentID ] |
: i
: [ course id ] [ discounts ] :
1

Figure 7.27 - user_data relevant columns for reverse ETL

Then, the last columns provide information about the content this user is watching and whether there
is any relationship between the types of content. For example, if they bought a Python course and a
SQL course, we can use a tag (for example, programming course) from the content metadata
to make a filer of correlation.
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1
|
: [ course_id ] [ description ] 1
|
! I
I [ course_name ] [ intructors ] |
. q 1
I I
1 [ price ] [ release ] :
: I
I [ tags ] [ video_id ] 1
I
1

1 |
1 [ video_id ] [ ] !
I |
| 1
|
I |
| : !
. |
1 |

Figure 7.28 — course_information and videos with columns highlighted

Feeding back all this information into Salesforce can help to answer the following questions about
the user’s journey:

« Is there a tendency to finish one course before starting another?
o Do users tend to watch multiple courses at the same time?

« Does the educational team need to reformulate a course because of a high turnover?

See also

Find more use cases here: https://www.datachannel .co/blogs/reverse-etl-use-
cases-common-usage-patterns.

Further reading
Here is a list of websites you can refer to, to enhance your knowledge further:

e https://segment.com/blog/reverse-etl/
e https://hightouch.com/blog/reverse-etl
e https://www.oracle.com/br/autonomous-database/what-is-data-mart/

e https://www.netsuite.com/portal/resource/articles/ecommerce/
customer-lifetime-value-clv.shtml

e https://www.datachannel.co/blogs/reverse-etl-use-cases-common-
usage-patterns
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Part 2:
Structuring the
Ingestion Pipeline

In the booK’s second part, you will be introduced to the monitoring practices and see how to create
your very first data ingestion pipeline using the recommended tools on the market, all the while
applying the best data engineering practices.

This part has the following chapters:

Chapter 8, Designing Monitored Data Workflows

Chapter 9, Putting Everything Together with Airflow

Chapter 10, Logging and Monitoring Your Data Ingest in Airflow
Chapter 11, Automating Your Data Ingestion Pipelines

Chapter 12, Using Data Observability for Debugging, Error Handling, and Preventing Downtime
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Designing Monitored
Data Workflows

Logging code is a good practice that allows developers to debug faster and provide maintenance more
effectively for applications or systems. There is no strict rule when inserting logs, but knowing when
not to spam your monitoring or alerting tool while using it is excellent. Creating several logging
messages unnecessarily will obfuscate the instance when something significant happens. That's why
it is crucial to understand the best practices when inserting logs into code.

This chapter will show how to create efficient and well-formatted logs using Python and PySpark for
data pipelines with practical examples that can be applied in real-world projects.

In this chapter, we have the following recipes:

o Inserting logs

o Using log-level types

o Creating standardized logs

o Monitoring our data ingest file size
o Logging based on data

o Retrieving SparkSession metrics

Technical requirements

You can find the code from this chapter in the GitHub repository at ht tps://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook.
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Inserting logs

As mentioned in the introduction of this chapter, adding logging functionality to your applications
is essential for debugging or making improvements later on. However, creating several log messages
without necessity may generate confusion or even cause us to miss crucial alerts. In any case, knowing
which kind of message to show is indispensable.

This recipe will cover how to create helpful log messages using Python and when to insert them.

Getting ready

We will use only Python code. Make sure you have Python version 3.7 or above. You can use the
following command to check it on your command-line interface (CLI):

$ python3 --version
Python 3.8.10

The following code execution can be done on a Python shell or a Jupyter notebook.

How to do it...

To perform this exercise, we will make a function that reads and returns the first line of a CSV file
using the best logging practices. Here is how we do it:

1. First, let’s import the libraries we will use and set the primary configuration for our
logging library:

import csv
import logging

logging.basicConfig(filename='our application.log',
level=1logging.INFO)

Notice that we passed a filename parameter to the basicConfig method. Our logs will be
stored there.

2. Next, we will create a simple function to read and return a CSV fil€’s first line. Observe that
logging.info () calls are inserted inside the functions with a message, as follows:

def get csv first line (csv_file):
logging.info (f"Starting function to read first line")
try:
with open(csv file, 'r') as file:
logging.info (f" Opening and reading the CSV file")
reader = csv.reader(file)
first row = next (reader)
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return first row

except Exception as e:
logging.error (f"Error when reading the CSV file: {e}")
raise

3. Then, let’s call our function, passing a CSV file as an example. Here, [ will use the 1istings.
csv file, which you can find in the GitHub repository as follows:

get csv_first line("listings.csv")

You should see the following output:
['id",

'name’,
"host_id',
"host_name’,
'neighbourhood_group',
'neighbourhood’,
"latitude’,
'longitude’,
"room_type",
'price’,
"minimum_nights',
'number_of_reviews',
'last_review',
'reviews_per_month',
'calculated_host_listings_count’,
"availability_365',
"number_of_reviews_ltm',
'license']

Figure 8.1 — gets_csv_first_line function output

4. Lets check the directory where we executed our Python script or Jupyter notebook. You should
see a file named our_application. log.If you click on it, the result should be as follows:

':' Jupyter our_application.logv aminute ago

File Edit View Language

INFO:root:Starting function to read first line
INFO:root:Reading file

w N B

Figure 8.2 — our_application.log content

As you can see, we had two different outputs: one with the function results (step 3) and another that
creates a file containing the log messages (step 4).
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How it works...

Let’s start understanding how the code works by looking at the first lines:

import logging
logging.basicConfig(filename="'our application.log', level=logging.
INFO)

After importing the built-in logging library, we called a method named basicConfig (), which
sets the primary configuration for the subsequent calls in our function. The filename parameter
indicates we want to save the logs into a file, and the 1evel parameter sets the log level at which we
want to start seeing messages. This will be covered in more detail in the Using log-level types recipe
later in this chapter.

Then, we proceeded by creating our function and inserting the logging calls. Looking closely, we
inserted the following:

logging.info (f"Starting function to read first line")
logging.info (f"Opening and reading the CSV file")

These two logs are informative and track an action or inform us as we pass through a part of the code
or module. The best practice is to keep it as clean and objective as possible, so the next person (or
even yourself) can identify where to start to look to solve a problem.

The next log informs us of an error, as you can see here:

logging.error (f"Error when reading the CSV file: {e}")

The way to make the call for this error method is similar to the . info () ones. In this case, the best
practice is to use only exception clauses and pass the error as a string function, as we did by passing
the e variable in curly brackets. This way, even if we cannot see the Python traceback, we will store
it in a file or monitoring application.

Note

It is a common practice to encapsulate the exception output in a variable, as in except
Exception as e.ltallows usto control how we show or get a part of the error message.

Since our function was executed successfully, we don't expect to see any error message in our our
application.log file, as you can see here:

INFO:root:Starting function to read first line
INFO:root:Reading file

If we look closely at the structure of the saved log, we will notice a pattern. The first word on each line,
INFO, indicates the log level; after this, we see the root word, which indicates the logging hierarchy;
and finally, we get the message we inserted into the code.
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We can optimize and format our logs in many ways, but we won't worry about this for now. We will
cover the logging hierarchy in more detail in the Formatting logs recipe.

See also

See more about initiating the logs in Python in the official documentation here: https://docs.
python.org/3/howto/logging.html#logging-to-a-file

Using log-level types

Now that we have been introduced to how and where to insert logs, let’s understand log types or levels.
Each log level has its own degree of relevance inside any system. For instance, the console output does
not show debug messages by default.

We already covered how to log levels using PySpark in the Inserting formatted SparkSession logs to
facilitate your work recipe in Chapter 6. Now we will do the same using only Python. This recipe aims
to show how to set logging levels at the beginning of your script and insert the different levels inside
your code to create a hierarchy of priority for your logs. With this, you can create a structured script
that allows you or your team to monitor and identify errors.

Getting ready

We will use only Python code. Make sure you have Python version 3.7 or above. You can use the
following command on your CLI to check your version:

$ python3 --version
Python 3.8.10

The following code execution can be done on a Python shell or a Jupyter notebook.

How to do it...
Let’s use the same example we had in the previous, Inserting logs recipe, and make some enhancements:

1. Lets start by importing the libraries and defining basicConf ig. This time, we will set the
log level to DEBUG:

import csv

import logging

logging.basicConfig(filename="'our application.log',
level=1logging.DEBUG)
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2. 'Then, before declaring the function, we will insert a DEBUG log informing that we are about
to test this script:

logging.debug (f"Start testing function")

3. Next, as we saw in the Inserting logs recipe, we will build a function that reads a CSV file and
returns the first line but with slight changes. Let’s insert a DEBUG message after the first line of
the CSV is executed successfully, and a CRITICAL message if we enter the exception:

def gets csv first line (csv_file):
logging.info (f"Starting function to read first line")
try:
with open(csv _file, 'r') as file:
logging.info (f"Reading file")
reader = csv.reader(file)
first row = next (reader)
logging.debug (f"Finished without problems")
return first row
except Exception as e:
logging.debug (f"Entered into a exception")
logging.error (£"Error when reading the CSV file: {e}")

logging.critical (E"This is a critical error, and the
application needs to stop!")

raise

4. Finally, before we make the call to the function, let’s insert a warning message informing that
we are about to start it:

logging.warning (f"Starting the function to get the first line of
a Csv")

gets csv _first line("listings.csv")

5.  After calling the function, you should see the following output in the our_application.
log file:

—_ Jupyter our_application.loge afew seconds ago

File Edit View Language

DEBUG:root:Start testing function

WARNING:root:Starting the function to get the first line of a CSV
INFO:root:Starting function to read first line

INFO:root:Reading file

DEBUG: root:Finished without problems

Figure 8.3 - our_application.log updated with different log levels
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It informs us the function was correctly executed and no error occurred.

6. Let’s now simulate an error. You should now see the following message inside the our
application.log file:

7 WARNING:root:Starting the function to get the first line of a CSV

2 INFO:root:Starting function to read first line

9 INFO:root:Reading file

16 DEBUG:root:Entered into a exception

11 ERROR:root:Error when reading the CSV file: name 'readers' is not defined
12 CRITICAL:root:This is a critical error, and the application needs to stop!

Figure 8.4 — our_application.log showing an ERROR message

As you can see, we entered the exception, and we can see the ERROR and CRITICAL messages.

How it works...

Although it may seem irrelevant, we have made beneficial improvements to our function. Each log
level corresponds to a different degree of criticality relating to what is happening. Let’s take a look at
the following figure , which shows the weight of each level:

Numeric values for log levels

not set debug info warn error
0 10 20 30 40

Figure 8.5 - Diagram of log level weight according to criticality

Depending on where the log level is inserted, it can prevent the script from continuing and creating
a chain of errors since we can add different error handlers according to the level.

By default, the Python logging library is configured to show messages only from the WARNING level
upward. With this, DEBUG and INFO messages will not be displayed or saved. That’s why, at the
beginning of our script, we redefined this initial level to DEBUG, as you can see here:

logging.basicConfig(filename="'our application.log', level=logging.
DEBUG)
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The purpose of showing only WARNING messages and above is to avoid spamming the console
output or a log file with unnecessary system information. In the following figure, you can see how
Python internally organizes its log levels:

Level When it’s used

DEBUG Detailed information, typically of interest only when diagnosing problems.

INFO Confirmation that things are working as expected.

g An indication that something unexpected happened, or indicative of some problem in the near future
(e.g. 'disk space low’). The software is still working as expected.

ERROR Due to a more serious problem, the software has not been able to perform some function.

CRITICAL A serious error, indicating that the program itself may be unable to continue running.

Figure 8.6 — Log level detailed description and when it’s best to use them (source:
https://docs.python.org/3/howto/logging.html)

You can use this table as a reference when setting your log messages inside your code. It can also
be found in the official Python documentation at https://docs.python.org/3/howto/
logging.html#when-to-use-logging.

In this recipe, we tried to cover all the log severity levels to demonstrate the recommended places
to insert them. Even though it may seem like simple stuff, knowing when each level should be used
makes all the difference and brings maturity to your application.

There’s more...

Usually, each language has its structured form of logging levels. However, there is an agreement in
the software engineering world about how the levels should be used. The following figure shows a
fantastic decision diagram created by Taco Jan Osinga about the behavior of logging levels at the
Operating System (OS) level.
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For whom am |
writing the log
line?

System
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because of an
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state?
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log states of
variables?

No

Yes

Can the
process continue
with the unwanted
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Yes

Can the
application continue
with the unwanted
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Yes

ERROR

Figure 8.7 - Decision diagram of log levels by Taco Jan Osinga (source: https://
stackoverflow.com/users/3476764/taco-jan-osinga?tab=profile)

See also

For more detailed information about the foundations of Python logs, refer to the official documentation:
https://docs.python.org/3/howto/logging.html

Creating standardized logs

Now that we know the best practices for inserting logs and using log levels, we can add more relevant
information to our logs to help us monitor our code. Information such as date and time or the module
or function executed helps us determine where an issue occurred or where improvements are required.

Creating standardized formatting for application logs or (in our case) data pipeline logs makes the
debugging process more manageable, and there are a variety of ways to do this. One way of doing it
is to create . ini or . conf files that hold the configuration on how the logs will be formatted and
applied to our wider Python code, for instance.

In this recipe, we will learn how to create a configuration file that will dictate how the logs will be
formatted across the code and shown in the execution output.
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Getting ready

Let’s use the same code as the previous Using log-level types recipe, but with more improvements!

You can use the following code to follow the steps of this recipe in a new file or notebook, or reuse

the function from the Using log-level types recipe. I prefer to make a copy so the first piece of code is
left intact:

Def gets csv first line(csv _file):

logger.debug (f"Start testing function")
logger.info(f"Starting function to read first line")
try:
with open(csv _file, 'r') as file:
logger.info (f"Reading file")
reader = csv.reader(file)
first_row = next (reader)
logger.debug (f"Finished without problems")
return first row
except Exception as e:
logger.debug (f"Entered into a exception")
logger.error (f"Error when reading the CSV file: {e}™")
logger.critical (£"This is a critical error, and the

application needs to stop!")

raise

How to do it...

Here are the steps to perform this recipe:

1.

To start our exercise, let’s create a file called logging. conf. My recommendation is to store
it in the same location as your Python scripts. However, feel free to keep it somewhere else, but
do remember we will need the file’s path later.

Next, paste the following code inside the logging. conf file and save it:
[loggers]

keys=root,data_ ingest

[handlers]
keys=fileHandler, consoleHandler

[formatters]
keys=logFormatter

[logger root]
level=DEBUG
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3.

handlers=fileHandler

[logger data ingest]

level=DEBUG

handlers=fileHandler, consoleHandler
qualname=data ingest

propagate=0

[handler consoleHandler]
class=StreamHandler
level=DEBUG
formatter=1logFormatter
args= (sys.stdout, )

[handler fileHandler]
class=FileHandler
level=DEBUG
formatter=logFormatter
args=('data ingest.log', 'a')

[formatter logFormatter]
format=% (asctime)s - %$(name)s - %$(levelname)s - % (message)s

Then, insert the following import statements, the config.fileConfig () method, and
the logger variable before the gets _csv_first line () function, as you can see here:

import csv
import logging
from logging import config

# Loading configuration file
config.fileConfig("logging.conf")

# Creates a log configuration
logger = logging.getLogger ("data ingest")

def gets csv first line(csv _file):

Observe that we are passing 1ogging. conf as a parameter for the config.fileConfig ()
method. Pass the whole path if you stored it in a different directory level of your Python script.
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4. Now, let’s call our function by passing a CSV file. As usual, I will use the Listings.csv
file for this exercise:

gets_csv_first line("listings."sv")
You should see the following output in your notebook cell or Python shell:

2023-83-19 19:56:23,433 - data_ingest - DEBUG - Start testing function

2023-83-19 19:56:23,434 - data_ingest - INFO - Starting function to read first line
2023-03-19 19:56:23,435 - data_ingest - INFO - Reading file

2023-03-19 19:56:23,436 - data_ingest - DEBUG - Finished without problems

Figure 8.8 — Console output with formatted logs

5. Then, check your directory. You should see a file named data_ingest.log. Open it, and
you should see something like the following screenshot:

:f Jupyter data_ingest.logv afew seconds ago

File Edit View Language

2023-83-19 21:51:48,891 - data_ingest - DEBUG - Start testing function

2023-83-19 21:51:48,892 - data_ingest - INFO - Starting function to read first line
2023-83-19 21:51:48,093 - data_ingest - INFO - Reading file

2023-83-19 21:51:48,094 - data_ingest - DEBUG - Finished without problems

Figure 8.9 - The data_ingest.log file with formatted logs

As you can observe, we created a standardized log format for both console and file output. Let’s now
understand how we did it in the next section.

How it works...

Before jumping into the code, let’s first understand what a configuration file is. Configuration files,
commonly with a . conf or . ini file extension, offer a useful way to create customized applications
to interact with other applications. You can find some of them inside your OS in the /etc or /
var directories.

Our case is no different. At the beginning of our recipe, we created a configuration file called 1ogging.
conf that holds the pattern for the Python logs we will apply across our application.
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Now, let’s take a look inside the 1ogging. conf file. Looking closely, it is possible to see some values
inside square brackets. Let’s start with the first three, as you can see here:

[loggers]
[handlers]
[formatters]

These parameters are modular components of the Python logging library, allowing easy customization
due to their detachment from each other. In short, they represent the following:

o Loggers are used by the code and expose the interface for itself. By default, there is a root
logger used by Python. For new loggers, we use the key argument.

o Handlers send the logs to the configured destination. In our case, we created two: f£ileHandler
and consoleHandler.

o Formatters create a layout for the log records.

After declaring the basic parameters, we inserted two customized loggers and handlers, as you can
observe in the following piece of code:

[logger root]
[logger data ingest]
[handler consoleHandler]
[handler fileHandler]

Creating a customization for the root Logger is not mandatory, but here we wanted to change the
default log level to DEBUG and always send it to fileHandler. For logger data_ ingest,
we also passed consoleHandler.

Speaking of handlers, they have a fundamental role here. Although they share the same log level and
Formatter, they inherit different classes. The St reamHandler class catches the log records,
and with args= (sys.stdout, ) it gets all the system outputs for display in the console output.
FileHandler works similarly, saving all the results at the DEBUG level and above.

Finally, Formatter dictates how the log will be displayed. There are many ways to set the format,
even passing the line of the code where the log was executed. You can see all the possible attributes
athttps://docs.python.org/3/library/logging.html#logrecord-attributes.

The official Python documentation has an excellent diagram, shown in the following figure, that
outlines the relationship between these modifiers and another one we didn’t cover here, called Filter.
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Logging call in user

Logger flow code Handler flow

LogRecord passed to
e.g- handler

logger.info{...})

Logger enabled for
level of call?

andler enabled for
level of LogRecord?

Create
LogRecord

to handler reject the

Does a filter attached
to logger reject the

Pass to
handlers of
current logger

Sel current
logger to parent

s propagate true for
current logger?

Is there a parent
logger?

Figure 8.10 - Logging flow diagram (source: https://docs.python.org/3/howto/logging.html#logging-flow)

In our exercise, we created a simple logger handler called data_ingest along with the gets csv_
first line () function. Now, imagine how it could be expanded through a whole application or
system. Using a single configuration file, we can create several patterns with different applications for
different scripts or ETL phases. Let’s take a look at the first lines of our code:

(...)

config.fileConfig("logging.conf")

logger = logging.getLogger ("data ingest")
(...)

config.fileConfig () loads the configuration file and logging.getLogger () loads the
Logger instance to use. It will use the root as default if it doesn’t find the proper Logger.

Software engineers commonly use this best practice in a real-world application to avoid code redundancy
and create a centralized solution.
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There’s more...

There are some other acceptable file formats with which to create log configurations. For example, we
can use a YAML Ain’t Markup Language (YAML) file or a Python dictionary.
version: 1
formatters:
simple:
format: '%(asctime)s - %(name)s - %(levelname)s - %(message)s’
handlers:
console:
class: logging.StreamHandler
level: DEBUG
formatter: simple
stream: ext://sys.stdout
loggers:
simpleExample:
level: DEBUG
handlers: [console]
propagate: no
root:
level: DEBUG
handlers: [console]

Figure 8.11 — Configuration file formatting with YAML (source: https://docs.
python.org/3/howto/logging.html#configuring-logging)

If you want to know more about using the logging. config package to create improved YAML
or dictionary configurations, refer to the official documentation here: https://docs.python.
org/3/library/logging.config.html#logging-config-api

See also

To read and understand more about how handlers work, refer to the official documentation
here: https://docs.python.org/3/library/logging.handlers.html

Monitoring our data ingest file size

When ingesting data, we can track a few items to ensure the incoming information is what we expect.
One of the most important of these items is the data size we are ingesting, which can mean file size
or the size of chunks of streaming data.

Logging the size of incoming data allows the creation of intelligent and efficient monitoring. If at some
point the size of incoming data diverges from what is expected, we can take action to investigate and
resolve the issue.

In this recipe, we will create simple Python code that logs the size of ingested files, which is very
valuable in data monitoring.
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Getting ready

We will use only Python code. Make sure you have Python version 3.7 or above. You can use the
following command on your CLI to check your version:

$ python3 --version
Python 3.8.10

The following code execution can be done using a Python shell or a Jupyter notebook.

How to do it...

This exercise will create a simple Python function to read a file path and return its size in bytes by
default. If we want to return the value in megabytes, we only need to pass the input parameter as True:

1. Lets start by importing the os library:

import os

2. Then, we declare our function that requires a file path, along with an optional parameter to
convert the size to megabytes:

def get file size(file name, s megabytes=False) :

3. Letsuseos.stat () toretrieve information from the file:

file stats = os.stat(file_name)

4. Since it is optional, we can create an 1 f condition to convert the bytes value to megabytes.
If not flagged as True, we return the value in bytes, as you can see in the following code:

if s _megabytes:

return f£"The file size in megabytes is: {file stats.
st _size / (1024 * 1024)}"

return f£"The file size in bytes is: {file stats.st size}"

5.  Finally, let’s call our function, passing a dataset we already used:

file name = "listings.csv"

get file size(file name)

For the 1istings. csv file, you should see the following output:

'The file size in bytes is: 965593

Figure 8.12 - File size in bytes
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If we execute it by passing s _megabytes as True, we will see the following output:
'The file size in megabytes is: ©.9208612442016602"

Figure 8.13 - File size in megabytes

Feel free to test it using any file path on your machine and check whether the size is the same as that
indicated in the console output.

How it works...

A file’s size estimation is convenient when working with data. Let’s understand the pieces of code we
used to achieve this estimation.

The first operation we used was the os . stat () method to retrieve information about the file, as
you can see here:

file stats = os.stat(file name)

This method interacts directly with your OS. If we execute it in isolation, we will have the following
output for the 1istings. csv file:

os.stat_result(st_mode=33188, st_ino=302194, st_dev=2064, st_nlink=1,
st_uid=1e@e, st_gid=1eee, st_size=965593, st_atime=1679223955, st_mti
me=1668553769, st_ctime=1676313639)

Figure 8.14 — Attributes of the listings.csv file when using os.stat_result

In our case, we only need st _size to bring the bytes estimation, so we called it later in the
return clause as follows:

file stats.st size

If you want to know more about the other results shown, you can refer to the official documentation
page here: https://docs.python.org/3/library/stat . .html#stat.filemode

Lastly, to provide the result in megabytes, we only need to do a simple conversion using the st _size
value, where 1 KB is 1,024 bytes, and 1 MB is equal to 1,024 KB. You can see the conversion formula here:

file stats.st size / (1024 * 1024)

There’s more...

This recipe showed how easy it is to create a Python function that retrieves the file size. Unfortunately,
at the time of writing, there was no straightforward solution to perform the same thing using PySpark.
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Glenn Franxman, a software engineer, proposed on his GitHub a workaround solution using Spark
internals to estimate the size of a DataFrame. You can see his code on his GitHub at the following
link — make sure to give the proper credits if you do use it: https://gist.github.com/
gfranxman/4£d0719f£2618039182dd7eala702f8e

Let’s use Glenn’s code in an example to estimate the DataFrame size and see how it works:

from pyspark.serializers import PickleSerializer,
AutoBatchedSerializer

def to java object rdd(rdd):
wnn Return a JavaRDD of Object by unpickling

It will convert each Python object into Java object by Pyrolite,
whenever the

RDD is serialized in batch or not.

rdd = rdd. reserialize(AutoBatchedSerializer (PickleSerializer()))

return rdd.ctx. jvm.org.apache.spark.mllib.api.python.SerDe.
pythonToJava(rdd. jrdd, True)

def estimate df size(df):

JavaObj = to java object rdd(df.rdd)

nbytes = spark. jvm.org.apache.spark.util.SizeEstimator.
estimate (JavaObj)

return nbytes

To execute the preceding code, you must have a SparkSession initiated. Once you have this and a
DataFrame, execute the code and call the estimate df size () function as follows:

estimate df size (df)
You should see the following output in bytes, depending on which DataFrame you are using:

13829456

Figure 8.15 — DataFrame size in bytes

Remember that this solution will only work if you pass a DataFrame as a parameter. Our Python code
works well for other file estimations and doesn’t have performance issues when estimating big files.

See also

Unlike PySpark, Scala has a SizeEstimator function to return the size of a DataFrame. You
can find more here: https://spark.apache.org/docs/latest/api/java/index.
html?org/apache/spark/util/SizeEstimator.html
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Logging based on data

As mentioned in the Monitoring our data ingest file size recipe, logging our ingest is a good practice in
the data field. There are several ways to explore our ingestion logs to increase the process’s reliability
and our confidence in it. In this recipe, we will start to get into the data operations field (or DataOps),
where the goal is to track the behavior of data from the source until it reaches its final destination.

This recipe will explore other metrics we can track to create a reliable data pipeline.

Getting ready

For this exercise, let’s imagine we have two simple data ingests, one from a database and another from
an API. Since this is a straightforward pipeline, let’s visualize it with the following diagram:

%%@-_.

Data Sources Data Ingestion Staging Store

Figure 8.16 — Data ingestion phases

With this in mind, let’s explore the instances we can log to make monitoring efficient.

How to do it...
Let’s define the essential metrics based on each layer (or step) we saw in the preceding diagram:

1. Data sources: Let’s start with the first layer of the ingestion—the sources. Knowing we are
handling two different data sources, we must create additional metrics for them. See the
following figure for reference:
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Size of downloaded data
Data Sources APl response time

AP| response status

Database health

Figure 8.17 — Database metrics to monitor

2. Ingestion: Now that the source is logged and monitored, let's move on to the ingestion layer. As
we saw previously in this chapter, we can log information such as errors, informative parts of the
code execution, file size, and so on. Let’s insert more content here, such as the schema and the
time taken to retrieve or process data. We will end up with a diagram similar to the following:

Schema match

Time to retrieve data
Ingestion File size
DataFrame size (rows and columns)

Time to transform data

Figure 8.18 — Data ingestion metrics to monitor

3. Staging layer: Lastly, let’s cover the final layer after ingestion. The goal here is to ensure we
maintain the integrity of the data, so verifying whether the schema still matches the data is
crucial. We can also add logs to monitor the number of Parquet files and their sizes. See the
following figure for reference:

Number of expected parquet files
Staging Size of parquet files
Layer Auxiliary script to check fields anonymization
Schema match

Figure 8.19 - Staging layer metrics to monitor

Now that we have covered the essential topics to be monitored, let’s understand why they were chosen.

How it works...

Since the first recipe of this chapter, we have perpetually reinforced how logs are relevant to getting
your system to work correctly. Here, we put it all together to see, albeit from a high level, how storing
specific information can help us with monitoring.
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Starting with the data source layer, the metrics chosen were based on the response of the data and the
availability to retrieve data. Understanding whether we can begin the ingestion process is fundamental,
and even more important is knowing whether the data size is what we expect.

Imagine the following scenario: every day, we ingest 50 MB of data from an API. One day, however,
we received 10 KB. With proper logging and monitoring functionalities, we can quickly review the
issue in terms of historic events. We can expand the data size check to the subsequent layers we
covered in the recipe.

Note

We purposely intercalate the words “step” and “layer” when referring to the phases of the
ingestion process since it can vary in different works of literature and in different companies’
internal processes.

Another way to log and monitor our data is by using schema validation. Schema validation (when
applicable) guarantees that nothing has changed at the source. Therefore, the results for transformation
or aggregation tend to be linear. We can also implement an auxiliary function or job to check that
fields containing sensitive or Personally Identifiable Information (PII) are adequately anonymized.

Monitoring the parquet file size or count is crucial to verify that quality is being maintained. As seen
in Chapter 7, the number of parquet files can interfere with other applications’ reading quality or even
the ETLs subsequent phases.

Finally, it is essential to point out that we covered logs here to ensure the quality and reliability of our
data ingestion. Remember that the best practice is to align the records we got from the code with the
examples we saw here.

There’s more...

The content of this recipe is part of a more extensive subject called data observability. Data observability
is a union of data operations, quality, and governance. The objective is to centralize everything to
make the management and monitoring of data processes efficient and reliable, bringing health to data.

We will discuss this further in Chapter 12. However, if you are curious about the topic, Databand (an
IBM company) has a good introduction at https: //databand.ai/data-observability/.

See also

Find out more about monitoring ETL pipelines at the DataGaps blog page, here: https: //
www.datagaps.com/blog/monitoring-your-etl-test-data-pipelines-in-
production-dataops-suite/
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Retrieving SparkSession metrics

Until now, we created our logs to provide more information and be more useful for monitoring. Logging
allows us to build customized metrics based on the necessity of our pipeline and code. However, we
can also take advantage of built-in metrics from frameworks and programming languages.

When we create a SparkSession, it provides a web UI with useful metrics that can be used to
monitor our pipelines. Using this, the following recipe shows you how to access and retrieve metric
information from SparkSession, and use it as a tool when ingesting or processing a DataFrame.
Getting ready

You can execute this recipe using the PySpark command line or the Jupyter Notebook.

Before exploring the Spark Ul metrics, let’s create a simple SparkSession using the following code:

from pyspark.sqgl import SparkSession
spark = SparkSession.builder \

.master ("local[1]") \

.appName ("chapter8 monitoring") \
.config("spark.executor.memory", '3g') \
.config("spark.executor.cores", '3') \
.config("spark.cores.max", '3') \

.getOrCreate ()

Then, let’s read a JSON file and call the . show () method as follows:

df json = spark.read.option("multiline","true") \
.json('github events.json')
df json.show ()

I am using a dataset called github events. json, which we worked with previously in Chapter 4.
However, feel free to use whatever you prefer, since the objective here is not to observe the schema of
the dataset, but to see what we can find out from the Spark UL

How to do it...

1. With the SparkSession initiated as outlined in the Getting ready section, we can use the
spark command to retrieve a link to the Spark UL, as follows:

spark
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You should see the following output:

SparkSession - in-memory
SparkContext

Spark Ul

Version

v3.1.2

Master

local[1]

AppName
chapter8_monitoring

Figure 8.20 — spark command output

2.

Click on Spark UI, and your browser will open a new tab. You should see a page like this:

Sﬁ‘a’%nl Jobs | Stages  Storage  Envionment  Executors  SQL

?)
Spark Jobs @
User: glauesppen
Total Uptime: 51 min
Scheduling Mode: FIFO
Completed Jobs: 2

w Event Timeline
O Enable zooming

Executors.

chapter8_monitoring application Ul

[ Added
@ Removed

Executor driver added

Jobs

0 succeeded
B riled

@ Running

2235 22:40 22:45 22550
Thu 16 March

22555

23:00 23:05 23:10 2315 23:20

~ Completed Jobs (2)

Page: 1

Jobld ¥ Description Submitted
1 showstring at NativeMethodAccessorimpl.java:0

2023/03/16 23:23:24
showstring at NativeMethodAccessorimpljava:0

0 json at NativeMethodAccessorimpljava:0

2023/03/16 23:23:12
json at NativeMethodAccessorimpljava:0

Page: 1

1Pages. Jumpto| 1 |.Show| 100 |itemsina page. Go

Stages: Succeeded/Total

n

Tasks (for all stages): Succeeded/Total
n L R —

1Pages. Jumpto| 1 |.Show| 100 |itemsina page. Go

Figure 8.21 — Spark Ul: Jobs page view

If you are not using the Jupyter Notebook, you can access this interface by pointing your browser

tohttp://localhost:4040/.

My page looks more crowded because I expanded Event Timeline and Completed Jobs - you

can do the same by clicking on them.
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3. Next, let’s explore the first completed job further. Click on showString at
NativeMethodAccessorImpl.java:0 and you should see the following page:

Spmﬁ 31 Jobs | Stages | Storage  Environment

Details for Stage 1 (Attempt 0)

Resource Profile Id: 0

Total Time Across All Tasks: 0.5 s
Locality Level Summary: Process local: 1
Input Size / Reeords: 268.1 Kig / 21
Associated Job lds: 1

» DAG Visualization
» Show Additional Metrics
» Event Timeline

Summary Metrics for 1 Completed Tasks

Executors  SQL

chapter8_ monitoring application Ul

Metric Min 25th percentile Median 75th percentile Max
Duration 055 055 05s 055 055
GC Time 120 ms 120ms 120ms 12.0ms 12.0ms
Input Size / Records 268.1KiB / 21 268.1KiB / 21 268.1KiB / 21 268.1 KiB / 21 268.1 KiB/ 21
Showing 1to 3 of 3 entries
~ Aggregated Metrics by Executor
Show| 20 4 |entries Search
Executor ID 4 Logs Address Task Time Total Tasks Failed Tasks Killed Tasks Succeeded Tasks Excluded Input Size / Records
driver 172.22.163.543175 06s 1 o 0 1 false 268.1KiB /21
Showing 1to 1 of 1 entries Previous Next
Tasks (1)
Show| 20 ¢ |entries Search
Index 4 TaskID Attempt Status. Locality level Executor ID Host Logs Launch Time Duration GCTime Input Size / Records Errors
0 1 0 SUCCESS  PROCESS_LOCAL driver 172.22.1635 2023-03-16 232324 055 12.0 ms 268.1 KiB /21

Showing 1to 1 of 1 entries

Figure 8.22 — Spark Ul: Stage page view for a specific job

Here, we can see the task status of this job in more detail, covering things such as how much
memory it used, the time taken to execute it, and so on.

Note also that it switched to the Stages tab at the top menu.

4. Now, click on the Executors button at the top of the page. You should see a page similar to this:

59 f;“_z Jobs  Stages  Storage

Environment | Executors | SQL chapter8_monitoring application U
Executors
» Show Additional Metrics
Summary
RDD Blocks - Storage Memory - DiskUsed - Cores - ActiveTasks . FailedTasks - CompleteTasks _ TotalTasks . TaskTime (GCTime) - Input - ShuffleRead . Shuffle Write . Excluded
Active(1) 0 402KiB /3663 MiB 008 1 0 0 2 2 0.8 (16.0 ms) 5362KiB 008 008 0
Total(1) 0 402KiB /3663 MiB 008 1 0 0 2 2 0.8 (16.0 ms) 5362KiB 008 008 0
Dead(0) O 0.0B/008 008 0 0 0 0 0 0.0 ms (0.0 ms) 008 008 008 0
Executors
Show| 20  |entries Search:
Executor RDD Storage Disk Active Failed Complete Total Task Time (GC Shuffle Shuffle Thread
) 4 Address Status - Blocks Memory Used Cores . Tasks Tasks Tasks Tasks Time) Input . Read Write Dump
driver 17222163.5:43175 Active 0 402KiB/3663 008 1 0 0 2 2 085 (160 ms) 5362 008 008 Thread Dump
MiB

KiB

Showing 1to 1 of 1 entries

Figure 8.23 — Spark Ul: Executors page view
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All the metrics here are related to the Spark drivers and nodes.

5. Then, click on the SQL button in the top menu. You should see the following page:

Spc'v - 34, Jobs  Stages  Storage  Environment  Executors | SQL chapter8_monitoring application U

Details for Query 0

Submitted Time: 2023/03/16 23:23:24
Duration: 0.7 s
Succeeded Jobs: 1

O Show the Stage ID and Task ID that corresponds to the max metric
Scan json

number of output rows: 21
number of iles reads 1
metadata ime: 1 ms

size of files read: 2681 KiB

|
{T}
B

~ Details

== Physical Plan ==
CollectLimit (3)
+ Project (2)

+- Scan Json (1)

(1) Scan json
Output [8]: [actor#d, created at#l, id#2, org#3, payloadsd, publici5, repots, types7]

Batched: false

Location: IntemoryFileIndex [file: o3 gestion-ui _events. json]

ReadSchena:

struct¢actor:struct<avatar_url:string, d]sn]ay Login:string, gravatar_id:string, id:bigint, login:string,urlistring),crested stistring, id:string,org:structcavatar_urlistring, gravatar_id:string, id:bigint, login:string,urlistrings. paylo
2, created_at:string, htnl_url:string, id:bigint,issue_url:string,node_id:string,perforned_via github_app:string,reactions:struct<+1:bigint, -1t

: g, before:stri = = ing, body:
bigint, igi :bigi ay:bigint,1 i igint, total_ int,urlistring>,updated_at:string, urlistring, user:struct<avatar_urlistring, events_url:string,followers_url:string,following u
rL:string,gists_urlistring, gravatar_id:string,ntnl_urListring, id:bigint, login:string,node_id: string,organizations_url:string, received_events_url:string,repos_url:string,site admin:boolean,starred_url:string, subscriptions_urlistri
ng, type :string,url:string>>, comi y il:stri ing, sha: string,url: string>>, description:string, distinct_ :structcactive_lock_reason:

string, sssignee:struct avatar_urlistring, events_url:string, follovers url:string, follouing urlistring,gists_urlistring,gravatar_id:string,htal_urlistring, id:bigint, Login:string,node_id:string,organizations_url:string,received_even
t5_urli string,repos_urlistring, site_adni tarred_urlistring, iptions_urlistri g, urlistri ~_urlsstring,events_url:string,followers_url:string, following_url:string,gists_url:
string, gravatar_id:string, hml_url: string,id:bigint, login: string, node_id:string,organizations_url:string, received_events_url: slrmg repos_urListring,site_aduin:boolean, starred_urlistring, subscriptions_urlistring, type:string, url:s
tring>>,author_association:string,body:string,closed_at:string, comments:bigint, coments_url:string,created_at:string,events_url:string,htnl_url:stri :string,
g0 S gt v gt S S e S, G0 o S 8 e s S i e mgm confused: bigint, eyes:bigint, hea

Figure 8.24 — Spark Ul: SQL page view

On this page, it is possible to see the queries executed by Spark internally. If we used an explicit
query in our code, we would see here how it was performed internally.

You don’t need to worry about the Details menu being expanded. The objective is to show that it is
possible to track Spark’s actions when executing the . show () method.
How it works...

Now that we have explored Spark U], let’s understand how each tab is organized and some of the
steps we did with them.
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In step 2, we had a first glance at the interface. This interface makes it possible to see an event timeline

with information about when the driver was created and executed. Also, we can observe the jobs
marked on the timeline, as follows:

 Event Timeline
Enable zooming

Executors
) Added
@8 Removed Executor driver sdded
Jobs
[ Succeeded
@ Failed
9 Running
2235 22:40 22:45 22:50 22:55 23:00 23:05 2310 23115 23:20
Thu 16 March

Figure 8.25 — Detailed view of the Event Timeline expanded menu

We can observe how they interact when working with bigger jobs and more complex parallel tasks.

Unfortunately, we would need a dedicated project and several datasets to simulate this, but you now
know where to look for future reference.

Then, we selected showString at NativeMethodAccessorImpl.java:0, which redirected us to the

Stages page. This page offers more detailed information about SparK’s tasks, whether the task was
successful or not.

An excellent metric and visualization tool is DAG Visualization (referring to directed acyclic graphs),
which can be expanded and will show something like this:
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Sﬁa" anz Jobs Stages Storage Environment

Details for Stage 1 (Attempt 0)

Resource Profile Id: 0

Total Time Across All Tasks: 0.5 =
Locality Level Summary: Procass local: 1
Input Size / Records: 268.1 KiB / 21
Associated Job Ids: 1

* DAG Visualization
Stage 1
Scan json

FileScanRDD [3]
showString at NativeMethodAccessorimpl.java:0

|

MapPartitionsRDD [4]
showString at NativeMethodAccessorimpl.java:0

Project

MapPartitionsRDD [5]
showString at NativeMethodAccessorlmpl.java:0

mapPartitionsInternal

MapPartitionsRDD [6]
showString at NativeMethodAccessorimpl.java:0

Figure 8.26 — DAG Visualization of a job

This offers an excellent overview of each step performed at each stage. We can also consult this to
understand which part was problematic in the event of an error based on the traceback message.
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Since we selected a specific task (or job), it showed its stages and details. However, we can display all
the steps executed if we go directly to Stages. Doing so, you should see something like this:

SpCV - 312 Jobs | Stages | Storage  Environment  Executors  SQL chapter8_monitoring application Ul

Stages for All Jobs

Completed Stages: 2
~ Completed Stages (2)

Page: 1

1Pages. Jumpto| 1 Show 100 | itemsinapage. Go
Stageld v Description Submitted Duration  Tasks: Succeeded/Total Input Output ShuffleRead  Shuffle Write
1 showString at NativeMethodAccessorimpljava:0 +details 2023/03/16 232324 06's T s s
ong. apache. spark.sal.Datsset. showString (Dataset . scala: 338)
sun.reflect 1 -Impl. invc ive Method)
B : : p1.3ava:62)
sun. reflect 1 : 1 o1, avaia3)
Java..Lang. reflect.Method. invoke(Method. java: 4sg)
py43 .reflection. HethodInvoker. invoke(HethodInvoker. Java: 264)
py4j.reflection. Reflect ionEngine. invoke(ReflectionEngine . java:357)
P43 Gateway. invoke (Gateway . ava:282)
) T onmand. java:132)
Ppy4] .commands . CallCommand .execute(CallCommand. java: 79)
Py4j .GatewayConnection. run(GatewayConnection .java:238)
Java..Lang. Thread.run(Thread. java:750)
0 json at NativeMethodAccessorimpljava:0 +details| 2023/03/1623:2312 025 T 26s.1 ki
Page: 1 1Pages. Jumpto 1 Show| 100 itemsina page.| Go

Figure 8.27 — Spark Ul: Stages overview with all jobs executed

Although the description messages are not straightforward, we can get the gist of what each of them is
doing. Stage id O refers to the reading JSON function, and Stage id 1 with the showString
message refers to the . show () method call.

The Executors page shows the metrics related to the core of Spark and how it is performing. You can
use this information to understand your cluster’s behavior and whether any tuning is needed. For
more detailed information about each field, refer to the Spark official documentation at https://
spark.apache.org/docs/latest/monitoring.html#executor-metrics.

Last but not least, we saw the SQL page, where it was possible to see how Spark internally shuffles
and aggregates the data behind the scenes, like Stages, taking advantage of a more visual form of
execution, as you can see in the following screenshot:
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S'pmoﬂir 2z Jobs Stages Storage Environment Executors saL

Details for Query 0

Submitted Time: 2023/03/16 23:23:24
Duration: 0.7 s
Succeeded Jobs: 1

(J Show the Stage ID and Task ID that corresponds to the max metric

Scan json

number of output rows: 21
number of files read: 1
metadata time: 1 ms

size of files read: 268.1 KiB

Project

CollectLimit

» Details

Figure 8.28 — Flow diagram of the SQL query internally executed

Here, we can see that the query is related to the . show () method. There is helpful information inside
it, including the number of output rows, the files read, and their sizes.

There’s more...

Even though Spark metrics are handy, you might wonder how to use them when hosting your PySpark
jobs on cloud providers such as AWS or Google Cloud.
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AWS provides a simple solution to enable Spark UI when using AWS Glue. You can find out more
aboutitat https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-
ui-jobs.html.

Google Data Proc provides a web interface for its cluster, where you can also see metrics for Hadoop
and YARN. Since Spark runs on top of YARN, you won't find a link directly for Spark UI, but you can
use the YARN interface to access it. You can find out more here: https://cloud.google.com/
dataproc/docs/concepts/accessing/cluster-web-interfaces.

See also

Towards Data Science has a fantastic article about Spark metrics: https: //towardsdatascience.
com/monitoring-of-spark-applications-3calc271lc4e0

Further reading

e https://spark.apache.org/docs/latest/monitoring.html#executor-
task-metrics

e https://developer.here.com/documentation/metrics-and-logs/
user guide/topics/spark-ui.html

o https://github.com/LucaCanali/Miscellaneous/blob/master/Spark
Notes/Spark TaskMetrics.md

e https://docs.python.org/3/howto/logging.html
o datadoghg.com/blog/python-logging-best-practices/

e https://coralogix.com/blog/python-logging-best-practices-tips/


https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui-jobs.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-spark-ui-jobs.html
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https://github.com/LucaCanali/Miscellaneous/blob/master/Spark_Notes/Spark_TaskMetrics.md
https://github.com/LucaCanali/Miscellaneous/blob/master/Spark_Notes/Spark_TaskMetrics.md
https://docs.python.org/3/howto/logging.html
http://datadoghq.com/blog/python-logging-best-practices/
https://coralogix.com/blog/python-logging-best-practices-tips/

9
Putting Everything

Together with Airflow

So far, we have covered the different aspects and steps of data ingestion. We have seen how to configure
and ingest structured and unstructured data, what analytical data is, and how to improve logs for
more insightful monitoring and error handling. Now is the time to group all this information to create
something similar to a real-world project.

From now on, in the following chapters, we will use Apache Airflow, an open source platform that
allows us to create, schedule, and monitor workflows. Let’s start our journey by configuring and
understanding the fundamental concepts of Apache Airflow and how powerful this tool is.

In this chapter, you will learn about the following topics:

Configuring Airflow

Creating DAGs

Creating custom operators
Configuring sensors

Creating connectors in Airflow
Creating parallel ingest tasks

Defining ingest-dependent DAGs

By the end of this chapter, you will have learned about the most important components of Airflow
and how to configure them, including how to solve related issues in this process.
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Technical requirements

You can find the code for this chapter in the GitHub repository here: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook

Installing Airflow

This chapter requires that Airflow is installed on your local machine. You can install it directly on
your Operating System (OS) or using a Docker image. For more information regarding this, refer to
the Configuring Docker for Airflow recipe in Chapter 1.

Configuring Airflow

Apache Airflow has many capabilities and a quick setup, which helps us start designing our workflows
as code. Some additional configurations might be required as we progress with the workflows and
into data processing. Gladly, Airflow has a dedicated file for inserting other arrangements without
changing anything within its core.

In this recipe, we will learn more about the airflow. conf file, how to use it, and other valuable
configurations required to execute the other recipes in this chapter. We will also cover where to find
this file and how other environment variables work with this tool. Understanding these concepts in
practice helps us to identify potential improvements or solve problems.

Getting ready

Before moving on to the code, ensure your Airflow runs correctly. You can do that by checking the
Airflow UI at this link: http://localhost:8080.

If you are using a Docker container (as I am) to host your Airflow application, you can check its status
on the terminal with the following command:

S docker ps

This is the output:

Figure 9.1 - Airflow Docker containers running


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
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Or, you can check the container status on Docker Desktop, as in the following screenshot:

airflow-local Running (7/8)

airflow-init-1

Exited
2e254b60e8ef [[] ©

postgres-1

Runni 9 minut
efg7dec7ig I0) ATy minutes ago

redis-1

1784f7e83a35 [ Running 9 minutes ago

airflow-scheduler-1

Runni 5 minuies ago
3460868083 [[) = 4

airflow-webserver-1

Runni 5 minutes ago
bbe51756f509 ([ g 9

airflow-worker-1

ad1e0e6ca790 [ Running 5 minutes ago

flower-1
ef1e137ca313 [

airflow-triggerer-1
d9bc9a382189 [0

Running 5 minutes ago

O
a
a
O
O
a
a
O
O

Running 5 minutes ago

Figure 9.2 — Docker Desktop view of Airflow containers running

How to do it...
Here are the steps to perform this recipe:

1. Let’s start by installing the MongoDB additional provider for Airflow. If you are using the
docker-compose . yaml file, open it and add apache-airflow-providers-mongo
inside PIP ADDITIONAL REQUIREMENTS. Your code will look like this:

Figure 9.3 - The docker-compose.yaml file in the environment variables section
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If you are hosting Airflow directly on your machine, you can do the same installation using
PyPi: https://pypi.org/project/apache-airflow-providers-mongo/.

Next, we will create a folder called files to_test, and inside it, create two more folders:
output files and sensors_ files. You don’t need to worry about its usage yet since
it will be used later in this chapter. Your Airflow folder structure should look like this:

L your_airflow folder/
I— dags
I— plugins

I— logs
I— files_to_ test

— -env

Figure 9.4 - Airflow local directory folder structure

Now, let's mount the volumes of our Docker image. You can skip this part if you are not using
Docker to host Airflow.

In your docker-compose . yaml file, under the volume parameter, add the following:

- ./config/airflow.cfg:/usr/local/airflow/airflow.cfg
- ./files to test:/opt/airflow/files to_ test

Your final volumes section will look like this:

Figure 9.5 — docker-compose.yaml volumes

Stop and restart your container so these changes can be propagated.

Finally, we will fix a bug in the docker-compose . yaml file. This official fix for this bug is
within the Airflow official documentation and therefore wasn’t included in the Docker image.
You can see the complete issue and the solution here: https://github.com/apache/
airflow/discussions/248009.

To fix the bug, go to the airflow-init section of the docker-compose file and insert

_PIP ADDITIONAL REQUIREMENTS: '' insidethe environment parameter. Your

code will look like this:


https://pypi.org/project/apache-airflow-providers-mongo/
https://github.com/apache/airflow/discussions/24809
https://github.com/apache/airflow/discussions/24809
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: *airflow-common-env

dW_USER_USERNAME :

Figure 9.6 — The docker-compose.yaml environment variables
section with PIP_ADDITIONAL_REQUIREMENTS

This action will fix the following issue registered on GitHub: https://github.com/apache/
airflow/pull/23517.

How it works...

The configuration presented here is simple. However, it guarantees the application will keep working
through the chapter recipes.

Let’s start with the package we installed in step 1. Like other frameworks or platforms, Airflow has its
batteries included, which means it already comes with various packages. But, as its popularity started
to increase, it started to require other types of connections or operators, which the open source
community took care of.

You can find a list of released packages that can be installed on Airflow here: https://airflow.
apache.org/docs/apache-airflow-providers/packages-ref.html.

Before jumping into other code explanations, let’s understand the volume section inside the docker -
compose . yaml file. This configuration allows Airflow to see which folders reflect the same respective
ones inside the Docker container without the necessity to upload code using a Docker command
every time. In other words, we can synchronously add our Directed Acyclic Graph (DAG) files and
new operators and see some logs, among other things, and this will be reflected inside the container.

Next, we declared the Docker mount volume configurations for two parts: the new folder we created
(files_to_test)andthe airflow.cfg file. The first one will allow Airflow to replicate the
files to_test local folder inside the container, so we can use it to use files in a more simplified
way. Otherwise, if we try to use it without the mounting volume, the following error will appear when
trying to retrieve any file:
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2823-83-24, 19:57:11 UTC] {taskinstance.py:1889} ERROR - Task failed with exception
raceback (most recent call last):
File "/home/airflow/.local/lib/python3.7/site-packages/airflow/operators/python.py”, line 171, in execute
return_value = self.execute_callable()
File "/home/airflow/.local/lib/python3.7/site-packages/airflow/operators/python.py”, line 189, in execute_callable
return self.python_callable(*self.op_args, **self.op_kwargs)
File "/opt/airflow/dags/ids_ingest/ids_ingest_dag.py”, line 17, in get_ids_from_json
with open (filename_json, 'r') as f:
ileNotFoundError: [Errno 2] No such file or directory: ‘/opt/airflow/files_to_test/github_events.json®

Figure 9.7 — Error in Airflow when the folder is not referred to in the container volume

Although we will not use the airflow. cfg file, for now, it is a good practice to know how to access
this file and what it is used for. This file contains the Airflow configurations and can be edited to include
more. Usually, sensitive data is stored inside it to prevent other people from having improper access
since, by default, the content of the airflow. cfg file cannot be accessed in the UL

Note

Be very cautious when changing or handling the airflow. cfg file. This file contains all
the required configurations and other relevant settings to make Airflow work. We will explore
more about this in Chapter 10.

See also

For more information about the Docker image, see the documentation page here: https://
airflow.apache.org/docs/apache-airflow/stable/howto/docker-compose/
index.html.

Creating DAGs

The core concept of Airflow is based on DAGs, which collect, group, and organize tasks to be executed
in a specific order. A DAG is also responsible for managing the dependencies between its tasks. Simply
put, it is not concerned about what a task is doing but just how to execute it. Typically, a DAG starts
at a scheduled time, but we can also define dependencies between other DAGs so that they will start
based on their execution statuses.

We will create our first DAG in this recipe and set it to run based on a specific schedule. With this
first step, we enter into practically designing our first workflow.

Getting ready

Please refer to the Getting ready section in the Configuring Airflow recipe for this recipe since we will
handle it with the same technology.
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Also, let’s create a directory called ids_ingest inside our dags folder. Inside the ids_ingest
folder, we will create two files: _init .pyand ids_ingest_ dag.py. The final structure
will look as follows:

L your_airflow_folder/

f— dags/

| L ids_ingest/

| — _dnit_ .py

| L ids_ingest_dag.py

I— plugins
I— logs

I— files_to test

Ii -env

L— doc ker-compose.yaml

Figure 9.8 - Airflow’s local directory structure with the ids_ingest DAG

How to do it...

In this exercise, we will write a DAG that retrieves the IDs of the github_events. json file. Open
ids ingest dag.py, and let’s add the content to write our first DAG:

1. Let’s start by importing the libraries we will use in this script. I like to separate the imports
from the Airflow library and Python’s library as a good practice:

from airflow import DAG

from airflow.settings import AIRFLOW HOME

from airflow.operators.bash import BashOperator

from airflow.operators.python operator import PythonOperator

import json
from datetime import datetime, timedelta

2. 'Then, we will define default args for our DAG, as you can see here:

# Define default arguments
default _args = {
'owner': 'airflow',
'depends_on past': False,
'start date': datetime (2023, 3, 22),
'retries': 1,
'retry delay': timedelta(minutes=5)
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3. Now, we will create a Python function that receives the JSON file and returns the IDs inside it.
Since it is a small function, we can create it inside the DAGs file:

def get ids from json(filename json) :
with open (filename json, 'r') as f:
git = json.loads (f.read())
print ([item['id'] for item in git])

4. Next, we will instantiate our DAG object, and inside it, we will define two operators: a
BashOperator instance to show a console message and PythonOperator to execute
the function we just created, as you can see here:

# Instantiate a DAG object
with DAG (

dag id='simple ids ingest',

default args=default args,

schedule interval=timedelta(days=1),
) as dag:

first task = BashOperator (
task id="first task",
bash_command="echo $AIRFLOW_HOME",

filename json = f"{AIRFLOW HOME}/files to_test/github
events.json"

get id from json = PythonOperator (
task id="get id from json",
python callable=get ids from json,
op_args=[filename json]

)
Make sure you save the file before jumping to the next step.

5. Now, head over to the Airflow Ul Although plenty of DAG examples are provided by the
Airflow team, you should look for a DAG called simple ids_ ingest. You will notice the
DAG is not enabled. Click on the toggle button to enable it, and you should have something
like the following:

@ simple_ids_ingest airflow 1 day, 0:00:00 2023-03-22, 00:00-00

Figure 9.9 — The Airflow DAG enabled on the Ul
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6. Assoon as you enable it, the DAG will start running. Click on the DAG name to be redirected
to the DAG’s page, as you can see in the following screenshot:

Schedule: 1 day, 0:00:00 Next Run: 2023-03-24, 00:00:00

[ @] simple_ids_ingest

" Graph (3 Calendar ¥ Task Duration 23 Task Tries <L Landing Times = Gantt A\ Details <> Code B Audit Log » O

D 2023-03-23 00:00:00+00:00 Runs 25 v
Wauveved Wrunning W success [ falled [ up_for_retry [ up_for_reschedule [ upstream failed [ skiped [ scheduled [ deferred (Jno_status

( Auoreiresh @) Hide Details Panel
simple_ids_ingest ' 2023-03-23, 00:00:00 UTC ' first_task

Duration

00:03:41 Task Instance Details Rendered Template Log XCom List Instances, all runs. Filter Upstream

00:01:50 Task Actions
Ignore All Deps  Ignore Task State  Ignore Task Deps m
00:00:00
(1]
Past Futre Upstream  Downstream  Recursive Failed Clear
Past Futre Upstream = Downstream Mark Failed
pust | ruure | Upsueam | counseam

Download Log (by attempts):
1

first_task
get_id_from_json

Status: @ success

Task Id: first_task ()

Run Id: scheduled_2023-03-23T00:00:00+00:00 (3
Operator: BashOperator

Duration: 00:00:00

Started: 2023-03-24, 19:20:07 UTC
Ended: 2023-03-24, 19:20:07 UTC

Figure 9.10 - DAG Grid page view

If everything is well configured, your page should look like this:

o

[ orid *3 Graph [3) calendar ¥ Task Duration =2 Task Tries <L Landing Times = Gantt A\ Details <> Code >

B Audit Log

D 2023-03-24T720.05:527 Runs 25 v Run manual__2023-03-24T20:05:51.068514+00:00 ~ | Layout Left > Right v

up_for_retry | (up_for_reschedule] (upstream_failed) (skipped| [scheduled no_status

Auto-refresh | C

Find Task

BashOperator | | PythonOperator

[ first_task H get_id_from Json]

Figure 9.11 - DAG running successfully in Graph page view
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7. Then, click on the Graph item in the top menu and click on theget id from json task.
A small window will show up as follows:

get id from json
2023-03-24, 19:45:42 UTC

Instance Details Rendered Log List Instances, all runs Filter Upstream

l XCom

Download Log (by attempts):
1

Task Actions

lgnore All Deps Ignore Task State Ignore Task Deps

Past = Future | Upstream | Downstream ‘ Recursive ‘ Failed Clear

Past Future Upstream Downstream Mark Failed

Past Future Upstream Downstream Mark Success

Close

Figure 9.12 — Task options

8. 'Then, click the Log button. You will be redirected to a new page with the logs for this task, as
seen here:
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**% Reading local file: /opt/airflow/logs/dag_id-simple_ids_ingest/run_id-manual__2@23-83-24T20:05:51.858514+00: 00/ task_id-get_id_from_json/attempt-1.log

[2623-83-24, 20:65:52 UTC] {taskinstance.py:1150} INFO - Dependencies all met for <TaskInstance: simple ids_ingest.get id_from_json manual_ 2023-63-24T20:65:51.858514+00:00 [queued]>
[2023-03-24, 20:05:52 UTC] {taskinstance.py:1159} INFO - Dependencies all met for <TaskInstance: simple_ids_ingest.get_id_from_json manual__2023-03-24T20:05:51.858514+00:00 [queued]>
[2623-03-24, {taskinstance.py:1356} INFO -

[2023-03-24,
[2623-03-24,

[2623-83-24, 20:05:52 UTC] {taskinstance.py:1377} INFO - Executing <Task(PythonOperator): get_id_from json> on 2023-83-24 20:85:51.058514+00:00

{taskinstance.py:1357} INFO - Starting attempt 1 of 2
{taskinstance.py:1358} INFO -

[2023-03-24, 20:65:52 UTC] {standard_task_runner.py:52} INFO - Started process 152 to run task

[2023-03-24, 20:@5:52 UTC] {standard_task_runner.py:79} INFO - Running: ['***', 'tasks', 'run’, 'simple ids_ingest', 'get_id from_json', 'manual_ 2023-@3-24T20:05:51.058514+00:00', '--
job-id*, '216°, '--raw’, '--subdir’, 'DAGS_FOLDER/ids_ingest/ids_ingest_dag.py’, '--cfg-path’, '/tmp/tmpc7i_dzvj’, ‘--error-file', '/tmp/tmpeadkunzc’]

[2023-03-24, 20:@5:52 UTC] {standard_task_runner.py:8e} INFO - Job 216: Subtask get_id_from_json

[2023-03-24, 20:05:52 UTC] {task_command.py:360} INFO - Running <TaskInstance: simple ids ingest.get id from_json manual_ 2023-@3-24T20:5:51.058514+00:00 [running]> on host d3a7dleafb
fa

[2023-03-24, 20:05:52 UTC] {taskinstance.py:1571} INFO - Exporting the following env vars:

ATRFLOW_CTX_DAG_OMNER=***

AIRFLOW_CTX_DAG_ID-simple_ids_ingest

ATRFLOW_CTX_TASK_ID-get_id_from_json

ATRFLOW_CTX_EXECUTION_DATE=2023-83-24T20:05:51.058514+00:00

ATRFLOW_CTX_TRY_NUMBER=1

ATRFLOW_CTX_DAG_RUN_ID=manual__2023-83-24720:05:51.858514+00:00

[2023-03-24, 20:05:52 UTC] {logging mixin.py:115} INFO - ['25208138007", '25208138116', '25202138076', '25208138082', '25208138077', '25208138087', '25208132078', '25208138069°', '25208
138072°, 25208133030, 25208138070, '25208138067°, "25208132068°, '25208138066', '25208132047°, '25208138951°, '25203138053°, 25208133060, '25208132071', '25208132061', ‘252081380
30, '25208138044°, '25208138043', '25208138038°, '25208138032°, '25208138018", '25208138016', '25208138012', '25208138008', '25208137998']

[2023-03-24, 20:05:52 UTC] {python.py:173} INFO - Done. Returned value was: None

[2023-03-24, 20:65:52 UTC] {taskinstance.py:1486} INFO - Marking task as SUCCESS. dag_id=simple_ids_ingest, task_id=get_id_from_json, execution_date=20230324T200551, start_date=2023032
47200552, end_date-20230324T200552

[2023-03-24, 20:65:52 UTC] {local_task_job.py:156} INFO - Task exited with return code @

[2023-03-24, 20:@5:52 UTC] {local task_job.py:273} INFO - @ downstream tasks scheduled from follow-on schedule check

Figure 9.13 - Task logs in the Airflow Ul

As we can see in the preceding screenshot, our task successfully finished and returned the IDs as we
expected. You can see the results in the INFO log under the ATRFLOW_CTX DAG RUN message.

How it works...

We created our first DAG with a few lines to retrieve and show a list of IDs from a JSON file. Now,
let’s understand how it works.

To start with, we created our files under the dags directory. It happens because, by default, Airflow
will understand everything inside of it as a DAG file. The folder we created inside of it was just for
organization purposes, and Airflow will ignore it. Along with the ids_ingest dag.py file, we
alsomadean init _ .py file. This file internally tells Airflow to look inside this folder. As a
result, you will see the following structure:

— your_airflow

— dags/

| = ids_ingest/

| F— _init__.py

| = ids_ingest_dag

I— plugins
I— logs

I— files_to_test

— .env

L doc ker-compose . yaml

Figure 9.14 - Airflow local directory structure with the ids_ingest DAG
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Note

As you might be wondering, it is possible to change this configuration, but I don’t recommend this
at all since other internal packages might depend on it. Do it only in the case of extreme necessity.

Now, let’s take a look at our instantiated DAG:

with DAG (

dag id='simple ids ingest',

default args=default args,

schedule interval=timedelta(days=1),
) as dag:

As you can observe, creating a DAG is simple, and its parameters are spontaneous. dag_1id is
crucial and must be unique; otherwise, it can create confusion and merge with other DAGs. The
default_ args we declared in step 2 will guide the DAG, telling when it needs to be executed,
its user owner, the number of retries in case of a failure, and other valuable parameters. After the
as dag declaration, we inserted the bash and Python operators, and they must be indented to be
understood as the DAG’s tasks.

Finally, to set our workflow, we declared the following line:

first task >> get id from json

As we might guess, it sets the order of which task should be executed first.

There's more...

We saw how easy it is to create a task to execute a Python function and a bash command. By default,
Airflow comes with some handy operators to be used daily within a data ingestion pipeline. For more
information, you can refer to the official documentation page here: https://airflow.apache.
org/docs/apache-airflow/stable/ api/airflow/operators/index.html.

Tasks, operators, XCom, and others

Airflow DAGs are a powerful way to group and execute operations. Besides the task and operators we
saw here, DAGs support other types of workloads and communication across other tasks or DAGs.
Unfortunately, since that is not the main subject of this book, we will not cover those concepts in detail,
but I highly recommend reading the official documentation here: https://airflow.apache.
org/docs/apache-airflow/stable/core-concepts/index.html.

Error handling

If you encounter any errors while building this DAG, you can use the instructions from step 7 and step
8 to debug it. You can see a preview here of how the tasks look when an error occurs:
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XAirﬁow DAGs  Security Browse Admin Docs 19:24 UTC AA
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O simple_ids_ingest
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BashOperator | | PythonOperator up_for_retry | (up_for_reschedule] [upsiream_failed] |skipped| [scheduled no_status

Auto-refresh ~ C

first_task get_id_from_json

Figure 9.15 — DAG Graph page view showing a running error

See also

You can find the code for the Airflow example DAGs on their official GitHub page here: https://
github.com/apache/airflow/tree/main/airflow/example dags.

Creating custom operators

As seen in the previous recipe, Creating DAGs, it is nearly impossible to create a DAG without
instantiating a task or, in other words, defining an operator. Operators are responsible for holding
the logic required to process data in the pipeline.

We also know that Airflow already has predefined operators, allowing dozens of ways to ingest and
process data. Now, it is time to put into practice how to create custom operators. Custom operators
allow us to apply specific logic to a related project or data pipeline.

You will learn how to create a simple customized operator in this recipe. Although it is very basic, you
will be able to apply the foundations of this technique to different scenarios.

In this recipe, we will create a custom operator to connect to and retrieve data from the HolidayAP]I,
the same as we saw previously, in Chapter 2.

Getting ready

Please, refer to the Getting ready section in the Configuring Airflow recipe for this recipe since we will
handle it with the same technology.

We also need to add an environment variable to store our API secret. To do so, select the Variable
item under the Admin menu in the Airflow Ul and you will be redirected to the desired page. Now,
click the + button to add a new variable, as follows:
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~Airﬂow DAGs Security Browse Admin Docs 18:25 UTC AA
Nenhum ficheiro selecionado
List Variable
Search~
Actions~ || € Record Count: 1

Figure 9.16 — The Variable page in the Airflow Ul

On the List Variable page, insert SECRET_HOLIDAY API under the Key field and your API
secret under the Value field. Use the same values you used to execute the Retrieving data using API
authentication recipe in Chapter 2. Save it and you will be redirected to the Variables page, as shown
in the following screenshot:

List Variable
Search~
n Actions~ &
D Key Val Description
4 o P p
O az o SECRET_HOLIDAY _API RRRERRRE

Figure 9.17 - The Airflow Ul with a new variable to store the HolidayAPI secret

Now, we are ready to create our custom operator.
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How to do it...

The code we will use to create the custom operator is the same one we saw in Chapter 2, in the
Retrieving data using API authentication recipe, with some alterations to fit Airflow’s requirements.
Here are the steps for it:

1. Lets start by creating the structure inside the plugins folder. Since we want to make a custom
operator, we need to create a folder called operators, where we will put a Python file called
holiday api plugin.py. Your file tree should look like this:

F—— plugins/
F—— _ipit_ .py

L operators/

I— __init_ .py

L holiday api_plugin.py

Figure 9.18 — Airflow’s local directory structure for the plugins folder
2. We will create some code inside holiday api plugin.py, starting with the library
imports and declaring a global variable for where our file output needs to be placed:
from airflow.settings import AIRFLOW HOME

from airflow.models.baseoperator import BaseOperator

import requests
import json

file output path = f£"{AIRFLOW HOME}/files to test/output files/"

3. Then, we need to create a Python class, declare its constructors, and finally insert the exact
code from Chapter 2 inside a function called execute:

class HolidayAPIIngestOperator (BaseOperator) :

def _ init_ (self, filename, secret_key, country, year,
**kwargs) :
super (). init (**kwargs)
self.filename = filename

self.secret_key = secret_key
self.country = country
self.year = year

def execute(self, context):
params = { 'key': self.secret key,
'country': self.country,
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'vear': self.year

}

url = "https://holidayapi.com/vl/holidays?"
output file = file output path + self.filename
try:

req = requests.get (url, params=params)

print (req.json())

with open(output file, "w") as f:

json.dump (req.json (), f)

return "Holidays downloaded successfully"
except Exception as e:

raise e

Save the file and our operator is ready. Now, we need to create the DAG to execute it.

4. Using the same logic as in the Creating DAGs recipe, we will create a file called holiday
ingest_dag.py. Your new DAG directory tree should look like this:
dags/
= holiday_ingest/

F—— __init  .py

L— holiday_ingest_dag.py

Figure 9.19 - Airflow’s directory structure for the holiday_ingest DAG folder

5.  Now, let’s insert our DAG code inside the holiday ingest dag.py file and save it:

from airflow import DAG
# Other imports

from operators.holiday api plugin import
HolidayAPIIngestOperator

# Define default arguments

# Instantiate a DAG object
with DAG (
dag id='holiday ingest',
default args=default args,
schedule interval=timedelta(days=1),
) as dag:
filename json = f'"holiday brazil.json"
task = HolidayAPIIngestOperator (
task id="holiday api ingestion",
filename=filename json,
secret key=Variable.get ("SECRET HOLIDAY API"),
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country="BR",
year=2022

task

For the full code, refer to the GitHub repository here: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/
Chapter 9/creating custom operators.

6. Then, go to the Airflow UI, look for the holiday ingest DAG, and enable it. It will look
like the following figure:

o

@ noliday_ingest T @ 1day, 00000  2023-03-24, 22:49:26 2023-03-24, 00:00:00 O »

Figure 9.20 - The holiday_ingest DAG enabled in the Airflow Ul

Your job will start to run immediately.

7. Now, let’s find the task logs by following the same steps from the Creating DAGs recipe, but
now clicking on the holiday api ingestion task. Your log page should look like the
following figure:

*** Reading local file: /opt/airflow/logs/dag_id=holiday_ingest/run_id=manual_2623-@3-24T22:49:26.842687+00:00/task_id=holiday_api_ingestion/attempt=1.log

[2023-03-24, 22:49:27 UTC] {taskinstance.py:1150} INFO - Dependencies all met for <TaskInstance: holiday ingest.holiday api ingestion manual 2@23-63-24T22:40:26.842087:00:00 [queued]>
[2023-03-24, 22:49:27 UTC] {taskinstance.py:1150} INFO - Dependencies all met for <TaskInstance: holiday_ingest.holiday api_ingestion manual_ 2@23-@3-24T22:40:26.842087+60:00 [queued]>
[2023-03-24, 22:49:27 UTC] {taskinstance.py:1356} INFO -
[
[

2023-83-24, 22:49:27 UTC] {taskinstance.py:1357} INFO - Starting attempt 1 of 2
2023-03-24, 22:49:27 UTC] {taskinstance.py:1358} INFO -

[2023-03-24, 22:49:27 UTC] {taskinstance.py:1377} INFO - Executing <Task(HolidayAPTIngestOperator): holiday_api_ingestion> on 2023-83-24 22:49:26.842087+00:00

[2023-83-24, 22:49:27 UTC] {standard_task_runner.py:52} INFO - Started process 567 to run task

[2023-03-24, 22:49:27 UTC] {standard_task_runmer.py:79} INFO - Running: [****, "tasks’, ‘run’, ‘holiday_ingest’, 'holiday_api_ingestion’, ‘manual_ 2033-83-24T22:49:26.842087+00:00", '-
[2023-03-24, 22:49:27 UTC] {standard_task_runner.py:8@} INFO - Job 223: Subtask holiday_api_ingestion

[2023-03-24, 22:49:27 UTC] {task_command.py:369} INFO - Running <TaskInstance: holiday ingest.holiday api_ingestion manual_ 2023-03-24T22:49:26.842687+80:80 [running]> on host d3a7d2eefl
[2023-03-24, 22:49:28 UTC] {taskinstance.py:1571} INFO - Exporting the following env vars:

ATRFLOW_CTX_DAG_OWNER=***

ATRFLOW_CTX_DAG_TD-holiday_ingest

ATRFLOW_CTX_TASK_ID=holiday_api_ingestion

ATRFLOW_CTX_EXECUTTON_DATE-223-83-24T22:49:26.842087+80:68

ATRFLOW_CTX_TRY_NUMBER=1

ATRFLOW_CTX_DAG_RUN_ID-manual__2023-03-24T22:49:26.542087+00:00

[2023-03-24, 22:49:28 UTC] {logging mixin.py:115} INFO - {'status’: 280, ‘warning’: 'These results do not include state and province holidays. For more information, please visit https:/.
[2023-03-24, 22:49:28 UTC] {taskinstance.py:14@@} INFO - Marking task as SUCCESS. dag_id=holiday_ingest, task_id=holiday_api_ingestion, execution_date=20238324T224926, start_date=202303
[2023-03-24, 22:49:28 UTC] {local task_job.py:156} INFO - Task exited with return code @

[2023-03-24, 22:49:28 UTC] {local_task_job.py:273} INFO - @ downstream tasks scheduled from follow-on schedule check

+
Figure 9.21 - holiday_api_ingestion task logs
8. Finally, let’s see whether the output file was created successfully. Goto the files to test

folder, click on the output files folder, and if everything was successfully configured, a
file called holiday brazil.json will be inside it. See the following figure for reference:
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v files_to_test

~ output _files

{} holiday_brazil.json

Figure 9.22 - holiday_brazil.json inside the output_files screenshot

The beginning of the output file should look like this:
"holidays":

"country™
"date": "
"name™: "N
"observed":
"public™:
"uuid”: ”
"weekday™:

"date™: {

Figure 9.23 - The first lines of holiday_brazil.json

How it works...

As you can see, a custom Airflow operator is an isolated class with a unique purpose. Usually, custom
operators are created with the intention to also be used by other teams or DAGs, which avoids code
redundancy or duplication. Now, let’s understand how it works.

We started the recipe by creating the file to host the new operator inside the plugin folder. We do
this because, internally, Airflow understands that everything inside of it is custom code. Since we
wanted to only create an operator, we put it inside a folder with the same name. However, it is also
possible to create another resource called Hooks. You can learn more about creating hooks in Airflow
here: https://airflow.apache.org/docs/apache-airflow/stable/howto/
custom-operator.html.
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Now, heading to the operator code, we declare our code to ingest the HolidayAPI inside a class, as
you can see here:

class HolidayAPIIngestOperator (BaseOperator) :

def init (self, filename, secret key, country, year, **kwargs):
super () .__ init__ (**kwargs)
self.filename = filename

self.secret_key = secret_key
self.country = country
self.year = year

We did this to extend Airflow’s BaseOperator so that we could customize it and insert new
constructors. filename, secret key, country, and year are the parameters we need to
execute the API ingest.

Then, we declared the execute function to ingest data from the API. The context is an Airflow
parameter that allows the function to read configuration values:

def execute(self, context):

Then, our final step was to create a DAG to execute the operator we made. The code is like the previous
DAG we created in the Creating DAGs recipe, only with a few new items. The first item was the new
import instances, as you can see here:

from airflow.models import Variable
from operators.holiday api plugin import HolidayAPIIngestOperator

The first import statement allows us to use the value of SECRET HOLIDAY API we inserted using
the UL, and the second imports our custom operator. Observe that we only used the operators.
holiday api_plugin path. Due to Airflow’s internal configuration, it understands that the code
inside an operators folder (inside the plugins folder) is an operator.

Now we can instantiate the custom operator like any other built-in operator in Airflow by passing the
required parameters, as you can see in the code here:

task = HolidayAPIIngestOperator (
task id="holiday api ingestion",
filename=filename json,
secret_key=Variable.get ("SECRET_HOLIDAY API"),
country="BR",
year=2022)
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There's more...

If an entire project has the same form of authentication for retrieving data from a specific API or
database, creating custom operators or hooks is a valuable way to avoid code duplication.

However, before jumping excitedly into creating your plugin, remember that Airflow’s community
already provides many operators. For example, if you use AWS in your daily work, you don’t need to
worry about creating a new operator to connect with AWS Glue since that already has been done and
approved by the Apache community. See the documentation here: https://airflow.apache.
org/docs/apache-airflow-providers-amazon/stable/operators/glue.html.

You can see the complete list of AWS operators here: https://airflow.apache.org/docs/
apache-airflow-providers-amazon/stable/operators/index.html.

See also

For more custom operator examples, see Virajdatt Kohir’s blog here: https://kvirajdatt.
medium.com/airflow-writing-custom-operators-and-publishing-them-
as-a-package-part-2-3£f4603899ec2.

Configuring sensors

Under the operator’s umbrella, we have sensors. Sensors are designed to wait to execute a task
until something happens. For example, a sensor triggers a pipeline (or task) when a file lands in an
HDFS folder, as shown here: https://airflow.apache.org/docs/apache-airflow-
providers-apache-hdfs/stable/ api/airflow/providers/apache/hdfs/
sensors/hdfs/index.html. As you might be wondering, there are also sensors for specific
schedules or time deltas.

Sensors are a fundamental part of creating an automated and event-driven pipeline. In this recipe,
we will configure a weekday sensor, which executes our data pipeline on a specific day of the week.

Getting ready

Refer to the Getting ready section in the Configuring Airflow recipe for this recipe since we will handle
it with the same technology.

Besides that, let’s put a JSON file to the following path inside the Airflow folder: files to test/
sensors_files/.

In my case, I will use the github events. json file, but you can use any of your preferences.
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How to do it...
Here are the steps to perform this recipe:

1. Lets start our DAG script by importing the required libraries, defining default args, and
instantiating our DAG, as you can see here:

from airflow import DAG

from airflow.settings import AIRFLOW HOME

from airflow.operators.bash import BashOperator
from airflow.sensors.weekday import DayOfWeekSensor
from airflow.utils.weekday import WeekDay

from datetime import datetime, timedelta

default _args = {
'owner': 'airflow',
'start date': datetime (2023, 3, 22),
'retry delay': timedelta(minutes=5)

# Instantiate a DAG object
with DAG (
dag_id='sensors move file',
default args=default args,
schedule interval="@once",
) as dag:

2. Now, let’s define our first task using DayOfWeekSensor. See the code here:

move file on saturdays = DayOfWeekSensor (
task_id="move_file_on_saturdays",
timeout=120,
soft fail=True,
week day=WeekDay.SATURDAY

)

I suggest setting the day of the week as a parameter while doing this exercise to ensure no
confusion. For example, if you want it to be executed on a Monday, set week day to WeekDay .
MONDAY, and so on.

3. Then, we will define another task using BashOperator. This task will execute the command
to move a JSON file from files to_ test/sensors files/tofiles to test/
output files/. Your code should look like this:

move file task = BashOperator (
task _id="move file task",



264

Putting Everything Together with Airflow

bash command="mv S$SAIRFLOW HOME/files to test/
sensors files/*.json SAIRFLOW HOME/files to_ test/output files/",

)

4. 'Then, we will define the execution workflow of our DAG, as you can see here:
move file on saturdays.set downstream(move file task)

The .set_downstream() function will work similarly to the double arrows (>>)
we already used to define the workflow. You can read more about this here: https://
airflow.apache.org/docs/apache-airflow/1.10.3/concepts.
html?highlight=trigger#fbitshift-composition.

5. Asseen in the previous two recipes of this chapter, now we will enable our sensors_move
file DAG, which will start immediately. If you set the weekday as the same day on which
you are executing this exercise, your DAG Graph view will look like this, indicating success:

[ move_file_on_saturdays H move_file_task ]

Figure 9.24 — sensors_move_file tasks showing a success status

6. Now, let’s see whether our file was moved to the directories. As described in the Getting ready
section, I put a JSON file called github_events. json inside the sensor files folder.
Now, it will be inside output_files, as you can see here:

~ files_to_test

~ output files

{} github_eventsjson

~ sensors_files

Figure 9.25 - github_events.json inside the output_files folder

This indicates our sensor executed as expected!

How it works...

Sensors are valuable operators that execute an action based on a state. They can be triggered when a
file lands in a directory, during the day, when an external task finishes, and so on. Here, we approached
an example using a day of the week commonly used in data teams to change files from an ingested
folder to a cold storage folder.
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Sensors count with an internal method called poke, which will check a resource’s status until the
criteria are met. If you look at themove file on_saturday log, you will see something like this:

[2023-03-25, 00:19:03 UTC] {weekday.py:83} INFO - Poking until weekday
is in WeekDay.SATURDAY, Today is SATURDAY

[2023-03-25, 00:19:03 UTC] {base.py:301} INFO - Success criteria met.
Exiting.

[2023-03-25, 00:19:03 UTC] {taskinstance.py:1400} INFO - Marking task
as SUCCESS. dag id=sensors move file, task id=move file on saturdays,
execution date=20230324T234623, start date=20230325T001903, end
date=20230325T001903

[2023-03-25, 00:19:03 UTC] {local task job.py:156} INFO - Task exited
with return code 0

Looking at the following code, we did not define a reschedule parameter, so the job will stop until
we manually trigger it again:

move file on saturdays = DayOfWeekSensor (
task id="move file on saturdays",
timeout=120,
soft fail=True,
week day=WeekDay.SATURDAY

Other parameters we defined were t imeout, which indicates the time in seconds before it fails or
stops retrying, and soft fail, which marks the task as SKIPPED in the case of failure.

You can see other allowed parameters here: ht tps: //airflow.apache.org/docs/apache-
airflow/stable/ api/airflow/sensors/base/index.html.

And, of course, like the rest of the operators, we can create our custom sensor by extending the
BaseSensorOperator class from Airflow. The main challenge here is that to be considered a
sensor, it needs to overwrite the poke parameter without creating a recursing or non-ending function.

See also

You can see a list of the default Airflow sensors on the official documentation page here: https://
airflow.apache.org/docs/apache-airflow/stable/ api/airflow/sensors/
index.html.

Creating connectors in Airflow

Having DAGs and operators without connecting to any external source is useless. Of course, there are
many ways to ingest files, even from other DAGs or task results. Still, data ingestion usually involves
using external sources such as APIs or databases as the first step of a data pipeline.
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To make this happen, in this recipe, we will understand how to create a connector in Airflow to
connect to a sample database.

Getting ready

Refer to the Getting ready section of the Configuring Airflow recipe for this recipe since we will handle
it with the same technology.

This exercise will also require the MongoDB local database to be up and running. Ensure you have
configured it as seen in Chapter 1 and have at least one database and collection. You can use the
instructions from the Connecting to a NoSQL database (MongoDB) recipe in Chapter 5.

How to do it...
Here are the steps to perform this recipe:

1. Lets start by opening the Airflow UL On the top menu, select the Admin button and then
Connections, and you will be redirected to the Connections page. Since we haven't configured
anything yet, this page will be empty, as you can see in the following screenshot:

lAirﬂOW DAGs Security Browse Admin Docs 17:35 UTC AA
List Connection
Search~
Actionsv | € Record Count: 0

No records found
Figure 9.26 — The Connections page in the Airflow Ul
2. 'Then, click the + button to be redirected to the Add Connection page. Under the Connection

Type field, search for and select MongoDB. Insert your connection values under the respective
fields, as shown in the following screenshot:
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~Airﬂow DAGs  Security Browse Admin Docs 12:36 UTC AA
Edit Connection
Connection Id * mongodb
MongoDB v

Connection Type *
Connection Type missing? Make sure you've installed the corresponding Airflow Provider Package.

Connects to local MongoDB
Description

Host localhost
Schema

Login root
Password

Port 27017

Extra

EaEn -

Figure 9.27 — Creating a new connector in the Airflow Ul

Click on the Save button, and you should have something similar to this on the Connection page:

Conn Id Conn Type Description Host Port Is Encrypted Is Extra Encrypted

Z o mongodb mongo Connects to local MongoDB localhost 27017 False False

Figure 9.28 — The MongoDB connector created in the Airflow Ul

3. Let’s create our new DAG using the same folder and file tree structure that we saw in the Creating
DAGs recipe. I will call the mongodb _check conn_dag.py DAG file.
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4. Inside the DAG file, let’s start by importing and declaring the required libraries and variables,
as you can see here:

from airflow import DAG

from airflow.settings import AIRFLOW HOME

from airflow.providers.mongo.hooks.mongo import MongoHook
from airflow.operators.python import PythonOperator

import os
import json
from datetime import datetime, timedelta

default args = {
'owner': 'airflow',
'depends_on past': False,
'start date': datetime (2023, 3, 22),
'retries': 1,
'retry delay': timedelta(minutes=5)

}

5. Now, we will create a function to connect with MongoDB locally and print collection
reviews from the db_airbnb database, as you can see here:

def get mongo collection() :
hook = MongoHook (conn id ='mongodb')
client = hook.get conn()
print (client)

print ( hook.get collection(mongo collection="reviews",
mongo_db="db airbnb"))

6. 'Then, let’s proceed with the DAG object:

# Instantiate a DAG object
with DAG(

dag id='mongodb check conn',

default args=default args,

schedule interval=timedelta(days=1),
) as dag:

7.  Finally, lets use PythonOperator to call our get mongo collection function defined
in step 5:

mongo_task = PythonOperator (
task id='mongo task',
python callable=get mongo collection



Creating connectors in Airflow 269

Don'’t forget to put the name of your task in the indentation of the DAG, as follows:

mongo_task

8. Heading to the Airflow Ul, let’s enable the DAG and wait for it to be executed. After finishing
successfully, your mongodb_task log should look like this:

*x* Reading local file: /opt/airflou/logs/dag_id-mongodb_check_conn/run_id-schedulad  203-83-24T60:00:00+00:00/task_id-mongo_task/attempt-1.log

[2023-83-25, 12:37:16 UTC] {taskinstance.py:1150} INFO - Dependencies all met for <TaskInstance: mongodb_check conn.mongo_task scheduled_ 2023-83-24T00:00:00+00:00 [queued]>
[2023-83-25, 12:37:16 UTC] {taskinstance.py:1159} INFO - Dependencies all met for <TaskInstance: mongodb_check_conn.mongo_task scheduled  2023-83-24T0@:00:08+00:00 [queued]>
[2023-03-25, 12:37:16 UTC] {taskinstance.py:1356} INFO -

[2023-03-25, 12:37:16 UTC] {taskinstance.py:1357} INFO - Starting attempt 1 of 2
[ . i .

TC] {

[2023-63-25, 12:37:16 UTC

[2023-83-25, 12:37:16 UTC
[2023-83-25, 12:37:16 UTC
[2023-03-25, 12:37:16 UTC
[2023-03-25, 12:37:16 UTC
[2023-03-25, 12:37:16 UTC
AIRFLOW_CTX_DAG_OWNER=***

AIRFLOW_CTX_DAG_ID-mongodb_check_conn

ATRFLOW_CTX_TASK_TD-mongo_task

ATRFLOW_CTX_EXECUTTON_DATE-2023-83-24T00: 0@:00+00:00

ATRFLOW_CTX_TRY_NUMBER=1

ATRFLOW_CTX_DAG_RUN_ID=scheduled_ 2023-03-24T80:00:00+00:08

[2023-83-25, 12:37:16 UTC] {base.py:68} INFO - Using connection ID 'mongodb’ for task execution.

[2023-03-25, 12:37:16 UTC] {logging_mixin.py:115} INFO - MongoClient(host=['localhost:27@17'], document_class=dict, tz_aware=False, connect=True)

[2023-03-25, 12:37:16 UTC] {logging_mixin.py:115} INFO - Collection(Database(MongoClient(host=["localhost:27@17"], document_class=dict, tz_aware=False, connect=True), ‘db_airbmb’),
[2023-83-25, 12:37:16 UTC] {python.py:173} INFO - Done. Returned value was: None

[2023-83-25, 12:37:16 UTC] {taskinstance.py:140@} INFO - Marking task as SUCCESS. dag_id-mongodb_check_conn, task_id-mongo_task, execution_date-20239324T060@@8, start date-20230325T
[2023-83-25, 12:37:16 UTC] {local_task_job.py:156} INFO - Task exited with return code ©

[2023-83-25, 12:37:16 UTC] {local_task_job.py:273} INFO - @ downstream tasks scheduled from follow-on schedule check

{taskinstance.py:1377} - Executing <Task(PythonOperator): mongo_task> on 2023-83-24 ©0:00:00+08:00

{standard_task_runner.py:52} INFO - Started process 3158 to run task

{standard_task_runner.py:79} INFO - Running: ['***', ‘tasks’, ‘'run’, ‘mongodb_check_conn", 'mongo_task’', 'scheduled 2023-@3-24T08:80:08400:60", '--job-id
{standard_task_runner.py:88} INFO - Job 267: Subtask mongo_task

{task_command.py:369} INFO - Running <TaskInstance: mongodb_check_conn.mongo_task scheduled_ 2023-63-24T60:00:06+00:00 [running]> on host 27644993644
{taskinstance.py:1571} INFO - Exporting the following env vars:

Figure 9.29 - mongodb_task logs
As you can see, we connected and retrieved the Collection object from MongoDB.

How it works...

Creating a connection in Airflow is straightforward, as demonstrated here using the UL It is also
possible to create connections programmatically using the Connect ion class.

After we set our MongoDB connection parameters, we needed to create a form to access it, and we did
so using a hook. A hook is a high-level interface that allows connections to external sources without
the need to be preoccupied with low-level code or special libraries.

Remember that we configured an external package in the Configuring Airflow recipe? It was a provider
to allow an easy connection with MongoDB:

from airflow.providers.mongo.hooks.mongo import MongoHook

Inside the get_mongo_collection function, we instantiated MongoHook and passed the same
connection ID name set in the Connect ion page, as you can see here:

hook = MongoHook (conn_id ='mongodb')

With that instance, we can call the methods of the MongoHook class and even pass other
parameters to configure the connection. See the documentation for this class here: https: //
airflow.apache.org/docs/apache-airflow-providers-mongo/stable/
api/airflow/providers/mongo/hooks/mongo/index.html.


https://airflow.apache.org/docs/apache-airflow-providers-mongo/stable/_api/airflow/providers/mongo/hooks/mongo/index.html
https://airflow.apache.org/docs/apache-airflow-providers-mongo/stable/_api/airflow/providers/mongo/hooks/mongo/index.html
https://airflow.apache.org/docs/apache-airflow-providers-mongo/stable/_api/airflow/providers/mongo/hooks/mongo/index.html
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There's more...

You can also use the airflow. cfg file to set the connection strings or any other environment
variable. It is a good practice to store sensitive information here, such as credentials, since they will
not be shown in the UI. It is also possible to encrypt these values with additional configuration.

For more information, see the documentation here: https://airflow.apache.org/docs/
apache-airflow/stable/howto/set-config.html.

See also

« You can learn about the MongoDB provider on the Airflow official documentation page
here: https://airflow.apache.org/docs/apache-airflow-providers-
mongo/stable/ api/airflow/providers/mongo/index.html

o Ifyou are interested in reading more about connections, see this link: https://airflow.
apache.org/docs/apache-airflow/stable/howto/connection.
html#custom-connection-types

Creating parallel ingest tasks

When working with data, we hardly ever just perform one ingestion at a time, and a real-world project
involves many ingestions happening simultaneously, often in parallel. We know scheduling two or
more DAGs to run alongside each other is possible, but what about tasks inside one DAG?

This recipe will illustrate how to create parallel task execution in Airflow.

Getting ready

Please refer to the Getting ready section of the Configuring Airflow recipe for this recipe since we will
handle it with the same technology.

To avoid redundancy in this exercise, we won't explicitly include the imports and main DAG configuration.
Instead, the focus is on organizing the operator’s workflow. You can use the same logic to create your
DAG structure as in the Creating DAGs recipe.

For the complete Python file used here, go to the GitHub page here: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/
Chapter 9/creating parallel ingest tasks.


https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow/stable/howto/set-config.html
https://airflow.apache.org/docs/apache-airflow-providers-mongo/stable/_api/airflow/providers/mongo/index.html
https://airflow.apache.org/docs/apache-airflow-providers-mongo/stable/_api/airflow/providers/mongo/index.html
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/Chapter_9/creating_parallel_ingest_tasks
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/Chapter_9/creating_parallel_ingest_tasks
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/Chapter_9/creating_parallel_ingest_tasks

Creating parallel ingest tasks

How to do it...
For this exercise, my DAG will be called parallel tasks_ dag. Now, let’s try it:

1. Lets start by creating five BashOperator instances, as you can see here:

# (DAG configuration above)
t 0 = BashOperator (
task id="t 0",
bash command="echo 'This tasks will be executed
first'",

t 1 = BashOperator (
task id="t 1",
bash command="echo 'This tasks nol will be executed
in parallel with t 2 and t 3'",

)

t 2 = BashOperator (
task id="t 2",
bash command="echo 'This tasks no2 will be executed
in parallel with t 1 and t 3'",

)

t 3 = BashOperator (
task id="t 3",
bash command="echo 'This tasks no3 will be executed
in parallel with t 1 and t 2'",

)

t_final = BashOperator (
task id="t final",
bash command="echo 'Finished all tasks in parallel'",

2. 'The idea is for three of them to be executed in parallel so they will be inside square brackets.
The first and last tasks will have the same workflow declared as we saw in the Creating DAGs
recipe, using the >> character. The final flow structure will look like this:

t 0 >> [t 1, t 2, t 3] >> t final
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3. Finally, enable your DAG, and let’s see what it looks like on the DAG Graph page. It would be
best if you had something like the following figure:

[ 0 H t2 |—>| t_final ]

Figure 9.30 - parallel_tasks_dag tasks in Airflow

As you can observe, the tasks inside the square brackets are displayed in parallel and will start after
t_ 0 finishes its work.

How it works...

Although creating parallel tasks inside a DAG is simple, this type of workflow arrangement is
advantageous when working with data.

Consider an example of data ingestion: we need to guarantee we have ingested all the desired endpoints
before moving out to the next pipeline phase. See the following figure as a reference:

([ endpoint_1
endpoint_2 finish_and_alert ]
k[ endpoint_3

Figure 9.31 — Example of parallel execution

The parallel execution will only move to the final task when all the parallel ones finish successfully.
With this, we guarantee the data pipeline will not ingest only a small portion of the data but all the
required data.
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Back to our exercise, we can simulate this behavior, creating an End-of-Line (EOL) error in t_2
by removing one of the simple quotation marks. In the following figure, you can see what the DAG
graph will look like:

t_final

Figure 9.32 - Airflow’s parallel_tasks_dag with an error t_2 task

The t _final task will retry executing until we fix t 2 or the number of retries reaches its limit.

However, avoiding many parallel tasks is a good practice, mainly if you have limited infrastructure
resources to handle them. There are many ways to create dependency on external tasks or DAGs, and
we can use them to make more eflicient pipelines.

There's more...

Along with the concept of task parallelism, we have BranchOperator. BranchOperator executes
one or more tasks simultaneously based on a criteria match. Let’s illustrate this with the following figure:

'I
ingest_tuesday
ingest_other_days

Figure 9.33 - Branching task diagram example

finish_and_alert

[ connecting_api ]—{dayﬁofftheﬁweekﬁbranch

Based on the day-of-the-week criteria, the day of the week branch task will trigger a specific
task assigned for that day.
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If you want to know more about it, Analytics Vidhya has a good blog post about it, which you can read
here: https://www.analyticsvidhya.com/blog/2023/01/data-engineering-
101-branchpythonoperator-in-apache-airflow/.

See also

o BetterDataScience has a good blog post about parallel tasks in Airflow. You can find it
here: https://betterdatascience.com/apache-airflow-run-tasks-in-
parallel/.

o You can read more about Airflow task parallelism here: https://hevodata.com/learn/
airflow-parallelism/.

Defining ingest-dependent DAGs

In the data world, considerable discussion exists about how to organize Airflow DAGs. The approach I
generally use is to create a DAG for a specific pipeline based on the business logic or final destination.
Nevertheless, sometimes, to proceed with a task inside a DAG, we depend on another DAG to finish
the process and get the output.

In this recipe, we will create two DAGs, where the first depends on the result of the second to be successful.

Otherwise, it will not be completed. To assist us, we will use the ExternalTaskSensor operator.

Getting ready

Please refer to the Getting ready section of the Configuring Airflow recipe for this recipe since we will
handle it with the same technology.

This recipe depends on the holiday ingest DAG, created in the Creating custom operators recipe,
so ensure you have that.

We will not explicitly cite the imports and main DAG configuration to prevent redundancy and
repetition in this exercise. The aim here is how to organize the operator’s workflow. You can use the
same logic to create your DAG structure as in the Creating DAGs recipe.

For the complete Python file used here, go to the GitHub page here:

https://github.com/PacktPublishing/Data-Ingestion-with-Python-
Cookbook/tree/main/Chapter 9/de$EF%AC%$81ning dependent ingests DAGs


https://www.analyticsvidhya.com/blog/2023/01/data-engineering-101-branchpythonoperator-in-apache-airflow/
https://www.analyticsvidhya.com/blog/2023/01/data-engineering-101-branchpythonoperator-in-apache-airflow/
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https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/Chapter_9/de%EF%AC%81ning_dependent_ingests_DAGs

Defining ingest-dependent DAGs

How to do it...

For this exercise, let’s create a DAG triggered when holiday ingest finishes successfully, and returns
all the holiday dates in the console output. My DAG will be called external sensor_ dag, but feel
free to provide any other ID name. Just ensure it is unique and therefore will not impair other DAGs:

1.

2.

Along with the default imports we have, let’s add the following:

from airflow.sensors.external task import ExternalTaskSensor

Now, we will insert a Python function to return the holiday dates in the holiday brazil.
json file, which is the output of the holiday ingest DAG:

def get holiday dates(filename json) :
with open (filename json, 'r') as f:
json hol = json.load(f)
holidays = json hol["holidays"]
print ([item['date'] for item in holidays])

Then, we will make the two operators of the DAG and define the workflow:

wait holiday api ingest = ExternalTaskSensor (
task id='wait holiday api ingest',
external dag id='holiday ingest',
external task id='holiday api ingestion',
allowed states=["success"],
execution delta = timedelta (minutes=1),
timeout=600,

filename json = f£"{AIRFLOW HOME}/files to_ test/output files/
holiday brazil.json"

date tasks = PythonOperator (
task id='date tasks',
python callable=get holiday dates,
op_args=[filename_ json]

wait holiday api ingest >> date tasks
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Save it and enable this DAG in the Airflow Ul Once enabled, you will notice the wait
holiday api ingest task will be in the RUNNING state and will not proceed to the
other task, as follows:

Figure 9.34 - The wait_holiday_api_ingest task in the running state

You will also notice the log for this task looks like the following:

[2023-03-26, 20:50:23 UTC] {external_task.py:lss} INFO - Poking
for tasks ['holiday api ingestion'] in dag holiday ingest on
2023-03-24T23:50:00+00:00 ...

[2023-03-26, 20:51:23 UTC] {external task.py:166} INFO - Poking
for tasks ['holiday api ingestion'] in dag holiday ingest on
2023-03-24T23:50:00+00:00 ...

Now, we will enable and run holiday ingest (if it is not enabled yet).

Then, go back to external sensor dag, and you will see it finished successfully, as
shown in the following figure:

date_tasks

Figure 9.35 — external_sensor_dag showing success

If we examine the logs of date tasks, you will see the following output on the console:

[2023-03-25, 16:39:31 UTC] {logging mixin.py:115} INFO - ['2022-
01-01', '2022-02-28', '2022-03-01', '2022-03-02', '2022-03-20',
'2022-04-15', '2022-04-17', '2022-04-21', '2022-05-01', '2022-
05-08', '2022-06-16', '2022-06-21', '2022-08-14', '2022-09-07"',
12022-09-23', '2022-10-12', '2022-11-02', '2022-11-15', '2022-
12-21', '2022-12-24', '2022-12-25', '2022-12-31"']
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Here is the complete log for reference:
Log by attempts
JumpToEnd || Toggle Wrap || Download

**% Reading local file: /opt/airflow/logs/dag_id-external_sensor_dag/run_id-scheduled_ 2023-83-24T06:60:00+60:00/task_id-date_tasks/attempt-1.log

[2023-83-25, 16:39:31 UTC] {taskinstance.py:1159} INFO - Dependencies all met for <TaskInstance: external_sensor_dag.date tasks scheduled  2023-3-24T00:00:00+00:00 [queued]>
[2023-83-25, 16:39:31 UTC] {taskinstance.py:1159} INFO - Dependencies all met for <TaskInstance: external_sensor_dag.date tasks scheduled  2023-3-24T00:00:00+00:00 [queued]>
[2023-83-25, 1 UTC] {taskinstance.py:1356} INFO -

1 UTC] {taskinstance.py:1357} INFO - Starting attempt 1 of 2

1 UTC] {taskinstance.py:1358} INFO -

[2023-03-25, 16: 1 uTC] {taskinstance.py:1377} INFO - Executing <Task(PythonOperator): date_tasks> on 2023-83-24 00:00:00+00:00

[2023-03-25, 16:39:31 UTC] {standard_task_runner.py:52} INFO - Started process 15212 to run task

[2023-03-25, 16:39:31 UTC] {standard_task_runner.py:79} INFO - Running: ['***', 'tasks', 'run’, 'external_sensor_dag’, 'date_tasks', 'scheduled_ 2023-03-24T60:00:08+00:60', '--job-
id*, '301%, '--raw’, '--subdir', 'DAGS_FOLDER/external sensor/external sensor_dag.py’, '--cfg-path', °/tmp/tmplg8im 11', '--error-file', '/tmp/tmpr8eo88tp']

[2023-03-25, 16:39:31 UTC] {standard_task_runner.py:88} INFO - Job 301: Subtask date tasks

[2023-03-25, 16:39:31 UTC] {task_command.py:369} INFO - Running <TaskInstance: external sensor_dag.date_tasks scheduled  2023-@3-24T00:00:8+00:@0 [running]> on host a7644093644c
[2023-03-25, 16:39:31 UTC] {taskinstance.py:1571} INFO - Exporting the following env vars:

ATRFLOW_CTX_DAG_OWNER=***
AIRFLOW_CTX_DAG_ID-external_sensor_dag
AIRFLOW_CTX_TASK_ID=date_tasks
ATRFLOW_CTX_EXECUTION_DATE=2023-3-24T00: 8
AIRFLOW_CTX_TRY_NUMBER=1
AIRFLOW_CTX_DAG_RUN_ID=scheduled_ 2623-83-24T00:00:00+00:60

[2023-03-25, 16:39:31 UTC] {logging mixin.py:115} INFO - ['2022-81-61', '2022-62-28", '2022-63-01', '2022-@3-62', '2022-03-20", '2022-04-15', '2022-84-17', '2022-04-21', '2022-05-8
1°, '2022-65-08', '2022-06-16', '2022-06-21', '2022-88-14', '2022-00-87', '2022-89-23', '2022-10-12°, '2022-11-82°, '2022-11-15', '2022-12-21", '2022-12-24', "2022-12-25', '2022-12
-31']

[2023-03-25, 16:39:31 UTC] {python.py:173} INFO - Done. Returned value was: None

[2023-03-25, 16:39:31 UTC] {taskinstance.py:1400} INFO - Marking task as SUCCESS. dag id-external sensor_dag, task_id-date tasks, execution_date-20230324T000000, start date-2023032
5T163931, end_date-20230325T163031

[2023-03-25, 16:39:31 UTC] {local_task_job.py:156} INFO - Task exited with return code @

[2023-03-25, 16:39:31 UTC] {local_task_job.py:273} INFO - @ downstream tasks scheduled from follow-on schedule check

00:00

Figure 9.36 — date_tasks logs in the Airflow Ul

Now, let’s understand how it works in the next section.

How it works...

Let’s start by taking a look at our wait holiday api_ ingest task:

wait holiday api ingest = ExternalTaskSensor (
task_id='wait holiday api_ingest',
external dag id='holiday ingest',
external task id='holiday api ingestion',
allowed states=["success"],
execution delta = timedelta (minutes=1),
timeout=300,

ExternalTaskSensor is a sensor type that will only execute if another task outside its DAG
finishes with a specific status defined on the allowed states parameter. The default value for
this parameter is SUCCESS.

The sensor will search for a specific DAG and task in Airflow using the external dag idand
external task_id parameters, which we have defined asholiday ingestandholiday
api ingestion, respectively. Finally, execution delta will determine the time interval at
which to poke the external DAG again.
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Once it finishes, the DAG will remain in the SUCCESS state unless we define a different behavior
in the default arguments. If we clear its status, it will return to the RUNNING mode until the sensor
criteria are met again.

There's more...

We know Airflow is a powerful tool, but it is not immune from occasional failures. Internally, Airflow
has its routes to reach internal and external DAGs, which can occasionally fail. For example, one
of these errors might be a DAG not being found, which can happen due to various reasons such as
misconfiguration or connectivity issues. You can see a screenshot of one of these errors here:
Log by attempts

1 3 JumpTo End || Toggle Wrap || Download

**x Log file does not exist: fopt/airflow/logs/dag_id=external_sensor_dag/run_id=scheduled_ 263-63-24T00:60:08+6@:08/task_id=wait_holiday_api_ingest/attempt=2.log
==* Fetching from: http://a7644993644c:8793/log/dag_id=external_sensor_dag/run_id=scheduled  2023-83-24T0@:00:00+80:00/task_id=wait_holiday_api_ingest/attempt=2.log

*xx 1111 please make sure that all your Airflow components (e.g. schedulers, webservers and workers) have the same "secret_key’ configured in "webserver® section and time is synchror
*ekx% See more at https://airflow.apache.org/docs/apache-airflon/stable/configurations-ref.htnl#secret-key

ek Fajled to fetch log file from worker. Client error ‘403 FORBIDDEN® for url ‘hittp://a7644993644¢:8793/log/dag_id-external_sensor_dag/run_id=scheduled_ 2623-03-24T00:00:06+00:0(
For more information check: https://httpstatuses.com/403

Figure 9.37 — Occasional 403 error log in an Airflow task

Looking closely, we can observe that for several seconds, one of the Airflow workers lost permission
to access or retrieve information from another worker. If this happens to you, disable your DAG and
enable it again.

XCom

In this exercise, we used an output file to perform an action, but we can also use the output of a
task without requiring it to write a file somewhere. Instead, we can use the XCom (short for cross-
communications) mechanism to help us with it.

To use XCom across tasks, we can simply use push and pull the values using the xcom push and
xcom_pull methods inside the required tasks. Behind the scenes, Airflow stores those values
temporarily in one of its databases, making it easier to access them again.

To check your stored XComs in the Airflow UL, click on the Admin button and select XCom.

Note

In production environments, XComs might have a purge routine. Check with the Airflows
administrators if you need to keep a value for longer.

You can read more about XComs on the official documentation page here: https://airflow.
apache.org/docs/apache-airflow/stable/core-concepts/xcoms.html.


https://airflow.apache.org/docs/apache-airflow/stable/core-concepts/xcoms.html
https://airflow.apache.org/docs/apache-airflow/stable/core-concepts/xcoms.html

Further reading

See also

You can learn more about this operator on the Airflow official documentation page: https://
airflow.apache.org/docs/apache-airflow/stable/howto/operator/external
task_sensor.html.

Further reading
e https://airflow.apache.org/docs/apache-airflow/stable/core-
concepts/dags.html

e https://airflow.apache.org/docs/apache-airflow/2.2.4/best-
practices.html

e https://www.qubole.com/tech-blog/apache-airflow-tutorial-dags-
tasks-operators-sensors-hooks-xcom

e https://python.plainenglish.io/apache-airflow-how-to-correctly-
setup-custom-plugins-2f80fe5e3dbe

e https://copyprogramming.com/howto/airflow-how-to-mount-airflow-
cfg-in-docker-container
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Logging and Monitoring Your

Data Ingest in Airflow

We already know how vital logging and monitoring are to manage applications and systems, and
Airflow is no different. In fact, Apache Airflow already has built-in modules to create logs and export
them. But what about improving them?

In the previous chapter, Putting Everything Together with Airflow, we covered the fundamental aspects
of Airflow, how to start our data ingestion, and how to orchestrate a pipeline and use the best data
development practices. Now, let’s put into practice the best techniques to enhance logging and monitor
Airflow pipelines.

In this chapter, you will learn the following recipes:

o Creating basic logs in Airflow

o Storing log files in a remote location
o Configuringlogsinairflow.cfg
o Designing advanced monitoring

» Using notification operators

o Using SQL operators for data quality

Technical requirements

You can find the code for this chapter in the GitHub repository here: https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook.


https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
https://github.com/PacktPublishing/Data-Ingestion-with-Python-Cookbook
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Installing and running Airflow

This chapter requires that Airflow is installed on your local machine. You can install it directly on your
operating system (OS) or by using a Docker image. For more information, refer to the Configuring
Docker for Airflow recipe in Chapter 1.

After following the steps described in Chapter I, ensure your Airflow runs correctly. You can do that
by checking the Airflow Ul here: http://localhost:8080.

If you are using a Docker container (as I am) to host your Airflow application, you can check its status
on the terminal by running the following command:

$ docker ps

You can see the command running here:

Figure 10.1 - Airflow containers running

For Docker, check the container status on Docker Desktop, as shown in the following screenshot:

v5Z airflow-local Running (7/8)

O

airflow-init-1 ;
2e254b60e8ef (] B
|postgres-1

efg7d6c7i118 [T R 9 minutes ago

redis-1

1784f7e83a35 [[] Running 9 minutes ago

airflow-scheduler-1 Running 5 minutes ago

346f086808e3 7]

airflow-webserver-1

bbe517561509 [[) Running 3 minutes ago

airflow-worker-1

adleleca790 I Running 5 minutes ago

flower-1

efle137ca213 I Running 5 minutes ago

airflow-triggerer-1

d9bcga382189 [ Running 5 minutes ago

O OO0 0O 0O o o o

Figure 10.2 - The Docker Desktop version of Airflow containers running

Airflow environment variables in docker-compose

This section is aimed at users with Airflow running in a Docker container. If you install it directly on
your machine, you can skip it.
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We need to configure or change Airflow environment variables to complete most of the recipes in
this chapter. This kind of configuration is supposed to be done by editing the airflow. cfg file.
However, this can be tricky if you opt to run your Airflow application using docker-compose.

Ideally, we should be able to access the airflow. cfg file by mounting a volume in docker-
compose . yaml, as follows:

Figure 10.3 — docker-compose.yaml volumes

Nevertheless, instead of reflecting the file in the local machine, it creates a directory named airflow.
cfg. It is a bug known by the community (see https://github.com/puckel/docker-
airflow/issues/571) with no resolution.

To work around it, we will set all the airflow. cfg configurations in docker-compose . yaml
using the environment variables, as shown in the following example:

# Remote logging configuration
AIRFLOW LOGGING REMOTE LOGGING: "True"

For users who install and run Airflow directly on their local machine, you can proceed by following
the steps that instruct you how to edit the airflow. cfg file.

Creating basic logs in Airflow

The internal Airflow logging library is based on the Python built-in logs, which provide flexible and
configurable forms to capture and store log messages using different components of directed acyclic
graphs (DAGs). Let’s start this chapter by covering the basic concepts of how Airflow logs work. This
knowledge will allow us to apply more advanced concepts and create mature data ingestion pipelines
in real-life projects.

In this recipe, we will create a simple DAG to generate logs based on the default configurations of
Airflow. We will also understand how Airflow internally sets the logging architecture.
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Getting ready

Refer to the Technical requirements section for this recipe, since we will handle it with the same technology.

Since we will create a new DAG, let’s create a folder under the dag/ directory called basic logging
and a file inside it called basic logging dag.py to insert our script. By the end, your folder
structure should look like the following:

L your_ airflow folder/

}— dags/
I— __init___.py
L basic logging/

}— __init .py

L basic logging dag.py
plugins
logs
files to_test

- enyv

|
|
|
—
—
—
—
L

docker-compose.yaml

Figure 10.4 — An Airflow directory with a basic_logging DAG structure

How to do it...

The goal is to understand how to create logs in Airflow properly so that the DAG script will be
pretty straightforward:

1. Lets start by importing the Airflow and Python libraries:

from airflow import DAG

from airflow.operators.python operator import PythonOperator
from datetime import datetime, timedelta

import logging

2. 'Then, let’s get the log configuration we want to use:

# Defining the log configuration
logger = logging.getLogger ("airflow.task")
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3. Now, let’s define default args and the DAG object which Airflow can create:

default _args = {
'owner': 'airflow',
'depends_on past': False,
'start date': datetime (2023, 4, 1),
'retries': 1,
'retry delay': timedelta(minutes=5)

dag = DAG(
'basic_logging dag',
default args=default args,
description='A simple ETL job using Python and Airflow',
schedule interval=timedelta (days=1),

Note

Unlike in Chapter 9, here we will define which tasks belong to this DAG by assigning them to
the operator instantiation in step 5 of this recipe.

4. Now, let’s create three example functions only to return log messages. The functions will be
named after the ETL steps, as you can see here:

def extract data():
logger.info("Let's extract data")
pass

def transform dataf() :
logger.info ("Then transform data")
pass

def load data():
logger.info("Finally load data")
logger.error ("Oh, where is the data?")
pass

Feel free to insert more log levels if you want to.
5. For each function, we will set a task using PythonOperator and the execution order:

extract task = PythonOperator (
task id='extract data',
python callable=extract data,
dag=dag,
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transform task = PythonOperator (
task id='transform data',
python callable=transform data,
dag=dag,

load task = PythonOperator (
task id='load data',
python callable=load data,
dag=dag,

extract task >> transform task >> load task
You can see that we referred the DAG to each task by assigning the dag object (defined in step
4) to a dag parameter.
Save the file and go to the Airflow UL
6. In the Airflow U, look for the basic_logging dag DAG and enable it by clicking the toggle

button. The job will start right away, and if you check the Graph vision of the DAG, you should
see something similar to the following screenshot:

X Airflow DAGs  Security Browse Admin Docs 20:00 UTC AA
3 task instances have been cleared
Pe) basic_logging_dag [BESEEE) schedule: 1day, 0:00:00  NextRun: 2023-04-01, 00:00:00
B8 Grid [3) calendar % Task Duration % Task Tries <. Landing Times = Gantt A\ Details <> Code B Audit Log » O
B 2023-0331T00:00:012 Runs 25 | Run  scheduled_ 2023-03-31T00:00:00+00:00 v | Layout = Left>Right v ‘ Update ‘ Find Task
PythonOperator (uccess) up_for_retry| [up_for_reschedule] (upstream_failed] [skipped| [scheduled no_status

Auto-refresh | C

[ extract_data H transform_data H load_data ]

Figure 10.5 - The DAG Graph view showing the successful state of the tasks

It means the pipeline ran successfully!

7.  Let’s check the 1ogs/ directory on our local machine. This directory is at the same level as
the DAGs folder, where we put our scripts.
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8. You can see more folders inside if you open the 1ogs/ folder. Look for the one beginning with
dag id= basic_ logging and open it.

v logs

> task_id=extract_data
> task id=load_data

> task id=transform_data

Figure 10.6 — The Airflow logs folder for the basic_logging DAG and its tasks

9. Now, select the folder named task_id=transform data and open the log file inside.
You should see something like the following screenshot:

INFO - Finally load data

1
I
} ERROR - Oh, where is the data?

Figure 10.7 - Log messages for the transform_data task

As you can see, the logs were printed on the output and even colored accordingly with the log level,
where INFO is in green and ERROR is in red.

How it works...

This exercise was straightforward, but what if I told you that many developers struggle to understand
how Airflow creates its logs? It often happens for two reasons — developers are used to inserting
print () functions instead of logging methods and only check the records in the Airflow UL

Depending on the Airflow configuration, it will not show print () messages on the UI, and messages
used to debug or find where the code ran can be lost. Also, the Airflow UT has a limit on the number
of record lines to show, and Spark error messages can be easily omitted in this case.

That’s why it is vital to understand that, by default, Airflow stores all its logs under a Llogs/ directory,
even organizing it by dag_id, run_1id, and each task separately, as we saw in step 7. This folder
structure can also be changed or improved depending on your needs, and all you need to do is alter the
log_filename template variablein airflow.cfg. The following is how it is set by default:

# Formatting for how airflow generates file names/paths for each task
run.

log filename template = dag id={{ ti.dag_id }}/run id={{ ti.run id
}}/task_id={{ ti.task id }}/{%% if ti.map_index >= 0 %%}map index={{
ti.map index }}/{%% endif %%}attempt={{ try number }}.log
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Now, looking inside the log file, you can see that it is the same as what is on the UI, as shown in the
following screenshot:

} INFO - Dependencies all met for <TaskInstance:
} INFO - Dependencies all met for <TaskInstance:
} INFO -

} INFO - Starting attempt 1 of
} INFO -

} INFO - Executing <Task(PythonOperator): load_da

1 } INFO - Started pr

1 :79} INFO - Running: [ B

1 } INFO - Job 456: Subtask 1
INFO - Running <TaskInstance: manual _:

} INFO - Exporting the following env vars:

I
ATRFLOW_CTX_DAG_EMAIL—
ATRFLOW_CTX_DAG.
AIRFLOW_CTX_I

ATRFLOW_CTX_

AIRFLOW_CTX_EXEC
ATRFLOW_CTX_TRY_NUMB
AIRFLOW_CTX_DAG_RUN_ID-manual_ 2023

} INFO - Finally load data

[ ERROR - Oh, where is the data?

110 INFO - Done. Returned value was: None

i - 1 11400} - Marking task as SUCCESS. dag_id=basic_logging_dag, task_i
10 :156} INFO - Task exited with return code

11 } INFO - 1 downstream tasks scheduled from follow-on schedule che

Figure 10.8 — A complete log message stored in a log file found in the local Airflow log folder

In the first lines, it is possible to see the internal calls Airflow makes to start a task, and even the specific
function names, such as taskinstance.py or standard_task_runner.py. Those are all
internal scripts. Then, we can see our log messages below in the file.

If you look closely, you can see that the format for our logs is similar to the Airflow core. It happens
for two reasons:

« Atthe beginning of our code, we used the getLogger () method to retrieve the configuration
used by the airflow. task module, as you can see here:

logger = logging.getLogger ("airflow.task")

o airflow.task usesthe Airflow default configuration to format all logs, which can also be
found inside the airflow. cfg file. Don't worry about this now; we will cover it later in the
Configuring logs in airflow.cfg recipe.

After defining the 1ogger variable and setting the logging class configurations, the rest of the script
is straightforward.
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See also

You can read more details about Airflow logs on the Astronomer page here: https://docs.
astronomer.io/learn/logging.

Storing log files in a remote location

By default, Airflow stores and organizes its logs in a local folder with easy access for developers,
which facilitates the debugging process when something does not go as expected. However, working
with larger projects or teams makes giving everyone access to an Airflow instance or server almost
impracticable. Besides looking at the DAG console output, there are other ways to allow access to the
logging folder without granting access to Airflow’s server.

One of the most straightforward solutions is to export logs to external storage, such as S3 or Google
Cloud Storage. The good news is that Airflow already has native support to export records to
cloud resources.

In this recipe, we will set a configuration in our airflow. c£g file that allows the use of the remote

logging feature and test it using an example DAG.

Getting ready

Refer to the Technical requirements section for this recipe.

AWS S3

To complete this exercise, it is necessary to create an AWS 83 bucket. Here are the steps required to
accomplish it:

1. Create an AWS account by following the steps here: https://docs.aws.amazon.com/
accounts/latest/reference/manage-acct-creating.html

2. Then, proceed to create an S3 bucket, guided by the AWS documentation here: https: //docs.
aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html
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In my case, I will create an S3 bucket called airflow-cookbook for use in this recipe, as
you can see in the following screenshot:

Amazon S3 » Buckets » Create bucket

Create bucket i

Buckets are containers for data stored in S3. Learn more [£]

General configuration

Bucket name

airflow-cookbook
Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming [/}
AWS Region

EU (Stockholm) eu-north-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Figure 10.9 - The AWS S3 Create bucket page

Airflow DAG code

To avoid redundancy and focus on the goal of this recipe, which is to configure remote logging in
Airflow, we will use the same DAG as the Creating basic logs in Airflow recipe. However, feel free to
create another DAG with a different name but the same code.

How to do it...
Here are the steps to perform this recipe:

1. First, let’s create a programmatic user in our AWS account. Airflow will use this user to
authenticate on AWS and will be able to write the logs. On your AWS console, select IAM
services, and you will be redirected to a page similar to this:
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Identity and Access x
Management (IAM) IAM dashboard
Security recommendations o
Q, Search IAM
Q Root user has MFA
Dashboard Having multi-factor authenticatic FA - - R
¥ Access management A Add MFA for yourself Add MFA

User groups

A\ Deactivate or delete your access keys unused for more than a year
Deactivate or delete acc R L - L Manage access keys

Users Deactiva e ks e o e <
Roles Update your access permissions for AWS Billing, Cost Management,
Policies and Account consoles

Identity providers

Account settings View affected

policies
¥ Access reports

Access analyzer

Archive rules

Analyzers

Settings
g IAM resources

Q

Credential report

Figure 10.10 - The AWS IAM main page

2. Since this is a test account with a strict purpose, I will ignore the alerts on the IAM dashboard.

3. Then, select Users and Add users, as shown here:

L @ Global v glaucia @

Identity and Access X IAM > Users
Management (IAM)

) Delete

Dashboard

Figure 10.11 - The AWS IAM Users page
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On the Create user page, insert a username that is easy to remember, as shown here:

Services | Q Alt+S L ® Global ¥ glaucia @ 3996-2561-653}

IAM » Users > Create user

Step 1

Specify user details

Specify user details

i User details
Set permissions

User name
Step 3
Review and create airflow-cookbook
The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9, and + =, . @ _ - (hyphen)

] Provide user access to the AWS Management Console - optional
If you're providing console access to a person, it's a best practice Z to manage their access in 1AM Identity Center.

@ If you are creating programmatic access through access keys or service-specific credentials for
AWS CodeCommit or Amazon Keyspaces, you can generate them after you create this IAM

user. Learn more [4

Cancel Next

Figure 10.12 - The AWS IAM new user details

Leave the checkbox unmarked and select Next to add the access policies.

4. On the Set permissions page, select Attach policies directly and then look for AmazonS3FullAccess
in the Permission policies checkbox:
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FaN @ Global ¥ glaucia @ 3996-2561-65)

IAM > Users » Create user

Step 1

Set permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's
Sten? permissions by job functions. Learn more [

Specify user details

Set permissions

Permissions options
Step 3

Review and create

(O Add user to group () Copy permissions
Add user to an existing group, or create a new Copy all group memberships, attached managed
group. We recommend using groups to manage policies, and inline policies from an existing user.

user permissions by job function.

© Attach policies directly
Attach a managed policy directly to a user. Asa
best practice, we recommend attaching policies
to a group instead. Then, add the user to the
appropriate group.

Permissions policies (1/1073) | (&) H Create policy [A ‘

Choose one or more policies to attach to your new user.

Q Filter distributions by text, property or value ‘

¢ 1 .. 141516 17 18 .. 54 > &

Figure 10.13 - AWS IAM set permissions for user creation

Since this is a testing exercise, we can use full access to the S3 resource. However, remember
to attach specific policies to access the resources in a production environment.

Select Next and then click on the Create user button.
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5.  Now, retrieve the access key by selecting the user you created, go to Security credentials, and
scroll down until you see the Access keys box. Then, create a new one and save the CSV file
in an easily accessible place:

Access keys (1)

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS
API calls. You can have a maximum of two access keys (active or inactive) at a time. Learn more (G2

‘ Create access key ‘

Description Status

- ) Active

Last used Created

22 hours ago 24 hours ago
Last used region Last used service
eu-north-1 s3

Figure 10.14 — Access key creation for a user

6. Now, back in Airflow, let’s configure the connection between Airflow and our AWS account.
Create a new connection using the Airflow Ul, and in the Connection Type field, select Amazon
$3. In the Extra field, insert the following line with the credentials retrieved in step 4:

{"aws access key id": "your key", "aws secret access key":
"your secret"}
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Your page will look like the following:

x Airflow DAGs Security Browse Admin Docs 20:21 UTC AA
Edit Connection
Connection Id * conn_s3

Amazon 83 v
Connection Type *
Connection Type missing? Make sure you've installed the corresponding Airflow Provider Package

Description

Host
Schema
Login

Password

{"aws_access_key_id" (IR :.:s_sccrel access_key': G

Extra

s e IR

Figure 10.15 - The Airflow Ul on adding a new AWS S3 connector

Save it, and open your code editor in your Airflow directory.

7. Now, let’s add the configurations to our airflow. c£fg file. If you are using Docker to
host Airflow, add the following lines to your docker-compose.yaml file, under the
environment settings:

AIRFLOW _LOGGING REMOTE LOGGING: "True"

AIRFLOW _LOGGING REMOTE BASE_LOG FOLDER: "s3://airflow-
cookbook™"

AIRFLOW _LOGGING REMOTE_LOG CONN_ID: conn_s3
AIRFLOW _LOGGING ENCRYPT S3 LOGS: "False"
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Your docker-compose . yaml file will look similar to this:

nd.basic_auth"

Figure 10.16 - Remote logging configuration in docker-compose.yaml

If you installed Airflow directly on your local machine, you can instantly change the airflow.
cfg file. Change the following lines in airflow. cfg and save it:

[logging]
# Users must supply a remote location URL (starting with either
's3://..."') and an Airflow connection

# id that provides access to the storage location.
remote logging = True

remote_base log folder = s3://airflow-cookbook
remote log conn id = conn s3

# Use server-side encryption for logs stored in S3
encrypt s3 logs = False

8. After the preceding changes, restart your Airflow application.

9. With your refreshed Airflow, runbasic_ logging dag and open your AWS S3. Select the
bucket you created in the Getting ready section, and you should see a new object inside of it,
as follows:
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airflow-cookbook .

Objects Properties Permissions Metrics Management Access Points

Objects (1)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory E to get a list of all objects in your bucket. For

others to access your objects, you'll need to explicitly grant them permissions. Learn more E

I Actions ¥ H Create folder l

‘ Q. Find objects by prefix

1 @

Name r'y Type ¥ Last modified + Size ¥ Storageclass ¥

[0 dag_id=basic_logging_dag/ Folder - - -

Figure 10.17 - The AWS S3 airflow-cookbook bucket objects

10. Then, select the object created, and you should be able to see more folders related to the tasks
executed, as follows:

run_id=scheduled__ 2023-03-31T00:00:00+00:00/ | O copyssurl |

Objects Properties

Objects (3)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory B to get a list of all objects in your bucket. For others to

access your objects, you'll need to explicitly grant them permissions. Learn more Z

Create folder [ Upload

’ Q, Find objects by prefix ‘ 1 @
Name A Type ¥ Last modified v Size ¥ Storage class v
[ task_id=extract_data/ Folder - - -
[ task_id=load_data/ Folder - - -
[3 task_id=transform_data/ Folder - - -

Figure 10.18 - AWS S3 airflow-cookbook showing the remote logs
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11. Finally, if you select one of the folders, you will see the same file you saw in the Creating basic
logs in Airflow recipe. We successfully wrote logs in a remote location!

How it works...

If you look at this recipe overall, it may seem considerable work. However, remember that we are
making a configuration from zero, which generally takes time. Since we are somewhat used to creating
an AWS S3 bucket and executing DAGs (see Chapter 2 and Chapter 9, respectively), let’s focus on
setting the remote log configurations.

Our first action started with creating a connection in Airflow using the access keys generated on
AWS. This step is required because, internally, Airflow will use those keys to authenticate in AWS
and prove its identity.

Then, we changed the following Airflow configurations as follows:

AIRFLOW LOGGING REMOTE LOGGING: "True"
AIRFLOW__LOGGING REMOTE BASE LOG FOLDER: "s3://airflow-cookbook"
AIRFLOW__LOGGING REMOTE LOG CONN ID: conn_s3

AIRFLOW__LOGGING ENCRYPT S3_LOGS: "False"

The two first lines are string configurations to set on Airflow whether remote logging is enabled and
which bucket path will be used. The last two lines are related to the name of the connection we created
on the Connection page in Airflow UI and whether we will encrypt the log messages. This last item
must be set as True if we handle sensitive information.

After restarting Airflow, the configurations will be reflected in our application, and by executing a
DAG, we can already see the logs written in the S3 bucket.

As mentioned in the introduction of this recipe, this type of configuration is beneficial not only in
big projects but also as a good practice when using Airflow, allowing developers to debug or retrieve
information about code output without accessing the cluster or server.

Here, we covered an example using AWS S3, but it is also possible to use Google Cloud Storage
or Azure Blog Storage. You can read more here: https://airflow.apache.org/docs/
apache-airflow/1.10.13/howto/write-logs.html.

Note

If you don’t want to use remote logging anymore, you can simply remove the environment
variables from your docker-compose.yaml or set REMOTE LOGGING back to False.
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See also

You can read more about remote logging in S3 on the Apache Airflow official documentation page
here:https://airflow.apache.org/docs/apache-airflow-providers-amazon/
stable/logging/s3-task-handler.html.

Configuring logs in airflow.cfg

We had our first contact with the airflow. c£fg file in the Storing log files in a remote location
recipe. At a glance, we saw how powerful and handy this configuration file is. There are many ways
to customize and improve Airflow just by editing it.

This exercise will teach how you to enhance your logs by setting applicable configurations in the
airflow.cfgfile.

Getting ready

Refer to the Technical requirements section for this recipe, since we will handle it with the same technology.
Airflow DAG code

To avoid redundancy and focus on the goal of this recipe, which is to configure remote logging in
Airflow, we will use the same DAG as the Creating basic logs in Airflow recipe. However, feel free to
create another DAG with a different name but the same code.

How to do it...

Since we will use the same DAG code from Creating basic logs in Airflow, let’s jump right to the required
configuration to format our logs:

1. Lets begin by setting the configuration in our docker-compose . yaml. In the environment
section, insert the following line and save the file:
AIRFLOW__LOGGING__LOG_FORMAT: "[%(asctime)s] [ %(process)s -

% (name)s ] {%(filenamg)s:%(lineno)d} % (levelname)s - % (message)
Sll
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Your docker-compose file should look like this:

Figure 10.19 - Formatting log configuration in docker-compose.yaml

If you directly edit the airflow. c£fgfile, search for the log format variable, and change
it to the following line:

% (name) s 1]
% (message) s

o° oP°

log format = [%%(asctime)s] [ %% (process)s -
{$% (filename) s:%% (lineno)d} %% (levelname)s -

Your code will look like this:

oo a0

log format = [%#%(asctime)s] [ %%(process)s - %%(name 1 {#%(filename)s:%%(lineno)d} %%(levelname)s - %%(message)s
simple log format asctime) (levelname)s - nessage)s

Figure 10.20 - log_format inside airflow.cfg

Save it, and go to the next step.

We added a few more items in the log line, which we will cover later.

Note

Be very attentive here. In the airflow. cfg file, the % character is doubled, unlike in the
docker-compose file.

2. Now, let’s restart Airflow. You can do it by stopping the Docker container and rerunning it
with the following commands:

$ docker-compose stop # Or press Crtl-C
$ docker-compose up
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3. Then, let’s head up to the Airflow Ul and run our DAG called basic logging dag.On
the DAG page, look in the top-right corner and select the play button (depicted by an arrow),

followed by Trigger DAG, as follows:

EA\'FHOW DAGs Security Browse Admin

[ @) basic_logging_dag

B8 Grid 3 Calendar R TaskDuration [ TaskTries L Landing Times = Gantt

B Audit Log

D 2023-04-02T700:00:01Z Runs 25 v Run
f 1

scheduled_2023-04-02T00:00:00+00:00

17:07 UTC AA

EEZ==] schedule: 1day, 0:00:00  Next Run: 2023-04-03, 00:00:00

o

A\ Details <> Code 4

Trigger DAG
Trigger DAG w/ config

Layout Left = Right v

Figure 10.21 - basic_logging_dag trigger button on the right side of the page

The DAG will start to run immediately.

4. Now, let’s see the logs generated by one task. I will pick the extract data task, and the

log will look like this:

INFO - Let's extract data

1
¥
} INFO - Done. Returned value was: None

Figure 10.22 - The formatted log output for extract_data task

If you look closely, you will see that we now have the process number displayed on the output.

Note

If you opt to maintain continuity from the last recipe, Storing log files in a remote location,

remember that your logs are stored in a remote location.

How it works...

As we can see, altering any logging information is simple, since Airflow uses the Python logging library

behind the scenes. Now, let’s take a look at our output:

} INFO - Let's extract data

} INFO - Done. Returned value was: None

Figure 10.23 - The formatted log output for the extract_data task
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As you can see, before the process name (for example, airflow. task), we also have the number of
the running process. It can be helpful information when running multiple processes simultaneously,
allowing us to understand which one is taking longer to complete and what is running.

Let’s look at the code we inserted:

AIRFLOW LOGGING LOG FORMAT: " [% (asctime)s] [ % (process)s - %(name)s
] {%$(filename)s:%(lineno)d} %(levelname)s - % (message)s"

As you can see, variables such as asctime, process, and filename are identical to the ones we
saw in Chapter 8. Also, since a core Python function operates behind the scenes, we can add more
information based on the allowed attributes. You can find the list here: https: //docs.python.
org/3/library/logging.html#logrecord-attributes.

Going deeper in airflow.cfg

Now, let’s go deeper into Airflow configurations. As you can observe, Airflow resources are orchestrated
by the airflow. cfg file. Using a single file, we can determine how to send email notifications (we
will cover this in the Using notifications operators recipe), when DAGs will reflect a code change, how
logs will be displayed, and so on.

It is also possible to set these configurations by exporting environment variables, and this has priority
over the configuration setting on airflow. cfg. This prioritization happens because, internally,
Airflow translates the content from airflow. cfg to environment variables, broadly speaking. You
can read more here: https://airflow.apache.org/docs/apache-airflow/stable/
cli-and-env-variables-ref.html#environment-variable.

Let’s look at the logging configuration in the Airflow REFERENCES section. We can see many other
customization possibilities, such as coloring, a specific format for DAG processors, and extra logs for
third-party applications, as shown here:
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Apache

Airflow

Version: 2.5.3 ~
Search docs Q

CONTENT

Overview

Quick Start
Installation
Tutorials

How-to Guides

Ul / Screenshots
Core Concepts
Authoring and Scheduling
Administration and
Deployment
Integration

Best Practices
FAQ

Release Policies
Release Notes
Privacy Notice
Project

License

REFERENCES

Operators and hooks

cLl

Templates

Python API

Stable REST API

Deprecated REST API
~ Configurations

> [apil

Community Meetups Documentation ~ Use-cases Announcements Blog Ecosystem

False

Environment Variable

AIRFLOW__LOGGING__ENCRYPT_S3_LOGS

extra_logger_names

New in version 2.0.0.

A comma-separated list of third-party logger names that will be configured to print messages to consoles.

Type

string

Default

Environment Variable

AIRFLOW__LOGGING__EXTRA_LOGGER_NAMES

Example

connexion, sqlalchemy

fab_logging_level

New in version 2.0.0.
Logging level for Flask-appbuilder Ul.

Supported values: CRITICAL, ERROR, WARNING, INFO, DEBUG

Figure 10.24 - Airflow documentation for the logging configuration

The fantastic part of this documentation is that we have references to configure directlyinairflow.
cfg or environment variables. You can see the complete reference list here: https://airflow.
apache.org/docs/apache-airflow/stable/configurations-ref.html#logging.

After we get used to the Airflow dynamics, testing new configurations or formats is straightforward,
especially when we have a testing server to do so. However, simultaneously, we need to be cautious
when changing anything internally; otherwise, we can impair our whole application.

There’s more...

In step I, we mentioned avoiding the use of double % characters when setting the variables in docker-

compose - let’s now cover this!

Configuration
Reference

[api]
access_contr!
access_contr
access_contr
auth_backen
enable_expe
fallback_page
google_key_t
google_oautt
maximum_pi

access_contr
(Deprecated]

auth_backen
(Deprecated)

[atlas]
host
password
port
sasl_enabled
username

[celeryl
broker_url
celery_app_n
celery_config
flower_basic_
flower_host
flower_port

flower_url_pt
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The string variable we pass for docker-compose will be read by an internal Python logging
function, which will not recognize the double % pattern. Instead, it will understand the default format
for the logs in Airflow needs to be equal to that string variable, and all the DAG logs will look like this:

Log by attempts
1 2 3 5 6 7 8 Jump To End Toggle Wrap Download

*** Reading remote log from s3://airflow-cookbook/dag_id=basic_logging_dag/run_id-scheduled_  2023-03-31Te@:00:00+00:00/task_id-extract_data/attempt=4.log.
[%(asctime)s] [ %(process)s - %(name)s ] {%#(filename)s:%(lineno)d} %(levelname)s - %(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%#(filename)s:%(lineno)d} %(levelname)s - %(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - %(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - Z(message)s
[%(asctime)s] [ %(process)s - %(name)s ] {%(filename)s:¥%(lineno)d} %(levelname)s - ¥(message)s

Figure 10.25 - An error when the environment variable for log_format is not correctly set

Now, inside the airflow. cfg file, the double % character is a Bash format pattern that works like
a modulo operator.

See also

See the whole list of configurations for Airflow here: https://airflow.apache.org/docs/
apache-airflow/stable/configurations-ref.html.

Designing advanced monitoring

After spending some time learning and practicing logging concepts, we can advance a little more in
the subject of monitoring. We can monitor results from all our logging collection work and generate
insightful monitoring dashboards and alerts, with the right monitoring message stored.

In this recipe, we will cover the Airflow metrics integrated with StatsD, a platform that collects system
statistics, and their purpose to help us achieve a mature pipeline.
Getting ready

This exercise will focus on bringing clarity to the Airflow monitoring metrics and how to build a
robust architecture to structure it.
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As a requirement for this recipe, it is vital to keep in mind the following basic Airflow architecture:

WebServer AirflowDB

Waorkers Scheduler

Figure 10.26 — An Airflow high-level architecture diagram

Airflow components, from a high-level perspective, are composed of the following:

o A web server, where we can access the Airflow UL

o A relational database to store metadata and other helpful information for use in the DAGs or
tasks. To keep it simple, we will work with just one type of database; however, there can be
more than one.

o The scheduler, which will consult the information inside the database to send it to the workers.

o A Celery application, responsible for queueing the requests sent from the scheduler and
the workers.

o The workers, which will execute the DAG and tasks.

With this in mind, we can proceed to the next section.
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How to do it...
Let’s see the main items to design advanced monitoring:

o Counters: As the name suggests, this metric will provide information about the counts of
actions inside Airflow. This metric provides a count of running tasks, failed tasks, and so on.
In the following figure, you can see some examples:

p

number of starting/ending
jobs

number of jobs
count of schedule fails
SLA misses

Counters P number of starting/ending
tasks in a DAG

number of celery errors

number of celery non-zero
exited tasks

number of success/failed
~ triggers

Figure 10.27 - A list of counter metric examples to monitor Airflow workflows

o Timers: This metric tells us how long a task or DAG takes to complete or load a file. In the
following figure, you can see more:

Time to finish a task
Time for a DAG to load dependencies

Timers
Time for a DAG to reach failed/success state

.. Time for a DAG to load a file

Figure 10.28 - A list of timer examples to monitor Airflow workflows

« Gauges: Finally, the last metric type gives us a more visual overview. Gauges use timers or
counters metrics to illustrate whether we are reaching a defined threshold. In the following
figure, there are some examples of gauges:
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Tasks running/queued
on a executor

Tasks running/queued

on a pool
Gauges <

Waiting tasks

Triggers currently
running

Figure 10.29 - A list of gauge examples to be used to monitor Airflow

With the metrics defined and on our radar, we can proceed with the architecture design to
integrate it.

StatsD: Now, let’s add StatsD to the architecture drawing we saw in the Getting ready section.
You will have something like this:

WebServer AirflowDB

Workers Scheduler

§ S SO —

Figure 10.30 - StatsD integration and coverage for the Airflow components architecture
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StatsD can collect the metrics from all the components inside the dotted rectangle and direct
them to a monitoring tool.

o Prometheus and Grafana: Then, we can plug StatsD into Prometheus, which serves as one of
Grafana’s data sources. Adding these tools into our architecture will look something like this:

o

WebServer

Airflow

AirflowDB

Workers Scheduler

f G S ————
|

Prometeus Grafana

Monitoring

Figure 10.31 — A Prometheus and Grafana integration with StatsD and Airflow diagram

Now, let’s understand the components behind this architecture.

How it works...

Let’s start understanding what StatsD is. StatsD is a daemon developed by the Etsy company to aggregate
and collect application metrics. Generally, any application can send metrics using a simple protocol,
such as User Datagram Protocol (UDP). With this protocol, the sender doesn’t need to wait for a
response from StatsD, making the process simple. After listening and aggregating data for some time,
StatsD will send the metrics to output storage, which is Prometheus.



Using notification operators

The StatsD integration and installation can be done using the following command:

pip install 'apache-airflow[statsd]'

If you want to know more about it, you can refer to the Airflow documentation here: https://
airflow.apache.org/docs/apache-airflow/2.5.1/administration-and-
deployment/logging-monitoring/metrics.html#counters.

Then, Prometheus and Grafana will gather the metrics and transform them into a more visual resource.
You don't need to worry about this now; we will learn more about it in Chapter 12.

For each metric we saw in the three first steps in the How to do it... section, we can set a threshold
to trigger an alert when it has trespassed. All the metrics are presented in the How to do it... section,
and some more can be found here: https://airflow.apache.org/docs/apache-
airflow/2.5.1/administration-and-deployment/logging-monitoring/
metrics.html#counters.

There’s more...

Besides StatsD, there are other tools we can plug into Airflow to track specific metrics or statuses. For
example, for a deep error track, we can use Sentry, a specialized tool used by IT operations teams to
provide support and insights. You can learn more about this integration here: https://airflow.
apache.org/docs/apache-airflow/stable/administration-and-deployment/
logging-monitoring/errors.html.

On the other hand, if tracking users’ activities is a concern, it is possible to integrate Airflow with
Google Analytics. You can learn more here: https://airflow.apache.org/docs/apache-
airflow/stable/administration-and-deployment/logging-monitoring/
tracking-user-activity.html.

See also

¢ Learn more about Airflow architecture here: https://airflow.apache.org/docs/
apache-airflow/stable/administration-and-deployment/logging-
monitoring/logging-architecture.html

e More information about StatsD is here: ht tps: //www.datadoghqg.com/blog/statsd/

Using notification operators

So far, we have focused on ensuring that code is well logged and has enough information to provide
valid monitoring. Nevertheless, the purpose of having mature and structured pipelines is to avoid the
necessity of manual intervention. With busy agendas and other projects, it is hard to constantly look
at monitoring dashboards to check whether everything is fine.

309


https://airflow.apache.org/docs/apache-airflow/2.5.1/administration-and-deployment/logging-monitoring/metrics.html#counters
https://airflow.apache.org/docs/apache-airflow/2.5.1/administration-and-deployment/logging-monitoring/metrics.html#counters
https://airflow.apache.org/docs/apache-airflow/2.5.1/administration-and-deployment/logging-monitoring/metrics.html#counters
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/errors.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/errors.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/errors.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/tracking-user-activity.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/tracking-user-activity.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/tracking-user-activity.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/logging-architecture.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/logging-architecture.html
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/logging-monitoring/logging-architecture.html
https://www.datadoghq.com/blog/statsd/

310

Logging and Monitoring Your Data Ingest in Airflow

Thankfully, Airflow also has native operators to trigger alerts depending on their configured situation.
In this recipe, we will configure an email operator to trigger a message every time a pipeline succeeds
or fails, allowing us to remediate the problem rapidly.

Getting ready

Refer to the Technical requirements section for this recipe, since we will handle it with the same technology.

In addition to that, you need to create an app password for your Google account. This password will
allow our application to authenticate and use the Simple Mail Transfer Protocol (SMTP) host from
Google to trigger emails. You can generate the app password in your Google account at the following
link: https://security.google.com/settings/security/apppasswords.

Once you access the link, you will be asked to authenticate using your Google credentials, and a new
page will appear, similar to the following:

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Mail *  Mac v

GENERATE

Figure 10.32 - The Google app password generation page

In the first box, select Mail, and in the second box, select the device that will use the app password.
Since I am using a Macbook, I will select Mac, as shown in the preceding screenshot. Then, click
on GENERATE.


https://security.google.com/settings/security/apppasswords

Using notification operators

A window similar to the following will appear:

Generated app password

Your app password for Mac

How to use it

Agcounts

1. Open the "Mail® app on your Mac
computer.

2. From the Menu bar, select "Mail® —
"Preferences..” — "Accounts”.

IR wawox betavion | Adhanced |

o Eraie this scxoust
Accoust Type: Google IAF 3. Select your Google Account from the
Oririggion: Cemad list.
Emal Addvest:  sscurecaly@gmat.com 4. Replace your password with the 16-
Fuoll Marsse: | Sabcun Sadty character password shown above.

9 Jarnec Lo dmim oo Just like your normal password, this app

User Mara:  sacuresaly
password grants complete access to your

—— Google Account. You won't need to remember
Oregoing il Sarves ST | Graad E it, so don't write it down or share it with
o Use only this server anyone
LS Comificane: | Mome [ Learn moare
DONE
Far SUPROIL v Codtln 7

Figure 10.33 - The Google generated app password pop-up window

Follow the steps on the page and save the password in a place you can remember.

Airflow DAG code

To avoid redundancy and focus on the goal of this recipe, which is to configure remote logging in
Airflow, we will use the same DAG as the Creating basic logs in Airflow recipe. However, feel free to
create another DAG with a different name but the same code.

Nonetheless, you can always find the final code in the GitHub repository here:

https://github.com/PacktPublishing/Data-Ingestion-with-Python-
Cookbook/tree/main/Chapter 10/Using notifications operators
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How to do it...
Perform the following steps to try this recipe:

1. Let’s start by configuring the SMTP server in Airflow. Insert the following lines in your docker -
compose . yaml file under the environment section:

# SMTP settings

AIRFLOW__SMTP _SMTP_HOST: "smtp.gmail.com"

AIRFLOW _SMTP__SMTP USER: "your email here"
AIRFLOW__SMTP__ SMTP_ PASSWORD: "your app_ password_ here"
AIRFLOW__SMTP__SMTP PORT: 587

Your file should look like this:

ngo apache-

Figure 10.34 - docker-compose.yaml with SMTP environment variables

If you directly edit the airflow. cfg file, edit the following lines:

[smtp]

# If you want airflow to send emails on retries, failure, and
you want to use

# the airflow.utils.email.send_email smtp function, you have to
configure an

# smtp server here
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smtp host = smtp.gmail.com
smtp_starttls = True

smtp ssl = False

# Example: smtp user = airflow

smtp user = your email here

# Example: smtp password = airflow
smtp password = your app_password here
smtp port = 587

smtp mail from = airflowe@example.com
smtp timeout = 30

smtp retry limit = 5

Don't forget to restart Airflow after these configurations are saved.

EmailOperator. Lets add to our imports the following line:

from airflow.operators.email import EmailOperator

The imports will be organized like this:

from airflow import DAG

from airflow.operators.python operator import PythonOperator
from airflow.operators.email import EmailOperator

from datetime import datetime, timedelta

import logging

# basic logging dag DAG code
#

3. Indefault args, we will add three new parameters - email, email on failure,

and email on retry. You can see here what it looks like:

# basic logging dag DAG imports above this line

default args = {
'owner': 'airflow',
'depends _on past': False,
'start date': datetime (2023, 4, 1),
'email': ['sample@gmail.com'],
'email on failure': True,
'email on retry': True,
'retries': 1,
'retry delay': timedelta(minutes=5)

Now, let’s edit our basic logging dag DAG to allow it to send emails using

313



314 Logging and Monitoring Your Data Ingest in Airflow

# basic logging dag DAG code
# ..

You don’t need to worry about these new parameters for now. We will cover them in the How
it works... section.

4. Then, let’s add a new task to our DAG called success_task. If all the other tasks are
successful, this one will trigger EmailOperator to alert us. Add the following code to the
basic logging dag script:

success task = EmailOperator (
task id="success_task",
to= "g.esppen@gmail.com",
subject="The pipeline finished successfully!",
html content="<h2> Hello World! </h2>",
dag=dag

5. Finally, at the end of your script, let’s add the workflow:
extract task >> transform task >> load task >> success task

Don't forget that you can always check how the final code looks here: https://github.
com/PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/
main/Chapter 10/Using noti%EF$AC%8lcations_operators

6. Ifyou check your DAG graph, you can see that a new task called success_task appears. It
shows our operator is ready to be used. Let’s trigger our DAG by selecting the play button in
the top-right corner, as we did in step 3 of the Configuring logs in airflow.cfg recipe.

Your Airflow UI should look like this:

[GESEEE) schedule: None Next Run: None

[ @] basic_logging_dag
B crid [3) calendar ¥ Task Duration 2 Task Tries L Landing Times = Gantt A\ Details <> Code IB Audit Log > 0
B | 2023-04-01T22:18:122 Runs 25 v | Run  manual_2023-04-01T22:18:11.675875+00:00 v  Layout = Left>Right v | Update ‘ T
EmailOperator| | PythonOperator up_for_retry | [up_for_reschedule] [upsiream_Tailed) | skinped| [scheduled no_status

Auto-refresh | C

[ extract_data ]—'[ transform_data H load_data H success_task ]

Figure 10.35 - basic_logging_dag showing successful runs for all the tasks
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7. Then, let’s check our email. If everything is well configured, you should see an email similar

to the following:

The pipeline finished successfully! D Gaiads entrada x e @
s ———— ERbadmen W H

para mim =

@ BETA  Grammarly can now summarize emails, including this one! RV Learn more Dismiss

Hello World!

“ N
) [~ Encaminhar |
7 h >4

i3 .
[ & Responder
h -~

Figure 10.36 — An email with a Hello World! Message, indicating that success_task worked

Our EmailOperator works exactly as expected!

How it works...

Let’s start explaining the code by defining what an SMTP server is. An SMTP server is a key component
of an email system that enables the transmission of email messages between servers and from clients
to servers.

In our case, Google works both as a sender and receiver. We borrow a Gmail host to help send an email
from our local machine. However, you don’t need to worry about this when working on a company
project; your IT operations team will take care of it.

Now, back to Airflow — once we understand how the SMTP works, its configuration is straightforward.
Consulting the reference page for the configurations in Airflow (https://airflow.apache.
org/docs/apache-airflow/stable/configurations-ref.html), we can see that
there is a section dedicated to SMTP, as you can see here:
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[smtp]

If you want airflow to send emails on retries, failure, and you want to use the airflow.utils.email.send_email_smtp function,
you have to configure an smtp server here

smtp_host

Type

string

Default

localhost

Environment Variable
AIRFLOW__SMTP__SMTP_HOST
Figure 10.37 - The Airflow documentation page for the SMTP environment variables

Then, all we needed to do was to set the required parameters to allow the connection between the
host (smtp.gmail.com) and Airflow, as you can see here:

Figure 10.38 - A close look at the docker-compose.yaml SMTP settings

Once this step is completed, we will go to our DAG and declare EmailOperator, as shown in the
following code:

success_task = EmailOperator (
task id="success task",
to="g.esppen@gmail.com",
subject="The pipeline finished successfully!",
html content="<h2> Hello World! </h2>",
dag=dag
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The parameters of the email are very intuitive and can be set accordingly to whatever is needed. If we
delve deeper, we can see that there are plenty of possibilities to make those fields’ values more abstract
to adapt to different function results.

It is also possible to use a formatted email template in html content and even attach a complete
error or log message. You can see more of the allowed parameters here: https://airflow.
apache.org/docs/apache-airflow/stable/ api/airflow/operators/email/
index.html.

In our case, this operator was triggered when all tasks successfully ran. But what about if there is an
error? Let’s go back to step 3 and see default args:

default args = {
'owner': 'airflow',
'depends on past': False,
'start date': datetime (2023, 4, 1),
'email': ['sample@gmail.com'],
'email on failure': True,
'email on retry': True,
'retries': 1,
'retry delay': timedelta (minutes=5)

}

The two new parameters added (email on failureandemail on retry)address scenarios
where the DAG failed or retries a task. The values inside the ema il parameter list are the recipients
of these emails.

A default email triggered by an error message looks like this:

Airflow alert: <TaskInstance: CuTEG—G————

+00:00 [failed]> inboxx

tome

Try 1 out of 1

Exception:

Bash command failed. The command returned a non-zero exit code.
Log: Link

Host:

Log file: Jopt/a irﬁow!logmm;ﬂﬂ_log

Figure 10.39 — The Airflow default email for error in a task instance
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There’s more...

The Airflow notification system is not limited to sending emails and counts, offering useful integrations
with Slack, Teams, and Telegram.

TowardsDataScience has a fantastic blog post about how to integrate Airflow with Slack, and you can
find it here: https://towardsdatascience.com/automated-alerts-for-airflow-
with-slack-5c6ec766a823.

Not limited to corporate tools, Airflow also has a Discord hook: https://airflow.apache.
org/docs/apache-airflow-providers-discord/stable/ api/airflow/
providers/discord/hooks/discord webhook/index.html.

The best advice I can give is always to look at Airflow community documentation. As an open source
and active platform, there is always a new implementation to help automate and make our daily
work easier.

Using SQL operators for data quality

Good data quality is crucial for an organization to ensure the effectiveness of its data systems. By
performing quality checks within the DAG, it is possible to stop pipelines and notify stakeholders
before erroneous data is introduced into a production lake or warehouse.

Although plenty of available tools in the market provide data quality checks, one of the most popular
ways to do this is by running SQL queries. As you may have already guessed, Airflow has providers
to support those operations.

This recipe will cover the data quality principal topics in the data ingestion process, pointing out the
best SQLOperator type to run in those situations.

Getting ready

Before starting our exercise, let’s create a simple Entity Relationship Diagram (ERD) for a customers
table. You can see here how it looks:
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customer_id (PK)|
first_name
last_name

email

phone_number

city
state
country

zip code

|

| |
| |
| |
| |
| address |
| |
| |
| |
| |
| |

orders_count

+

Figure 10.40 - An example of customers table columns

And the same table is represented with its schema:

CREATE TABLE customers (
customer id INT PRIMARY KEY,
first name VARCHAR(50),
last_name VARCHAR(50),
email VARCHAR(100),
phone_number VARCHAR (20),
address VARCHAR (200),
city VARCHAR (50),
state VARCHAR (50),
country VARCHAR (50),
Zip_code VARCHAR (20)

) 8

You don’t need to worry about creating this table in a SQL database. This exercise will focus on the
data quality factors to be checked, using this table as an example.
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How to do it...
Here are the steps to perform this recipe:

1. Lets start by defining the essential data quality checks that apply as follows:

Validate columns
Validate rows

Unigueness of PK
Data quality essentials
Null values

Number of distinct values

Figure 10.41 - Data quality essential points

2. Lets imagine implementing it using SQL.ColumnCheckOperator, integrated and installed
in our Airflow platform. Let’s now create a simple task to check whether our table has unique
IDs and whether all customers have first name. Our example code looks like this:

id username check = SQLColumnCheckOperator (
task id="id username check",
conn_id= my conn,
table=my table,
column mapping={

"customer id": {

"null check":
"equal to": O,
"tolerance": 0,

b

"distinct check": {
"equal to": 1,

b

b
"first name'": {
"null check": {"equal to": 0},

}
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3. Now, let’s validate whether we ingest the required count of rows using SQLTableCheckOperator,
as follows:

customer table rows count = SQLTableCheckOperator (
task id="customer table rows count",
conn_id= my_ conn,
table=my table,
checks={"row count check": {
"check statement": "COUNT (*) >= 1000"

4. Finally, let’s ensure the customers in our database have at least one order. Our example code
looks like this:

count orders check = SQLColumnCheckOperator (
task_id="check_columns",
conn_id=my-conn,
table=my table,
column mapping={
"MY NUM COL": {
"min": {"geg to ": 1}

)

The geq_to key stands for great or equal to.

How it works...

Data quality is a complex topic encompassing many variables, such as the project or company context,
business models, and Service Level Agreements (SLAs) between teams. Based on this, the goal of
this recipe was to offer the core concept of data quality and demonstrate how to first approach using
Airflow SQLOperators.
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Let’s start with the essential topics in step I, as follows:

Validate columns
Validate rows

Uniqueness of PK

Data quality essentials
Null values

Number of distinct values

Figure 10.42 — Data quality essential points

In a generic scenario, those items are the principal topics to be approached and implemented. They
will guarantee the minimum data reliability, based on whether the columns are the ones we expected,
creating an average value for the row count, ensuring the IDs are unique, and having control of the
null and distinct values in specific columns.

Using Airflow, we used the SQL approach to check data. As mentioned at the beginning of this recipe,
SQL checks are widespread and popular due to their simplicity and flexibility. Unfortunately, to simulate
a scenario like this, we would be required to set up a hard-working local infrastructure, and the best
we could come up with is simulating the tasks in Airflow.

Here, we used two SQLOperator subtypes - SQLColumnCheckOperator and
SQLTableCheckOperator. As the name suggests, the first operator is more focused on verifying the
column’s content by checking whether there are null or distinct values. In the case of customer id,
we verified both scenarios and only null values for first name, as you can see here:

column mapping={
"customer id": {

"null check": {
"equal to": O,
"tolerance": 0,

}s

"distinct check": ({
"equal to": 1,

b

b
"first name": {
"null check": {"equal to": 0},

}



Using SQL operators for data quality

SQLTableCheckOperator will perform validations across the whole table. It allows the insertion
of a SQL query to make counts or other operations, as we did to validate the expected number of rows
in step 3, as you can see in the piece of code here:

checks={"row count check": {
"check statement": "COUNT (*) >= 1000"

}

However, SQLOperator is not limited to these two. In the Airflow documentation, you can see other
examples and the complete list of accepted parameters for these functions: https://airflow.
apache.org/docs/apache-airflow/2.1.4/ api/airflow/operators/sql/
index.html#module-airflow.operators.sqgl.

A fantastic operator to check out is SQLIntervalCheckOperator, used to validate historical
data and ensure the stored information is concise.

In your data career, you will see that data quality is a daily topic and concern among teams. The best
advice here is to continually search for tools and methods to improve this methodology.

There’s more...

We can use additional tools to enhance our data quality checks. One of the recommended tools for
this use is GreatExpectations, an open source platform made in Python with plenty of integrations,
with resources such as Airflow, AWS $3, and Databricks.

Although it is a platform you can install in any cluster, GreatExpectations is expanding toward
a managed cloud version. You can check more about it on the official page here: https://
greatexpectations.io/integrations.

See also

o Yu Ishikawa has a nice blog post about other checks you can do using SQL in Airflow: https://
yu-ishikawa.medium.com/apache-airflow-as-a-data-quality-checker-
4léca7f5a3ad

o More information about data quality in Airflow is available here: https://docs.
astronomer.io/learn/data-quality
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Further reading

https://www.oak-tree.tech/blog/airflow-remote-logging-s3

https://airflow.apache.org/docs/apache-airflow-providers-amazon/
stable/connections/aws.html#examples

https://airflow.apache.org/docs/apache-airflow/stable/howto/
email-config.html

https://docs.astronomer.io/learn/logging

https://airflow.apache.org/docs/apache-airflow/stable/
administration-and-deployment/logging-monitoring/metrics.
html#setup

https://hevodata.com/learn/airflow-monitoring/#aam

https://servian.dev/developing-5-step-data-quality-framework-
with-apache-airflow-972488ddb65f
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11

Automating Your Data
Ingestion Pipelines

Data sources are frequently updated, and this requires us to update our data lake. However, with
multiple sources or projects, it becomes impossible to trigger data pipelines manually. Data pipeline
automation makes ingesting and processing data mechanical, obviating the human actions to trigger
it. The importance of automation configuration lies in the ability to streamline data flow and improve
data quality, reducing errors and inconsistency.

In this chapter, we will cover how to automate the data ingestion pipelines in Airflow, along with two
essential topics in data engineering, data replication and historical data ingestion, as well as best practices.

In this chapter, we will cover the following recipes:

o Scheduling daily ingestions

o Scheduling historical data ingestion

o Scheduling data replication

o Setting up the schedule interval parameter

o Solving scheduling errors

Technical requirements

You can find the code from this chapter in the GitHub repository at https://github.com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/
Chapter_ 11.
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Installing and running Airflow

This chapter requires that Airflow is installed on your local machine. You can install it directly on
your Operating System (OS) or use a Docker image. For more information, refer to the Configuring
Docker for Airflow recipe in Chapter 1.

After following the steps described in Chapter I, ensure your Airflow instance runs correctly. You can
do that by checking the Airflow Ul at http://localhost:8080.

If you are using a Docker container (as I am) to host your Airflow application, you can check its status
in the terminal with the following command:

$ docker ps

Here is the status of the container:

Figure 11.1 - Airflow containers running

Or you can check the container status on Docker Desktop:

&2 airflow-local Running (7/8)

airflow-init-1

2e254b60e8ef [[) Exited

postgres-1

ef87d6c7f118 [ Running 9 minutes ago

redis-1

Runnis 9 minutes ago
1784f7e83a35 [[] < g

airflow-scheduler-1 Running 5 minutes ago

346f086808e3 [[]

airflow-webserver-1

bbe517561509 I[] Running 5 minutes ago

airflow-worker-1

Runni 5 minutes ago
ad1e0e6ca790 I[] = g

flower-1
ef1e137¢a313 [

airflow-triggerer-1
d9bc9a382189 I

Running 5 minutes ago

0O OO OO oo o o

Running 5 minutes ago

Figure 11.2 — Docker Desktop showing Airflow running containers

Scheduling daily ingestions

Data constantly changes in our dynamic world, with new information being added every day and even
every second. Therefore, it is crucial to regularly update our data lake to reflect the latest scenarios
and information.
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Managing multiple projects or pipelines concurrently and manually triggering them while integrating
new data from various sources can be daunting. To alleviate this issue, we can rely on schedulers, and
Airflow provides a straightforward solution for this purpose.

In this recipe, we will create a simple Directed Acyclic Graph (DAG) in Airflow and explore how to
use its parameters to schedule a pipeline to run daily.

Getting ready

Please refer to the Technical requirements section for this recipe since we will handle it with the same
technology mentioned here.

In this exercise, we will create a simple DAG. The structure of your Airflow folder should look like
the following:

L your_airflow folder/
I— dags/
I— __ipit  .py
— daily ingestion/f

I
| I— __init  .py
I

— daily ingestion dag.py
I— plugins
I— logs
I— .env

— docker-compose . yaml

Figure 11.3 - daily_ingestion_dag DAG folder structure

All code in this recipe will be placed inside daily ingestion dag.py. Ensure you have created
the file by following the folder structure in Figure 11.3.

How to do it...
These are the steps for this recipe:

1. Lets start by importing the required libraries:

from airflow import DAG
from airflow.operators.bash import BashOperator
from datetime import datetime, timedelta
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2. Now, we will define default args for our DAG. For the start_date parameter, insert
today’s date or a few days before you are doing this exercise. For end _date, insert a date a
few days ahead of today’s date. In the end, it should look like the following:

default _args = {
'owner': 'airflow',
'depends_on past': False,
'email': ['airflow@example.com'],
'email on failure': True,
'email on retry': True,
'retries': 1,
'retry delay': timedelta(minutes=5),
'start date': datetime (2023, 4, 12),
'end date': datetime (2023, 4, 30),
'schedule interval': '@daily

}

3. Then, we will define our DAG and the tasks inside it. Since we want to focus on how to schedule
daily ingestion, our tasks will each be a BashOperator since they can execute Bash commands
with simplicity, as you can see here:

with DAG (
'daily ingestion dag',
default args=default args,
description='A simple ETL job using Bash commands',

) as dag:
tl = BashOperator (
task id="t1",
bash command="echo 'This is task nol '",
)
t2 = BashOperator (
task id="t2",
bash command="echo 'This is task no2 '",
)
tl >> t2

4. With the DAG written, let’s enable it on the Airflow UI, and the DAG should run immediately.
After running, the DAG will have a SUCCESS status, as follows:
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wa'rﬂow DAGs Security Browse Admin Docs 19:55 UTC AA
PR . ([GESHEE) schedule: 1 day, 0:00:00  Next Run: 2023-04-12, 00:00:00
O daily_ingestion_dag
M8 Grid (3 calendar ® Task Duration 2 Task Tries L L anding Times = Gantt A\ Details <> Code B Audit Log > O
[ 2023-04-01T00:00:01Z Runs | 25~ Run  scheduled_2023-04-01T00:00:00+00:00 v | Layout Left>Right v ‘ Update ‘ Find Task
ashperaor wo_for sy (up o rescheue) (upsheam_fees) (skper) (schedled no_siatus

Auto-refresh | C

Figure 11.4 — daily_ingestion_dag DAG in the Airflow Ul

If we check the logs, it will show the echo command output, similar to the following:

[2023-04-12, 19:54:38 UTC] [ 1686 - airflow.hooks.subprocess.
SubprocessHook ] {subprocess.py:74} INFO - Running command:
[*bash', '-c¢', "echo 'This is task no2 '"]

[2023-04-12, 19:54:38 UTC] [ 1686 - airflow.hooks.subprocess.
SubprocessHook ] {subprocess.py:85} INFO - Output:
[2023-04-12, 19:54:38 UTC] [ 1686 - airflow.hooks.subprocess.
SubprocessHook ] {subprocess.py:92} INFO - This is task no2

5. Now, we need to ensure the DAG will run daily. To confirm this, select the Calendar option
on your DAG page. You will see something similar to this:

B Grid ®@ Graph 3 calendar & Task Duration = Task Tries L L anding Times = Gantt A\ Details <> Code B Audit Log

success [|IIMBNNNEN faice [ running planned no_status

Sun
Mon
Tue
Wed
Thu
Fri
Sat

2023

Figure 11.5 - DAG’s Calendar visualization in the Airflow Ul

As you can see, the execution is depicted in the shaded region to the left, indicating a successful
outcome (SUCCESS) relative to the current date. The following days, until end_date, are
marked with a dot inside, indicating the job will run every day for the next few days.
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Note

Figure 11.5 shows some days when the job was executed successfully. This is shown to users
how the same calendar behaves on previous executions.

How it works...

Airflow’s scheduler is mainly defined by three parameters: start date, end date, and schedule
interval. These three parameters define the beginning and end of the job and the interval
between executions.

Lets take alook at default args:

default args = {
'owner': 'airflow',

'start date': datetime (2023, 4, 12),
'end date': datetime (2023, 4, 30),
'schedule interval': '@daily

}

Since I am writing this exercise on April 12, 2023, I set my start date parameter to the same
day. This will make the job retrieve information relating to April 12, and if I put it a few days before
the current date, Airflow will retrieve the earlier date. Don’t worry about it now; we will cover more
about this in the Scheduling historical data ingestion recipe.

The key here is the schedule interval parameter. As the name suggests, this parameter will
define the periodicity or the interval of each execution, and, as you can observe, it was simply set
using the @daily value.

The Calendar option on the DAG UI page is an excellent feature of Airflow 2.2 onward. This functionality
allows the developers to see the next execution days for the DAG, preventing some confusion.

There's more...

The DAG parameters are not limited to the ones we have seen in this recipe. Many others are available
to make the data pipeline even more automated and intelligent. Let’s take a look at the following code:

default args = {
'owner': 'airflow',
'depends _on past': False,
'email': ['airflow@example.com'],
'email _on_failure': True,
'email on retry': True,
'retries': 1,
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'retry delay': timedelta (minutes=5),
'start_date': datetime (2023, 4, 12),
'end date': datetime (2023, 4, 30),
'schedule_interval': 'edaily,
'queue': 'bash queue',

'pool': 'backfill',

'priority weight': 10

}

There are three additional parameters here: queue, pool, and priority weight. As we saw in
Chapter 9 and Chapter 10, the Airflow architecture includes a queue (usually executed by Celery) to
create an order of execution when we have parallel jobs running simultaneously. The pool parameter
limits the number of simultaneous jobs. Finally, priority weight, as the name suggests, defines
the priority of a DAG over other DAGs.

You can read more about these parameters in the Airflow official documentation here:

https://airflow.apache.org/docs/apache-airflow/1.10.2/tutorial.html

See also

You can read more about scheduling with crontab also at https://crontab.guru/.

Scheduling historical data ingestion

Historical data is vital for data-driven decisions, providing valuable insights and supporting decision-
making processes. It can also refer to data that has been accumulated over a period of time. For
example, a sales company can use historical data from previous marketing campaigns to see how they
have influenced the sales of a specific product over the years.

This exercise will show how to create a scheduler in Airflow to ingest historical data using the best
practices and common concerns related to this process.
Getting ready

Please refer to the Technical requirements section for this recipe since we will handle it with the same
technology mentioned here.
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In this exercise, we will create a simple DAG inside our DAGs folder. The structure of your Airflow
folder should look like the following:

L your_airflow folder/
f—— dags/
|— __ipit  .py
L historical data/

|— _ipit  .py

— historical data dag.py

lugins

Figure 11.6 - historical_data_dag folder structure in your local Airflow directory

How to do it...
Here are the steps for this recipe:

1. Lets start by importing our libraries:

from airflow import DAG
from airflow.operators.python operator import PythonOperator

from datetime import datetime, timedelta

2. Now, let’s define default args. Since we wish to process old data, I will set datetime
for start_date before the current day, and end_date will be near the current day. See
the following code:

default args = {
'owner': 'airflow',
'depends_on _past': False,
'email': ['airflow@example.com'],
'email on failure': True,
'email on retry': True,
'retries': 1,
'retry delay': timedelta(minutes=5),
'start date': datetime (2023, 4, 2),
'end date': datetime (2023, 4, 10),
'schedule interval': '@daily'
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3. Then, we will create a simple function to print the date Airflow used to execute the pipeline.
You can see it here:

def my task (execution date=None) :
print (f"execution date:{execution date}")

4. Finally, we will declare our DAG parameters and a PythonOperator task to execute it, as
you can see here:

with DAG (
'historical data dag',
default args=default args,

description='A simple ETL job using Python commands to
retrieve historical data',

) as dag:

pl = PythonOperator (
task id="p1",
python callable=my task,

pl

5. Heading to the Airflow UL, let’s proceed with the usual steps to enable the DAG and see its
execution. On the historical data_dag page, you should see something similar to the
following screenshot:

XAirﬂow DAGs  Security Browse-  Admin Docs. 20:14 UTC AA

[EESEEED schedule: 1day, 0:00:00  Next Run: 2023-04-12, 00:00:00

[ @) historical_data_dag
8 Grid (3 calendar ® Task Duration 3 Task Tries. <L Landing Times = Gantt A\ Details <> Code B Audit Log » O
B 2023-04-11700:00:01Z Runs | 25 v || Run | scheduled_ 2023-04-11700:00:00+00:00 v| Layout | Left>Right v Find Task
PyhonGperator ot ety Sipped (seheduead o_status

Auto-refresh | C

Figure 11.7 — historical_data_dag DAG in the Airflow Ul
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As you can see, the task ran with success.

6. Now, let’s check our 1ogs folder. If we select the folder with the same name as the DAG we
created (historical data_ dag), we will observe run_id instances on different days,
beginning on April 2 and finishing on April 10:

- logs

~ dag_id=historical_datz
» run_id=scheduled_ 20 )4-02T00:00:00+00:00/ task_id=p1
> run_id=scheduled__2023-04-03T00:00:00+00:00/ task_id=p1
> run_id=scheduled__2023-04-04T00:00:00+00:00/ task_id=p1
> run_id=scheduled_ 2023-04-05T00:00:00+00:00/ task_id=p1

> run_id=scheduled_ 2 )4-06T00:00:00+00:00 / task_id=p1

3-04-07T00:00:00+00:00/ task_id=p1
> run_id=scheduled_ 2023-0 task_id=p1
» run_id=scheduled__2 task_id=p1

> run_id=s 04 00:00:00+00:00/ task id=p1

Figure 11.8 — Airflow logs folder showing retroactive ingestion

7. Let’s open the first run_id folder to explore the log for that run:

v run_id=scheduled_ 2023-04-02T00:00:00+00:00 / task_id=p1

= attempt=1.log

Figure 11.9 - DAG log for April 2, 2023

The log tells us the execution date parameter, which is the same as the start__
date parameter.
Here is a closer look at the logs:

[2023-04-12 20:10:25,205] [ ... ] {logging mixin.py:115} INFO -
execution date:2023-04-02T00:00:00+00:00

[2023-04-12 20:10:25,205] [ ... 1 {python.py:173} INFO - Done.
Returned value was: None

We will observe the same pattern for the run_id for April 3:

v run_id=scheduled  2023-04-03T00:00:00+00:00 / task_id=p1

£ attempt=1.log

Figure 11.10 - DAG log for April 3, 2023
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Here is a closer look at the log output:

2023-04-12 20:10:25,276] [ ... 1 {logging mixin.py:115} INFO -
execution date:2023-04-03T00:00:00+00:00

[2023-04-12 20:10:25,276] [...] {python.py:173} INFO - Done.
Returned value was: None

The execution_date also refers to April 3.

This shows us that Airflow has used the interval declared on start date and end_date to run
the task!

Now, let’s proceed to understand how the scheduler works.

How it works...

As we saw, scheduling and retrieving historical data with Airflow is straightforward, and the key
parameters were start date, end date, and schedule_ interval. Let’s discuss them in
a little more detail:

o The start date parameter defines the first date Airflow will look at when the pipeline is
triggered. In our case, it was April 2.

o Nextis end_ date. Usually, this is not a mandatory parameter, even for recurrent ingests.
However, the purpose of using it was to show that we can set a date as a limit to stop the ingestion.

o Finally, schedule interval dictates the interval between two dates. We used a daily interval
in this exercise, but we could also use crontab if we needed more granular historical ingestion.
We will explore this in more detail in the Setting up the schedule_interval parameter recipe.

With this information, it is easier to understand the logs we got from Airflow:
v lo gs
v dag_id=historical_da

> run_id 2 ; task_id=p1

> run_id duled_ 202 00:00:00+00:00/ task_id=p1
> run_id duled_ 202: 04T00:00:00+00:00/ task_id=p1
> run_id=s 2 -04-05T00:00:00+00:00/ task_id=p1

> run_id=scheduled__2023-0¢ task_id=p1
> run_id=scheduled_ 202 00/task_id=p1
> run_id=scheduled_ 2023 : task id=p1
» run_id=scheduled_ 2023-0¢ task_id=p1

task id=p1

Figure 11.11 - Airflow logs folder showing historic ingestion
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Each folder represents one historical ingestion that occurred at a daily interval. Since we did not define
a more granular date-time specification, the folder name uses the time that the job was triggered. This
information is not included in the logs.

To show what date Airflow was using behind the scenes, we created a simple function:

def my task(execution date=None) :
print (f"execution date:{execution date}")

The only purpose of the function is to show the execution date of the task. The execution date
parameter is an internal parameter that displays when a task is executed and can be used by operators
or other functions to execute something based on a date.

For example, let’s say we need to retrieve historical data stored as a partition. We can use execution
date to pass the date-time information to a Spark function, which will read and retrieve data from
that partition with the same date information.

As you can see, retrieving historical data/information in Airflow requires a few configurations. A
good practice is to have a separate and dedicated DAG for historical data processing so that current
data ingestion is not impaired. Also, if it is necessary to reprocess data, we can do it with a few
parameter changes.

There's more...

Inside the technique of ingesting historical data using Airflow are two important concepts: catchup
and backfill.

Scheduling and running DAGs for past periods that may have been missed for various reasons is
commonly known as catchup in Apache Airflow. This mechanism allows the system to execute DAGs
retrospectively by following their pre-specified schedule interval. By default, this feature is
enabled in Airflow. Therefore, if a paused or uncreated DAG’s start_date lies in the past, it will be
automatically scheduled and executed for missed time intervals. The following diagram illustrates this:
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Cafchup = true (defaulf)
Airflow starts processing, including
past intervals (= backfilling).

___________________________________________________________________ e
| | | i oo
Start Current  Now
date interval
Catchup = false
Airflow starts processing
from the current interval.
_______________ -
| | | | S
Start ow
date (?-urrent
interval

Figure 11.12 - Airflow catchup timeline. Source: https://medium.com/nerd-
for-tech/airflow-catchup-backfill-demystified-355def1b6f92

On the other hand, Airflow’s backfill functionality allows you to execute DAGs retroactively, along with
their associated tasks for past periods that may have been missed due to the DAG being paused, not
yet created, or for any other reason. Backfilling in Airflow is a powerful feature that helps you to fill the
gaps and catch up on data processing or workflow execution that may have been missed in the past.

You can read more about it on Amit Singh Rathore’s blog page here: https://medium.com/
nerd-for-tech/airflow-catchup-backfill-demystified-355deflb6£f92.

Scheduling data replication

In the first chapter of this book, we covered what data replication is and why it's important. We saw
how vital this process is in the prevention of data loss and in promoting recovery from disasters.

Now, it is time to learn how to create an optimized schedule window to make data replication happen.
In this recipe, we will create a diagram to help us decide the best moment to replicate our data.

Getting ready

This exercise does not require technical preparation. However, to make it closer to a real scenario, let’s
imagine we need to decide the best way to ensure the data from a hospital is being adequately replicated.
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We will have two pipelines: one holding patient information and another with financial information.
The first pipeline collects information from a patient database and synthesizes it into readable reports
used by the medical team. The second will feed an internal dashboard used by the hospital executives.

Due to infrastructure limitations, the operations team has only one requirement: only one pipeline
can have its data replicated quickly.

How to do it...
Here are the steps for this recipe:

1. Identify the targets to replicate: As described in the Getting ready section, we have identified
the target data, which are the pipeline holding patient information, and the pipeline with
financial data to feed a dashboard.

However, suppose this information is not coming promptly from stakeholders or other relevant
people. In that case, we must always start by identifying our project’s most critical tables
or databases.

2. Replication periodicity: We must define the replication schedule based on our data’s criticality
or relevance. Let’s take a look at the following diagram:

Periodicity

. 30 min to 3 hours after the

Relevant data

ingestion
Streaming or > At the same time of the
critical data ingestion

Until 24 hours. It avoids

Others
relative data difference

Figure 11.13 - Periodicity of data replication

As we can see, the more critical the data is, the more frequently the replication is recommended.
In our scenario, the patient reports would fit better with 30 minutes to 3 hours after the ingestion,
while the financial data can be replicated until 24 hours have passed.
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3. Setaschedule window for replication: Now, we need to create a schedule window to replicate
the data. This replication decision needs to take into consideration two important factors, as
you can see in the following diagram:

Replication window

Less server activity One replication at time

Figure 11.14 — Replication window

Based on the two pipelines (and remembering we need to prioritize one), the suggestion would
be to replicate the financial data every day after business working hours, while the patient data
can be done at the same time as new information arrives.

Don’t worry if this seems a bit confusing. Let’s explore the details in the How it works section.

How it works...

Data replication is a vital process that ensures data availability and disaster recovery. Its concept is
older than the current ETL process and has been used for many years in on-premises databases. Our
advantage today is that we can carry out this process at any moment. In contrast, replication had a
strict schedule window a few years ago due to hardware limitations.

In our example, we handled two pipelines that had distinct severity levels. The idea behind this is to
teach attentive eyes to decide when doing each replication.

The first pipeline, which is the patient reports pipeline, handles sensitive data such as personal information
and medical history. It also may be helpful for doctors and other health workers to help a patient.

Based on this, the best approach is to replicate this data within a few minutes or hours of it being
processed, allowing high availability and redundancy.

At first look, the financial data seems to be very critical and demands fast replication; we need to
remember this pipeline feeds data to a dashboard, and therefore, an analyst can use the raw data to
generate reports.
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The decision to schedule data replication must consider other factors besides the data involved. It is
also essential to understand who is interested in or needs to access the data and how it impacts the
project, area, or business when it becomes unavailable.

There's more...

This recipe covered a simple example of setting a scheduling agenda for data replication. We also
covered in step 3 the two main points to have in mind when doing so. Nevertheless, many other factors
can influence the scheduler’s performance and execution. A few examples are as follows:

o Where Airflow (or a similar platform) is hosted on a server

o The CPU capacity

o The number of schedulers

o Networking throughput
If you want to know more about it, you can find a complete list of these factors in the Airflow
documentation: https://airflow.apache.org/docs/apache-airflow/stable/

administration-and-deployment/scheduler.html#what-impacts-scheduler-
s-performance.

The great thing about this documentation is that many points also apply to other data pipeline
processors and can serve as a guide.

Setting up the schedule_interval parameter

One of the most widely used parameters in Airflow DAG scheduler configuration is schedule
interval. Together with start date, it creates a dynamic and continuous trigger for the pipeline.
However, there are some small details we need to pay attention to when setting schedule interval.

This recipe will cover different forms to set up the schedule_ interval parameter. We will also
explore a practical example to see how the scheduling window works in Airflow, making it more
straightforward to manage pipeline executions.

Getting ready

While this exercise does not require any technical preparation, it is recommended to take notes about
when the pipeline is supposed to start and the interval between each trigger.


https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/scheduler.html#what-impacts-scheduler-s-performance
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/scheduler.html#what-impacts-scheduler-s-performance
https://airflow.apache.org/docs/apache-airflow/stable/administration-and-deployment/scheduler.html#what-impacts-scheduler-s-performance

Setting up the schedule_interval parameter

How to do it...

Here, we will show only the default args dictionary to avoid code redundancy. However, you
can always check out the complete code in the GitHub repository: ht tps://github. com/
PacktPublishing/Data-Ingestion-with-Python-Cookbook/tree/main/
Chapter 11/settingup schedule interval.

Let’s see how we can declare schedule interval:

o Using friendly names: A common way to declare the schedule interval value is by
using accessible names such as @daily, @hourly, or @weekly. See what it looks like in

the following code:
default _args =
'owner': 'airflow',
'depends_on past': False,
'retries': 1,

'retry delay': timedelta(minutes=5),
'start date': datetime (2023, 4, 2),
'schedule interval': '@daily'

}

o Using crontab notation: Airflow also supports defining schedule interval using
crontab notation:

default _args =

'owner': 'airflow',
'depends_on past': False,
'retries': 1,

'retry delay': timedelta(minutes=5),
'start date': datetime (2023, 4, 2),
'schedule interval': 'O 22 * * 1-5!

}

In this case, we set the scheduler to start every weekday, from Monday to Friday, at 10 pm (or
22:00 hours).

o Using Python’s timedelta function: Finally, another common way to set schedule interval
is by using the t imedelta method. In the following code, we can set the pipeline to trigger
with an interval of one day between each execution:

default _args =

'owner': 'airflow',
'depends_on past': False,
'retries': 1,

'retry delay': timedelta(minutes=5),
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'start date': datetime (2023, 4, 2),
'schedule interval': timedelta (days=1)

How it works...

The schedule_ interval parameter is an essential aspect of scheduling DAGs in Airflow and
provides a flexible way to define how frequently your workflows should be executed. We can think of
it as the core of the Airflow scheduler.

The goal of this recipe was to show the different ways to set schedule interval and when to
use each of them. Let’s explore them in more depth:

o Friendly names: As the name suggests, this notation uses user-friendly labels or aliases. It provides
an easy and convenient way to specify the exact time and date for scheduled tasks to run. It
can be an easy and simple solution if you don’t have a specific date-time to run the scheduler.

o Crontab notation: Crontabs have long been widely used across applications and systems. Crontab
notation consists of five fields, representing the minute, hour, day of the month, month, and
day of the week. It is a great choice when handling complex schedules, for example, executing
the trigger at 1 p.m. on Mondays and Fridays, or other combinations.

o timedelta function: This Pythonic technique is commonly used by Airflow users to set the
schedule of the DAGs. Using a simple declaration, we can set whether the DAG will run with the
interval of one day (as we saw in step 3) or every five minutes (t imedelta (minutes=5)).
It is also a user-friendly notation but with more granular power.

Note

Although we have seen three ways to set the schedule interval here, remember Airflow
is not a streaming solution, and having multiple DAGs running with a small interval between
them can overload the server. Consider using a streaming tool if you or your team needs to
schedule ingestions every 10-30 minutes, or less.

See also

TowardsDataScience has a fantastic blog post about how schedule interval works behind the
scenes. You can find it here: https: //towardsdatascience.com/airflow-schedule-
interval-101-bbdda3lcc463.


https://towardsdatascience.com/airflow-schedule-interval-101-bbdda31cc463
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Solving scheduling errors

At this point, you may have already experienced some issues with scheduling pipelines not being
triggered as expected. If not, don't worry; it will happen sometime and is totally normal. With several
pipelines running in parallel, in different windows, or attached to different timezones, it is expected
to be entangled with one or another.

To avoid this entanglement, in this exercise, we will create a diagram to assist in the debugging process,

identify the possible causes of a scheduler not working correctly in Airflow, and see how to solve it.

Getting ready

This recipe does not require any technical preparation. Nevertheless, taking notes and writing down
the steps we will follow here can be helpful. Writing when learning something new can help to fix the
knowledge in our minds, making it easier to remember later.

Back to our exercise; scheduler errors in Airflow typically give the DAG status None, as shown here:
XAirﬁow DAGs Security Browse Admin Docs. 11:07 UTC AA

None  Schedule: None Next Run: None

tutorial_etl_dag

foid Qe (3 Calendar g TaskDuration [ TaskTries & landing Times = Gantt A Details <> Code  [§ AuditLog » O
(@ DAG Docs ~
(m} Runs Run Layout | Left>Right v No DAG runs yet Find Task
Pythonoperator up_for_etry skipped] [scheduled no_status

Figure 11.15 - DAG in the Airflow Ul with an error in the scheduler

We will now find out how to fix the error and make the job run again.

How to do it...

Let’s try to identify what could be the cause of the error in our scheduler. Don’t worry about understanding
why we used the approaches that we have. We will cover them in detail in How it works:

1. We can first check whether start date hasbeen set to datetime.now (). Ifthis is the case,
the best approach here is to change this parameter value to a specific date, as you can see here:
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start_date with datetime.now()

Specify the datetime expression,
like datetime(2023, 4, 2)

Figure 11.16 — Error caused by start_date parameter

The code will look like this:

default args = {
'owner': 'airflow',
'depends_on past': False,
'retries': 1,
'retry delay': timedelta (minutes=5),
'start date': datetime (2023, 4, 2),
'schedule interval': '@daily'

}

2. Now we can verify whether schedule interval isaligned with the start date
parameter. In the following diagram, you can see three possibilities to fix the issue:

schedule_interval and
start_date not aligned

The DAG still runr:v;/—w

The interval between the . A
. . . Timezone difference
two parameters are overlaping the schedule_interval is called

Figure 11.17 — Error caused by the start_date and schedule_interval parameters

You can prevent this error by using crontab notation in schedule interval, as follows:

schedule interval='0 2 * * *!
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If you are facing problems with the timezone, you can define which timezone Airflow will
trigger the job in by using the pendulum library:

pendulum.now ("Europe/Paris™")

Finally, another standard error scenario is when schedule interval changes after the
DAG has been running for some time. In this case, the solution usually is to recreate the DAG:

schedule_interval modified
in an existing DAG

Recreate the DAG with
the new schedule interval

Figure 11.18 - Error caused by a change in schedule_interval

At the end of these steps, we will end up with a debug diagram similar to this:

DAG not being triggered

sche_d'ule_lnt.er(al modified S G R schedu.'e_mterva:l and
in an existing DAG start_date not aligned

Specify the datetime expression, The DAG still running when

Recreate the DAG with 2 :
like datetime(2023, 4, 2) the schedule interval is called

the new schedule_interval

The interval between the
two parameters are overlaping

Timezone difference

Figure 11.19 — Diagram to assist in identifying an error caused in the Airflow scheduler
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How it works...

As you can see, the goal of this recipe was to show three different scenarios in which it is common to
observe errors related to the scheduler. Errors in the scheduler normally lead to a DAG status as None,
as we saw in the Getting ready section. However, having a trigger that does not behave as expected is
also considered an error. Now, let’s explore the three addressed scenarios and their solutions.

The first scenario usually occurs when we want to use the current date for start date. Although
it seems like a good idea to use the datet ime .now () function to represent the current date-time,
Airflow will not interpret it as we do. The datetime.now () function will create what we call a
dynamic scheduler, and the trigger will never be executed. It happens because the execution schedule
uses start date and schedule_ interval to know when to execute the trigger, as you can
see here:

start_date + schedule_interval = execution schedule

Figure 11.20 - Airflow execution scheduler equation

If we use datetime.now (), it moves along with time and will never be triggered. We recommend
using a static schedule definition, as we saw in step I.

A typical error is when start _date and schedule_interval are not aligned. Based on the
explanation of Figure 11.20, we can already imagine why aligning these two parameters and preventing
overlapping are so important. As addressed in step 2, a good way to prevent this is by using crontab
notation to set schedule_interval.

A vital topic is the timezones involved in the process. If you look closely at the top of the Airflow U],

you will see a clock and its associated timezone, as follows:

~ Airflow DAGs Security Browse Admin Docs 21:11 UTC

Figure 11.21 - Airflow Ul clock with the timezone displayed

This indicates that the Airflow server is running in the UTC timezone, and all DAGs and tasks will
be executed using the same logic. If you are working in a different timezone and want to ensure it will
run according to your timezone, you can use the pendulum library, as you can see here:

schedule interval = pendulum.now ("Europe/Paris")

pendulum is a third-party Python library that provides easy date-time manipulations using the
built-in datet ime Python package. You can find out more about it in the pendulum official
documentation: https://pendulum.eustace.io/.


https://pendulum.eustace.io/

Further reading

Finally, the last scenario has a straightforward solution: recreate the DAG if schedule interval
changes after some executions. Although this error may not always occur, it is a good practice to
recreate the DAG to prevent further problems.

There’s more...

We have provided in this recipe some examples of what you can check if the scheduler is not working,
but other common errors in Airflow can happen. You can find out more about this on Astronomers
blog page here: https://www.astronomer.io/blog/7-common-errors-to-check-
when-debugging-airflow-dag/.

In the blog, you can find other scenarios where Airflow throws a silent error (or an error without an
explicit error message) and how to solve them.

Further reading

e https://airflow.apache.org/docs/apache-airflow/stable/faqg.
html#what-s-the-deal-with-start-date

e https://se.devoteam.com/expert-view/why-my-scheduled-dag-does-
not-runapache-airflow-dynamic-start-date-for-equally-unequally-
spaced-interval/

e https://stackoverflow.com/questions/66098050/airflow-dag-not-
triggered-at-schedule-time
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Using Data Observability for
Debugging, Error Handling,
and Preventing Downtime

We are reaching the end of our journey through the data ingestion world and have covered many
important topics and seen how they could be applied to real-life projects. Now, to finish this book
with a flourish, the final topic is the concept of data observability.

Data observability refers to the ability to monitor, understand, and troubleshoot the health, quality,
and other vital aspects of data in a big organization or a small project. In summary, it ensures that
data is accurate, reliable, and available when needed.

Although each recipe in this chapter can be executed separately, the goal is to configure tools that, when
set together, create a monitoring and observability architecture ready to bring value to a project or team.

You will learn about the following recipes:

o Setting up StatsD for monitoring

o Setting up Prometheus for storing metrics
o Setting up Grafana for monitoring

o Creating an observability dashboard

« Setting custom alerts or notifications

Technical requirements

This chapter requires that Airflow is installed on your local machine. You can install it directly on your
Operating System (OS) or using a Docker image. For more information, refer to Chapter 1, and the
Configuring Docker for Airflow recipe.
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After following the steps described in Chapter 1, ensure Airflow runs correctly. You can do that by
checking the Airflow UT at this link: http://localhost : 8080

If you are using a Docker container (as I am) to host your Airflow application, you can check its status
in the terminal by using the following command:

$ docker ps

Here is the status of the container:

Figure 12.1 - Airflow containers running

airflow-local Running (7/8)

airflow-init-1 .
2e254b60e8ef I[) Exitsy
postgres-1

ef87d6c7118 I Running 9 minutes ago

redis-1

Runnil 9 minutes ago
1784f7e83a35 [[) e g

airflow-scheduler-1 Running 5 minutes ago

346f086808e3 I[)

airflow-webserver-1

bbe51756509 ) Running 5 minules ago

airflow-worker-1

ad1e0e6ca790 [ Running 5 minutes ago

flower-1

ef1e137ca313 [[] Running 5 minutes ago

airflow-triggerer-1
d9bc9a382189 I7)

0O O OO0 oooo

Running 5 minutes ago

Figure 12.2 — Docker Desktop view of Airflow containers running

Docker images

This chapter requires the creation of other Docker containers to build the monitoring and observability
architecture. If you are using docker-compose . yaml file to run your Airflow application, you can
add the other images addressed here to the same docker - compose . yaml file and run it all together.

If you are running Airflow locally, you can create and configure each Docker image separately or create
a docker-compose . yaml file just for the monitoring tools approach in this chapter.
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Setting up StatsD for monitoring

As introduced in Chapter 10, StatsD is an open source daemon that gathers and aggregates metrics
about application behaviors. Due to its flexibility and lightweight, StatsD is used on several monitoring
and observability tools, such as Grafana, Prometheus, and ElasticSearch, to visualize and analyze
the collected metrics.

In this recipe, we will configure StatsD using a Docker image as the first step in building a monitoring
pipeline. Here, StatsD will collect and aggregate Airflow information and make it available to Prometheus,
our monitoring database, in the Setting up Prometheus for storing metrics recipe.

Getting ready

Refer to the Technical requirements section for this recipe since we will handle it with the same technology.

How to do it...
Here are the steps to perform this recipe:

1. Lets start by defining our Docker configurations for StatsD. These lines will be added under
the services section inside the docker-compose file:

statsd-exporter:
image: prom/statsd-exporter
container name: statsd-exporter

command: "--statsd.listen-udp=:8125 --web.listen-
address=:9102"
ports:
- 9102:9102

- 8125:8125/udp

2. Next, let’s set the Airflow environment variables to install StatsD and export the metrics to it,
as you can see here:

# StatsD configuration
ATRFLOW__SCHEDULER _STATSD ON: 'true'

AIRFLOW__ SCHEDULER__ STATSD HOST: statsd-exporter
ATIRFLOW__SCHEDULER__ STATSD PORT: 8125
AIRFLOW__SCHEDULER__STATSD PREFIX: airflow

_PIP ADDITIONAL REQUIREMENTS: ${_PIP_ADDITIONAL_REQUIREMENTS:—
apache-airflow[statsd]}

If you need help to set these variables in Airflow, please refer to Chapter 10, and the Configuring
logs in airflow.cfg recipe.
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Your Airflow variables in the docker - compose file should look like this:

Figure 12.3 - Airflow environment variables with StatsD configurations

3. Now, restart your Docker containers to apply the configurations.

4. Once you do so, and all containers are up and running, let’s check the http://
localhost: 9102/ address in a browser. You should see the following page:

= C (@ localhost9102

StatsD Exporter

Metrics

Figure 12.4 - StatsD page in the browser
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5. Then, click on Metrics, and a new page will appear showing something similar to the following:

€& = (O @ localhost9102/metrics

# HELP airflow dag processing_import_errors Metric autogenerated by statsd exporter.

# TYPE airflow dag processing import_errors gauge

airflow_dag_processing_import_errors @

# HELP airflow dag processing_last_duration_basic_logging dag Metric autogenerated by statsd_exporter.

# TYPE airflow _dag processing_last duration_basic_logging dag summary

airflow_dag_processing_last duration_basic_logging_dag{quantile="8.5"} 5.7245e-05

airflow dag processing last duration basic logging dag{quantile="8.9"} 7.5929e-85
sing_last_duration_basic_logging dag{ i T "} 7.5920e-85

airflow dag_processing_last duration_basic_logging_dag sum 6.80818691208680000002

airflow_dag_processing_last_duration_basic_logging_dag count 3

# HELP airflow _dag processing_last_duration_daily ingestion_dag Metric autogenerated by statsd_exporter.

# TYPE airflow i processing last duration_daily ingestion dag summary

airflow dag_processing_last duration_daily ingestion_dag{quantile="8.5"}

airflow_dag_processing_last_duration_daily_ingestion_dag{quantile=

airflow_dag_processing_last_duration_daily_ ingestion_dag{quantil

airflow_dag_processing_last duration_daily ingestion_dag sum @.800189445

airflow dag processing last duration_d ingestion _dag count 3

# HELP airflow dag processing_last_duration_example_bash_operator Metric autogenerated by statsd exporter.

# TYPE airflow_dag processing_last_duration_example_bash_operator su

airflow_dag_processing_last duration_example_bash_operator{quantile= 5.8475e-85

airflow dag processing last duration_example bash operator{quantile= 7.8549e-85

airflow_dag_processing_last_duration_example_bash_operator{quantile="6.99"} 7.8549e-85

airflow dag_processing_last duration_example_bash_operator_sum &.8080192697

airflow_dag_processing_last_duration_example_bash_operator_count 3

# HELP airflow_dag processing_last_duration_example_branch_datetime_operator Metric autogenerated by statsd_exporter.

# TYPE airflow dag processing last duration_example branch_datetime operator summary

airflow_dag_processing_last_duration_example_branch_datetime operator{quantil .5"] -85

airflow dag_processing_last duration_example_branch_datetime_operator{quantile= ]

airflow_dag_processing_last_duration_example_branch_datetime_operator{quantile=

airflow_dag_processing_last duration_example_branch_datetime operator_sum ©.808181749

Figure 12.5 - StatsD metrics being shown in the browser

The lines shown in the browser confirm StatsD is successfully installed and collecting data from Airflow.

How it works...

As you can observe, configuring StatsD with Airflow is very straightforward. In fact, StatsD is not
new for us since we already covered it in Chapter 10, in the Designing advanced monitoring recipe.
However, let’s recap some of the concepts.

StatsD is an open source daemon tool built by Etsy employees that receives information via the User
Datagram Protocol (UDP), making it fast and lightweight since it discards the necessity of sending
a confirmation message back to the sender.

Now, looking at the code, the first thing we did was to set the Docker container to run StatsD. Alongside
all the usual parameters to run a container, the key point is the command parameter, as follows:

command: "--statsd.listen-udp=:8125 --web.listen-address=:9102"

# StatsD configuration
ATRFLOW__SCHEDULER _STATSD ON: 'true'
AIRFLOW__SCHEDULER__STATSD HOST: statsd-exporter
AIRFLOW_ _SCHEDULER STATSD PORT: 8125
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AIRFLOW _SCHEDULER _STATSD PREFIX: airflow

_PIP ADDITIONAL REQUIREMENTS : S {_PI P_ADDITIONAL REQUIREMENTS:-apache-
airflow[statsd] }

See also

You can check the Docker image of StatsD on the Docker Hub page here: ht tps://hub.docker.
com/r/prom/statsd-exporter

Setting up Prometheus for storing metrics

Although it is generally called a database, Prometheus is not a traditional database like MySQL. Instead,
its structure is more similar to a time-series database designed for monitoring and observability purposes.

Due to its flexibility and power, this tool is widely used by DevOps and Site Reliability Engineers
(SREs) to store metrics and other relevant information about systems and applications. Together
with Grafana (which we will explore in later recipes), it is one of the most used monitoring tools in
projects and by teams.

This recipe will configure a Docker image to run a Prometheus application. We will also connect it
to StatsD to store all the metrics generated.

Getting ready

Refer to the Technical requirements section for this recipe since we will handle it with the same technology.

How to do it...
Here are the steps to perform this recipe:

1. Let’s begin by adding the following lines to our docker-compose file under the
services section:

prometheus:
image: prom/prometheus
ports:
- 9090:9090
links:

- statsd-exporter # Use the same name as your statsd
container

volumes:
- ./prometheus:/etc/prometheus

command :
- '--config.file=/etc/prometheus/prometheus.yml"
- --log.level=debug
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- --web.listen-address=:9090
- --web.page-title='Prometheus - Airflow Metrics'

2. Now, create a folder named prometheus at the same level as your docker-compose file.
Inside the folder, create a new file named prometheus . yml with the following code and save it:

scrape configs:
- job _name: 'prometheus'
static configs:
- targets: ['prometheus:9090']
- job name: 'statsd-exporter'
static_configs:
- targets: ['statsd-exporter:9102']

On static_configs, make sure the target has the same name and the exposed port of
the StatsD container. Otherwise, you will face problems in establishing a connection with
the container.

3.  Now, restart your Docker containers.

4.  When the containers are back up and running, access the following link in your browser: http: //

localhost:9090/.

You should see a page like the following:

g Prometheus &

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

Q| Expression (press Shift+Enter for newlines) = @8

Load time: 30ms  Resolution: 145 Result series: 2

Table Graph

Evaluation time

Figure 12.6 - Prometheus Ul
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5. Now, click on the list icon next to the Execute button on the right of the page. It will open a list
with all metrics available to be used. If everything is well configured, you should see something
like the following:

Metrics Explorer

Search
airflow_dag_processing_import_errors
airflow_dag_processing_last_duration_basic_logging_dag
airflow_dag_processing_last_duration_basic_logging_dag_count
airflow_dag_processing_last_duration_basic_logging_dag_sum
airflow_dag_processing_last_duration_daily_ingestion_dag
airflow_dag_processing_last_duration_daily_ingestion_dag_count
airflow_dag_processing_last_duration_daily_ingestion_dag_sum
airflow_dag_processing_last_duration_example_bash_operator
airflow_dag_processing_last_duration_example_bash_operator_count
airflow_dag_processing_last_duration_example_bash_operator_sum
airflow_dag_processing_last_duration_example_branch_datetime_operator
airflow_dag_processing_last_duration_example_branch_datetime_operator_count
airflow_dag_processing_last_duration_example_branch_datetime_operator_sum
airflow_dag_processing_last_duration_example_branch_day of week operator
airflow_dag_processing_last_duration_example_branch_day_of_week_operator_count
airflow_dag_processing_last_duration_example_branch_day_of week_operator_sum
airflow_dag_processing_last_duration_example_branch_labels

airflow_dag_processing_last_duration_example_branch_labels_count

Figure 12.7 - Prometheus available metric list

We have successfully set up Prometheus, which is already storing the metrics sent by StatsD!

How it works...

Let’s explore in more depth what we did in this exercise by examining the container definitions in
Step 1. Since we already have basic knowledge of Docker, we will cover the most critical parts of the
container settings.

The first thing that draws attention is the 1inks section in the docker - compose file. In this section,
we declared that the Prometheus container must be connected and linked to the StatsD container
configured in the Setting up StatsD for monitoring recipe:

links:
- statsd-exporter # Use the same name as your statsd container
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Next, we set volumes to reflect a local folder to a folder inside the container. This step is essential
because then we can also mirror the configuration file of Prometheus:

volumes:

- ./prometheus:/etc/prometheus

Finally, in the command section, we declared where the configuration file will be placed inside the
container and other minor settings:

command :
- '--config.file=/etc/prometheus/prometheus.yml"
- --log.level=debug
- --web.listen-address=:9090
- --web.page-title='Prometheus - Airflow Metrics'

Then, the following steps were dedicated to setting the Prometheus configuration file, as you can see here:

scrape configs:
- Jjob_name: 'prometheus'
static configs:
- targets: ['prometheus:9090']
- job name: 'statsd-exporter'
static configs:
- targets: ['statsd-exporter:9102']

By definition, Prometheus collects metrics from itself and other applications through an HTTP
request. In other words, it parses the response and ingests the collected samples for storage. That’s
why we used scrape configs.

If you look closely, you will observe that we declared two scrape jobs: one for Prometheus and another
for StatsD. Due to that configuration, we could see Airflow metrics in the Prometheus metrics list. If we
needed to include any other scrape configuration, we would just need to edit the local prometheus.
yml file and restart the server.

Many other configurations are available in Prometheus, such as setting the scrape interval. You can
read more about its configurations on the official documentation page athttps://prometheus.
io/docs/prometheus/latest/getting started/.

There’s more...

In this recipe, we saw how to set Prometheus to store metrics coming from StatsD. This time-series
database also has other capabilities, such as creating small visualizations in the web UT and connecting
with other client libraries, and has an alerting system called Alertmanager.
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If you want to go deeper into how Prometheus works and other functionalities, Sudip Sengupta has
a fantastic blog post about it, which you can read here:

https://www.airplane.dev/blog/prometheus-metrics

Setting up Grafana for monitoring

Grafana is an open source tool built to create visualizations and monitor data from other systems
and applications. Together with Prometheus, it is one of the most popular DevOps tools due to its
flexibility and rich features.

In this exercise, we will configure a Docker image to run Grafana and connect it to Prometheus. This
configuration will not only give us the ability to explore the Airflow metrics even further but also
the opportunity to learn in practice how to work with a set of the most popular tools for monitoring
and observability.

Getting ready

Refer to the Technical requirements section for this recipe since we will handle it with the same technology.

In this recipe, I will use the same docker-compose . yaml file of Airflow and will keep the
configurations from the Setting up StatsD for monitoring and Setting up Prometheus for storing metrics
recipes, to connect them and proceed with the monitoring and observability architecture.

How to do it...
Perform the following steps to try this recipe:

1. Asshown in the following, let’s add the Grafana container information to our docker-
compose file as usual. Make sure it is under the services section:

grafana:

image: grafana/grafana:latest

container name: grafana

environment :
GF_SECURITY ADMIN USER: admin
GF_SECURITY ADMIN PASSWORD: admin
GF_PATHS PROVISIONING: /grafana/provisioning

links:

- prometheus # use the same name of your Prometheus docker
container

ports:
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- 3000:3000
volumes:
- ./grafana/provisioning:/grafana/provisioning

Feel free to use a different administrator username as a password.

Now, create a folder called grafana on the same level as your Docker file, and restart
your containers.

After it is back up and running, insert the http: //localhost:3000/1login link in your
browser. A login page similar to this will appear:

Welcome to Grafana

Email or username

Password

Figure 12.8 — Grafana login page

It confirms Grafana is set up correctly!
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4. Then, let’s use the administrator credentials to log in to the Grafana dashboard. After authenticating,
you should see the main page as follows:

88 General / Home

Welcome to Grafana

Remove this panel

RCE HB
Add your first data source Create your first dashboard
Grafana fundamentals

oo
oo

Set up and understand Grafana if you have no prior @
quid through the entire process
" and "Dashboards’ to the.
right.

"

Learn how in the docs & Learn how in the docs (7

Dashboards Latest from the blog

Starred dashboards.

Recently viewed dashboards.

launch rail.

Figure 12.9 — Grafana main page

Since it is our first login, this page has nothing to show. We will take care of visualizations in
the Creating an observability dashboard recipe.

5. Now, let’s add Prometheus as a data source to Grafana. On the bottom-left side of the page,
hover your cursor over the engine icon. On the Configuration menu, select Data sources. See
the following screenshot for reference:

Service accounts
API keys
Preferences
Plugins

Teams

Users

Data sources

Configuration

Figure 12.10 — Grafana Configuration menu
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6. On the Data Sources page, select the Prometheus icon. You will be redirected to a new page
showing fields to insert Prometheus settings, as you can see here:

Data Sources / Prometheus

tl4 Settings

_
© Alerting supported

Prometheus Default

HTTP
URL ®  http:/fprometheus:9090/
Allowed cookies

Timeout

Auth
Basic auth With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Figure 12.11 — Data Sources page in Grafana
Insert a name for this data source. In the URL field, under HTTP, insert the link http://
prometheus : 9090. Make sure it has the same name as your Docker container for Prometheus.

Save this configuration, and we have successfully configured Grafana with Prometheus!

How it works...

In this exercise, we saw how simple it is to configure Grafana and integrate it with Prometheus as
a data source. In fact, almost all Grafana integrations are very straightforward, requiring just a few

pieces of information.
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Let’s now explore some of our Grafana container settings. Despite the standard Docker container
settings, a few items require attention, as you can see here:

grafana:

environment :
GF_SECURITY ADMIN USER: admin
GF_SECURITY ADMIN PASSWORD: admin
GF_PATHS PROVISIONING: /grafana/provisioning

volumes:
- ./grafana/provisioning:/grafana/provisioning

The first things are the environment variables, where we define the administrator credentials that
allow the first login. Then, we declared the path of Grafana provisioning, and, as you will have noticed,
we also inserted this path in the volumes section.

It is inside the provisioning folder where we will have configuration files for data sources
connections, plugins, dashboards, and much more. A configuration like this allows more reliability and
version control of dashboards and panels. We could also create the Prometheus data source connection
using a .yaml configuration file and place it under the provisioningand datasources folder.
It would look similar to this:

apiVersion: 1
datasources:
- name: Prometheus
type: prometheus
access: DProxy
url: http://prometheus:9090

Any additional data sources can be placed inside this YAML file. You can explore more about the
provisioning configurations in Grafana on the official documentation page at https://grafana.
com/docs/grafana/latest/administration/provisioning/.

With this, we created a simple and efficient monitoring and observability architecture capable of
collecting metrics from Airflow (or any other application if needed), storing, and showing them. The
architecture can be defined as follows:

Airflow ——— StatsD +———— Prometheus «——— Grafana

Figure 12.12 - Monitoring and observability high-level architecture

We can now start creating our first dashboard and alerts in the two final recipes of this chapter!
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There’s more...

Besides Prometheus, Grafana has built-in core data source integrations for many applications. It allows
easy configuration and a quick setup, which brings a lot of value and maturity to a project. You can find
more here: https://grafana.com/docs/grafana/latest/datasources/#built-
in-core-data-sources.

Grafana Cloud

Grafana Labs has also made the platform available as fully managed and deployed on the cloud. It is a
great solution for teams that don’t have a dedicated operations team to support and maintain Grafana.
Find more information here: https://grafana.com/products/cloud/.

Creating an observability dashboard

Now, with our tools up and running, we can finally jump into the visualization dashboards. Monitoring
and observability dashboards are designed to help gain deep insights into the health and behavior
of our systems. You will observe in this exercise how Grafana can help us create an observability
dashboard and a number of features inside it.

In this recipe, we will create our first dashboard with a few panels to better monitor our Airflow
application. You will notice that, with a few steps, it is possible to have an overview of how Airflow
behaves over time and be prepared to build your future panels.

Getting ready

Refer to the Technical requirements section for this recipe since we will handle it with the same technology.

To accomplish this exercise, ensure that StatsD, Prometheus, and Grafana are adequately configured
and running.

How to do it...
Let’s create our dashboard to keep track of Airflow:

1. On the Grafana main page, hover the cursor over the four-squares icon on the left side panel.
Then, select New dashboard, as you can see in the following screenshot:
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B Data
Dashboards

Browse
Playlists
Snapshots

Library panels

+ New dashboard
+ New folder

+ Import

Figure 12.13 — Grafana Dashboards menu

If you need help accessing Grafana, refer to the Setting up Grafana for monitoring recipe.

2. You will be redirected to an empty page with the title New dashboard. At the top right of the
page, select Save, insert the name of your dashboard, and click the Save button again. Refer
to the following screenshot:

Save dashboard

Details

Dashboard name

Airflow Monitoring

Folder

General

Cancel Save

Figure 12.14 — New dashboard page

3. Now, let’s create our first panel by clicking on the Add panel icon at the top right of the dashboard
page, as you can see in the following screenshot:
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o

88 General / Airflow Monitoring ¥ =<

Figure 12.15 - Add panel icon

4. Now, let’s create a panel to show the number of DAGs inside Airflow. On the Edit Panel page,
set the following information:

* Metric: airflow_dagbag_size
= Label filters: job, statsd-exporter
* Visualization type: Stat

You can see the filled information in the following screenshot:

| Edit Panel

Al

- Panel options

rent background

inks
t options

ptions

8 Query Calculate

o Y Calculation
Data source Pro 5 @ 2 t Query inspector

Run queries Builder

Text mode

Figure 12.16 — Airflow number of DAGs panel count

Click on Apply to save and return to the dashboard page.
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5. Let’s do the same as Step 3 to create another panel. This time we will create a panel to show the
number of Airflow import errors. Fill the fields with the following values:

* Metric: airflow_dag_processing import_errors
= Label filters: job, statsd-exporter
* Visualization type: Stat

You can see the added information in the following screenshot:

& Airflow Monitoring / Edit Panel

DAG import errors

All

~ Panel options

Description

s Panel links

> Repeat options

Calculate

= 5 Calculation
Data source 1ol S ® Juery optior Query inspector

Last *

Fields

Kick start your query e Run queries Builder
Numeric Fields

Metric

airfl 1g_import_errors

Figure 12.17 — DAG import errors panel count

6. Now, let’s create two more panels with the following information:

* Metric:airflow executor queued tasks
= Label filters: job, statsd-exporter
* Visualization type: Stat

* Metric: airflow_scheduler_tasks_running
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7.

* Label filters: job, statsd-exporter

* Visualization type: Stat

Let’s create two more panels to show the execution time for two different DAGs. Create two
panels with the following values:

* Metric: airflow_dag_processing last_duration_basic_logging dag
= Label filters: quantile, 0.99
* Visualization type: Time-series

Refer to the following screenshot:

€ Airflow Monitoring / Edit Panel

basic_logging_dag execution time

14:00

Data source P eus ® Query option v v Query inspector

Kick start your query [ Run querles Builder

Label filters

tile

+ Operations

ing_last_dur

Min step t Exemplars

Figure 12.18 — basic_logging_dag execution run panel
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Metric: airflow_dag_processing last_duration_holiday_ingest_dag

Label filters: quantile, 0.99

Visualization type: Time-series
You can see the completed fields in the following screenshot:

Airflow Monitoring / Edit Panel

holiday_ingest_dag

Query inspector

Data source Prometheus

Run queries Builder

Kick start your query
Label filters

quantile

+ Operations
airflow_dag_pro

Options

Figure 12.19 - holiday_ingest_dag execution run panel
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In the end, you will end up with a dashboard similar to the following:

{3 88 General / Airflow Monitoring ¢ g
>

Number of DAGs DAG import errors Number of Queued Tasks Running Tasks

basic_logging_dag execution time holiday_ingest_dag execution time

Figure 12.20 - Complete Airflow Monitoring dashboard view

Don’t worry if your dashboard layout does not look exactly like Figure 12.20. You can rearrange the
panel as much as you want to add your own touch!

How it works...

There are many DevOps visualization tools available on the market. However, most require a paid
subscription or trained people to build the panels. As you can observe in this exercise, creating the first
dashboard and panels using Grafana can be pretty simple. Of course, as you practice and study advanced
concepts in Grafana, you will observe many opportunities to improve and enhance your dashboard.

Now, let’s explore the six panels we have created. The idea behind these panels was to create a small
dashboard with a minimum of information that could already bring value.

The first four panels give quick and relevant information about Airflow, as follows:

88 General / Airflow Monitoring & <@ i A @ @ 2023-04-0100:00:00

Number of DAGs DAG import errors Number of Queued Tasks Running Tasks

Figure 12.21 -Airflow Monitoring counter panels
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They show information about the number of DAGs, how many import errors we have, the number of
tasks waiting to be executed, and how many are being executed, respectively. Even though it seems simple,
these pieces of information give an overview (therefore, observability) of Airflow’s current behavior.

The last two panels show information about the duration of two DAG executions, as follows:

basic_logging_dag execution time holiday_ingest_dag execution time

0.0002

0.000175
0.00015

0.000125
0.000125

0.0001
0.000075

0.00005
0.00005
00:00 00:10 00:20 00:30 00:40 00:50 0100 0110 0120 01:30 00:00 00:10 00:20 00:30 00:40 00:50 01:00 0110 0120 0130
ime

= Execution time - Ext

Figure 12.22 - Airflow Monitoring time-series panels

Knowing how much time a DAG takes to run is vital information, and it can offer insight to improve
the code or check whether the data used in the pipeline is reliable. For example, if the DAG executes
all tasks in less than half the expected time, it can be a sign no data was processed correctly.

Lastly, you can create more dashboards and organize them into folders according to the subject.
You can check the recommended best practices for dashboard organization in Grafana’s official
documentation here: https://grafana.com/docs/grafana/latest/dashboards/
build-dashboards/best-practices/.

There’s more...

Unfortunately, since we have limited data to show on a dashboard, this exercise might not be as fancy
as you expected. However, you can explore Grafana panel configurations and master them for further
projects using the Grafana playground here: https://play.grafana.org/d/000000012/
grafana-play-home?orgId=1.

On the Grafana Play Home page, you will be able to see different types of panel applications and
explore how they were built.

Setting custom alerts or notifications

After configuring our first dashboard to be aware of the Airflow application, we must ensure our
monitoring is never left without observation. With teams busy with other tasks, creating alerts is the
best way to guarantee we still have oversight over the application.

There are many ways to create alerts and notifications, and previously we implemented something
similar to monitor our DAG by sending an email notification when an error occurs. Now, we will try
a different approach, using an integration with Telegram.


https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/best-practices/
https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/best-practices/
https://play.grafana.org/d/000000012/grafana-play-home?orgId=1
https://play.grafana.org/d/000000012/grafana-play-home?orgId=1

Setting custom alerts or notifications

In this recipe, we will integrate Grafana alerts with Telegram. Using a different tool to provide system
alerts can help us understand the best approach to advise our teams and break the cycle of always
using email.

Getting ready

Refer to the Technical requirements section for this recipe since we will handle it with the same technology.

To accomplish this exercise, ensure that StatsD, Prometheus, and Grafana are adequately configured
and running. It is also required to have a Telegram account for this exercise. You can find the steps to
create an account here: https://www.businessinsider.com/guides/tech/how-to-
make-a-telegram-account.

How to do it...
Here are the steps to perform this recipe:

1. Lets start by creating a bot on Telegram to be used by Grafana to send the alerts. On the Telegram

main page, search for @Bot Father and start a conversation as follows:

g:% ?ﬁtFather -

What can this bot do?

BotFather is the one bot to rule them all. Use it to create new bot accounts and manage your existing bots.

About Telegram bots:
https://core.telegram.org/bots
Bot APl manual:

https://core.telegram.org/bots/api

Figure 12.23 — Telegram BotFather

2. 'Then, type /newbot and follow the prompt instructions. BotFather will send you a bot token.
Please keep it in a safe place; we will use it later. The message looks like the following:
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Done! Congratulations on your new bot. You will find it at

. You can now add a description,
about section and profile picture for your bot, see fora
list of commands. By the way, when you've finished creating
your cool bot, ping our Bot Support if you want a better
username for it. Just make sure the bot is fully operational

before you do this.
Use this token to access the HTTP API:

Keep your token secure and store it safely, it can be used by
anyone to control your bot.

For a description of the Bot API, see this page:

Figure 12.24 - New bot creation message

3. Next, create a group on Telegram and invite your bot to it with administrator privileges.

4. Now, let’s use the Telegram API to check the channel ID where the bot is. You can do it by using
the following address in your browser:

https://api.telegram.org/bot<YOUR CODE HERE>/getUpdates

You should see a similar output in the browser:

Figure 12.25 - Telegram APl message with Chat ID

We will use the 1d value later, so keep this in a safe place too.

5. Then, let’s proceed to create a Grafana notification group. On the left menu bar, hover your
cursor over the bell icon, and select Contact points, shown as follows:
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G 88 General [ Airflow

>
Number d

Alerting

Home

Alert rules

Contact points
Notification policies
Silences

Groups

Admin

Create alert rule

Figure 12.26 — Grafana Alerting menu

6. On the Contact points tab, select Add contact point as follows:

Alerting

<7 Contact points

Choose Alertmanager

{5 Grafana

Contact points
+ Add contact point

No attempts

Notification templates

+ Add template

Template Actions

Figure 12.27 - Contact points tab in Grafana

373



374 Using Data Observability for Debugging, Error Handling, and Preventing Downtime

7. Add a name on the New contact point page and choose Telegram in the Integration drop-
down menu. Then, complete the Bot API Token and Chat ID fields. You can see what it looks
like here:

New contact point

Alartmanager

Create contact point

Hame *

Telegram Bot

WL gr Ao "
Integration & Duplicate & Delete
Telegram

BOT API Token

AHFCShMOAI

Chat ID

Figure 12.28 — New contact point page

8. Now, let’s ensure we inserted the values correctly while selecting the Test button. If everything
is well configured, you will receive a message on the channel you have your bot in, as follows:
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grafana_alerts

Today

Unread Messages

**Firing**

Value: [no value]

Labels:

- alertname = TestAlert

- instance = Grafana

Annotations:

- summary = Notification test

Silence: http:/localhost:3000/alerting/silence/new?
alertmanager=grafana&matcher=alertname%3DTestAlert&mat
cher=instance%3DGrafana

Figure 12.29 - Grafana test message working successfully

It means our bot is ready! Save the contact point and go back to the alerts page.

9. In Noetification policies, edit the Root policy contact point to your Telegram bot as follows:

Alerting

& Notification policies

Choose Alertmanager

{5 Grafana

Root policy - default for all alerts

Contact point
Group by

Timings

Figure 12.30 - Grafana Notification policies tab

10. Finally, lets create an alert rule to trigger an alert notification. On the Alert rules page, select
Create alert rule to be redirected to a new page. Insert the following values in the fields on
this page:

* Rule name: Import errors

* Metric: airflow_dag_processing_import_errors
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1

* Label filters: instance, statsd-exporter:9102

* Threshold: Input A, IS ABOVE 1

* Folder: Create a new folder called Errors and test_group in Evaluation group
* Rule group evaluation interval: 3 minutes

You should have something similar to the following screenshot. You can also use it as a reference
to fill in the fields:

Alert rules / Edit rule

Cancel Delete Save Save and exit

Set an alert rule name

Rule name

Import Errors

2  Setaquery and alert condition

A Prometheus @ now-1d to now Max data points @ ak is the alert condition D 0
Kick start your query Expla @ Run gueries Builder

Metric Label filters

airflow_dag_processing_import_errors instance statsd-exporter:9102

+ Operations

airflow_dag_processing_import_errors

Options L

Function Last - Input A

Mode  Strict

~ Alert condition

+ Add query + Add expression 3 Preview

3 Alert evaluation behavior

Evaluation group (interval)

Folder @
Errors test_group

the test_group grou|

oup interval applies to ry rule within a group. It overwrites intervals
defined fo ting alert rules.

@ Edit evaluation group

Figure 12.31 — New alert rule for Airflow import errors on Grafana
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Save it, and let’s simulate an import error in Airflow.

11. After creating any import error in a DAG on Airflow, you will receive a notification on the
Telegram channel similar to the following:

#Firing**

Value: [no value]

Labels:

- alertname = DatasourceError

- grafana_folder = Errors

- rulename = Import Errors

Annotations:

- Error = invalid format of evaluation results for the alert
definition C: looks like time series data, only reduced data can
be alerted on.

Source:
http://localhost:3000/alerting/grafana/7bnq5_EVz/view
Silence: http://localhost:3000/alerting/silence/new?
alertmanager=grafana&matcher=alertname%3DDatasourceErr
or&matcher=grafana_folder%3DErrors&matcher=rulename%3D
Import+Errors

Figure 12.32 - Telegram bot showing a notification after being triggered by a Grafana alert

Since this is a local test, you don’t need to worry about the Annotations part for now.

Our Grafana notification works, and it is fully integrated with Telegram!

How it works...

Although this recipe has many steps, the content is not complex. This exercise aims to give you a
practical end-to-end example of configuring a simple bot to create alerts whenever needed.

Bots are frequently used in DevOps as a tool for notifications of an action, and it was no different
here. From Step 1 to Step 4, we focused on configuring a bot in Telegram and a channel where Grafana
notifications could be sent. There is no particular reason for choosing Telegram as our messenger,
other than the ease of creating an account. Usually, messengers such as Slack or Microsoft Teams are
the favorites of operation teams, and plenty of online tutorials show how to use them.

After configuring the bot, we proceeded to connect it with Grafana. The configuration only required a
few pieces of information, such as an authentication token (to control the bot) and the channel’s ID. As
you observed, many types of integrations are available, and more can be added when installing a plugin.
You can see the complete list of plugins here: https://grafana.com/grafana/plugins/.
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If we needed more than one contact point, we could create it on the Contact points tab and create a
notification policy to include the new contact as a point to be notified.

Finally, we created an alert rule based on the number of Airflow import errors. Import errors can
impair the execution of one or more DAGs; therefore, they are relevant items to monitor.

There are two ways to create an alert and notification: on the Alert rules page and directly on a
dashboard panel. The latter depends on the panel type, and not all of the panels support integrated
alerts. The safest option, and the best practice, is to create an alert rule on the Alert rules page.

Creating an alert is similar to a panel, where we need to identify metrics and labels, and the critical
points are the Threshold and Alert Evaluation conditions. These two configurations will determine
the limit of metric value acceptance and how long it can take. We set a shallow threshold with a short
evaluation time for testing purposes and intentionally provoked an error. Still, a standard alert rule
can have more time tolerance and a threshold based on the needs of the team.

In the end, with everything well set, we saw the bot in action, providing the alert as soon as the trigger
conditions were met.

Further reading

e https://dev.to/kirklewis/metrics-with-prometheus-statsd-exporter-
and-grafana-5145

e https://github.com/uber/cadence/pull/4793/files#diff-32d8136ee
76608ed05392cfd5e8dce9as56ebdade29f7b87961c69al3edef88ec

e https://databand.ai/blog/everyday-data-engineering-monitoring-
airflow-with-prometheus-statsd-and-grafana/

e https://www.xenonstack.com/insights/observability-vs-monitoring
e https://www.instana.com/blog/observability-vs-monitoring/

e https://acceldataio.medium.com/a-guide-to-evaluating-data-
observability-tools-5589ad9d35ed
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