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Preface

Federated learning (FL) is becoming a paradigm-shifting technology
in Al because it is often said that with the FL framework, it is the ma-
chine learning model that needs to move around across the Internet,
not the data itself, for the intelligence to continuously evolve and
grow. Therefore, people call FL a model-centric approach, compared
to the traditional data-centric approach, thus it is considered a game-
changing technology. The idea of the model-centric approach can
create an intelligence-centric platform to pioneer the wisdom-driven

world.

By adopting FL, you can overcome the challenges that big data Al
has been facing for a long time, such as data privacy, training cost
and efficiency, and delay in the delivery of the most updated intelli-
gence. However, FL is not a magic solution to resolve all the issues in
big data just by aggregating machine learning models blindly. We
need to design the distributed systems and learning mechanisms
very carefully to synchronize all the distributed learning processes
and synthesize all the locally trained machine learning models con-
sistently. That way, we can create a sustainable and resilient FL sys-

tem that can continuously function even in a real operation at scale.



Therefore, this book goes beyond just describing the conceptual and
theoretical aspects of FL as seen in many research projects with sim-
ulators or prototypes that have been introduced in most of the litera-

ture related to this field. Rather, you will learn about the entire design
and implementation principles by looking into the codes of the simpli-
fied federated learning system to validate the workings and results of

the framework.

By the end of this book, you will create your first application based on
federated learning that can be installed and tested in various settings

in both local and cloud environments.



Who this book is for

This book is for machine learning engineers, data scientists, and Al
enthusiasts who want to learn about creating machine learning ap-
plications empowered by FL. You will need basic knowledge of
Python programming and machine learning concepts to get started
with this book.



What this book covers

Chapter 1, Challenges in Big Data and Traditional Al, is all about ori-
enting you to understand the current issues with big data systems
and the traditional centralized machine learning approach and how
FL could resolve those problems, such as data privacy, bias and si-
los, model drifts, and performance degradation. This will prepare you

to dive deeper into the design and implementation of the FL system.

Chapter 2, What Is Federated Learning?, continues the introduction to
FL and will help you understand the FL concept with the current trend
of distributed learning as well as machine learning basics. You will
also learn about the benefits of FL as a model-centric machine learn-
ing approach in terms of data privacy and security as well as efficien-

cy and scalability.

Chapter 3, Workings of the Federated Learning System, gives you a
solid understanding of how the FL system will work and interact
among distributed components within the FL system itself. You will
learn about the fundamental architecture of the FL system together
with its procedure flow, state transition, and sequence of messaging

toward the continuous operation of the FL system.

Chapter 4, Federated Learning Server Implementation with Python,

guides you through learning the implementation principles of the FL



server-side system, including database server and aggregator mod-
ules. The chapter also talks about communication among the FL
components and model aggregation, as well as how to manage the

states of the distributed learning agents and local and global models.

Chapter 5, Federated Learning Client-Side Implementation, describes
the FL client-side functionalities as well as libraries that can be used
by local machine learning engines and processes. The core client-
side functionalities include registration of a distributed learning agent
with the FL platform, global model receipt, and local model upload

and sharing.

Chapter 6, Running the Federated Learning System and Analyzing
the Results, will help you run a simplified FL framework to understand
the behavior of the FL system and procedure as well as the most
standard model aggregation method of federated averaging. You will
also be able to validate the outcome of running the FL framework by

analyzing the results of two example test cases.

Chapter 7, Model Aggregation, is an important chapter to understand
model aggregation, which is the foundation of FL. You will understand
how different characterizations of an FL scenario call for various ag-
gregation methods and should have an idea of how these algorithms

can actually be implemented.



Chapter 8, Introducing Existing Federated Learning Frameworks, ex-
plains the existing FL projects and frameworks, such as PySyft, TFF,
Flower, OpenFL, and STADLE, and their APls. There are many useful
FL projects with different design philosophies, and you will under-

stand the features and differences among those frameworks.

Chapter 9, Case Studies with Key Use Cases of Federated Learning
Applications, introduces some of the major use cases of FL in differ-
ent industries. You’ll become familiar with some of the applications of
FL in various fields, such as medical and healthcare, the financial
sector, edge computing, the Internet of Things, and distributed learn-
ing for big data, in which FL has shown significant potential to over-

come many important technological challenges.

Chapter 10, Future Trends and Developments, describes the future
direction of Al technologies driven by ongoing research and develop-
ment of FL. You will be introduced to the new perspective of the Inter-
net of Intelligence and wisdom-centric platforms. Thus, you will be

ready to welcome the world of collective intelligence.

Appendix, Exploring Internal Libraries, provides an overview of inter-
nal libraries, including enumeration classes for implementing the FL
systems, communication protocol, data structure handler, and helper

and supporting functions.



To get the most out of this book

You will need Python version 3.7+ installed on your computer. To cre-
ate a virtual environment to easily run the code examples in the book,

Anaconda is recommended to be installed on macOS or Linux.

Software/hardware covered in Operating system
the book requirements
Python 3.7+ macQOS, or Linux

Anaconda environment

GitHub

You can install the server-side code provided in the GitHub repo in
any cloud environment, such as Amazon Web Services (AWS) or
Google Cloud Platform (GCP), with proper security settings to set

up distributed learning environments.

If you are using the digital version of this book, we advise you to
type the code yourself or access the code from the book’s Git-

Hub repository (a link is available in the next section). Doing so



will help you avoid any potential errors related to the copying

and pasting of code.
Download the example code files

You can download the example code files for this book from GitHub at

https://github.com/PacktPublishing/Federated-L earning-with-Python.
If there’s an update to the code, it will be updated in the GitHub

repository.

We also have other code bundles from our rich catalog of books and
videos available at https://github.com/PacktPublishing/. Check them

out!

Please also check the repository for the most updated code at
https://github.com/tie-set/simple-fl.

NOTE

You can use the code files for personal or educational purpos-
es. Please note that we will not support the deployment for
commercials use and will not be responsible for any errors, is-

sues, or damages caused by using the code.
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We also provide a PDF file that has color images of the screenshots

and diagrams used in this book. You can download it here:
https://packt.link/gh1su.

Conventions used

There are a number of text conventions used throughout this book.

Code in text: Indicates code words in text, database table names,
folder names, filenames, file extensions, pathnames, dummy URLSs,
user input, and Twitter handles. Here is an example: “The server

code imports StateManager and Aggregator for the FL processes.”

A block of code is set as follows:

import tensorflow as tf
from tensorflow import keras

from sst model import SSTModel

Any command-line input or output is written as follows:

fx envoy start -n envoy 1 - -disable-tls --
envoy-config-path envoy config l.yaml -dh

localhost -dp 50051
TIPS OR IMPORTANT NOTES
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Part 1 Federated Learning —
Conceptual Foundations

In this part, you will learn about the challenges in the big data Al and
centralized traditional machine learning approaches and how feder-
ated learning (FL) can address their major problems. You will learn
the basic concepts and workings of the FL system together with

some machine learning basics and distributed systems and comput-

ing principles.
This part comprises the following chapters:

« Chapter 1, Challenges in Big Data and Traditional Al
« Chapter 2, What Is Federated Learning?
« Chapter 3, Workings of the Federated Learning System



Challenges in Big Data and
Traditional Al

In this introductory chapter, why federated learning (FL) is going to
be a key technology in the 2020s is explained in detail. You will learn
what big data is and how it has been problematic from the perspec-
tives of data privacy, model bias, and drift. A solid understanding of
the necessity of such issues and solutions for them will motivate you
to embark on a challenging journey to acquire relevant knowledge
and skills, using the following chapters to chart the mastery of FL. Af-
ter reading this chapter, it will become obvious that there is a massive
paradigm shift in artificial intelligence (Al) and machine learning
(ML), which is happening due to public and business concerns over
the current reliance on big data-oriented systems. Without further

ado, let us depart!
In this chapter, we will cover the following topics:

« Understanding the nature of big data
« Data privacy as a bottleneck

« Impacts of training data and model bias



« Model drift and performance degradation

« FL as the main solution for data problems

Understanding the nature of big
data

In the 2021 Enterprise Trends in Machine Learning survey conducted
on 403 business leaders by Algorithmia, 76% of enterprises prioritized
Al and ML over other IT initiatives. The global pandemic of COVID-19
necessitated some of those companies to hasten the development of
Al and ML, as their chief information officers (ClOs) recounted,
and 83% of the surveyed organizations increased their budget for Al
and ML year-over-year (YoY), with a quarter of them doing so by
over 50%. Customer experience improvement and process au-
tomation, either through increased revenue or reduced costs, were
the main drivers of the change. Other studies, including KPMG'’s lat-

est report, Thriving in an Al World, essentially tell the same story.

The ongoing spree of Al and ML development, epitomized by deep
learning (DL), was made possible by the advent of big data in the
last decade. Provided with Apache’s open source software utilities
Hadoop and Spark, as well as cloud computing services such as
Amazon Web Services (AWS), Google Cloud Platform (GCP), and

Microsoft Azure, organizations in both the private and public sectors



can solve problems by handling a massive amount of data in ways
unthinkable theretofore. Companies and bureaus no longer have to
be overcautious in developing data analytic models and designing
data warehouses upfront so that relevant data will be stored in appro-
priate formats. Instead, they can simply cascade available raw data
into their data lake, expecting that their data scientists will find out
variables that are valuable down the line by checking their correlation

with one another.

Big data might seem to be the ultimate solution to a wide range of
problems, but as we will see in the following sections, it has several
inherent issues. To clearly understand what the issues with big data

could be, let’s examine what exactly big data is first.
Definition of big data

Big data represents vast sets of information. This information is now
growing at an exponential rate. Big data has become so large now as
humans now produce two quintillion bytes of data daily. Thus, it is
getting to be quite difficult to process big data very efficiently for an
ML purpose with existing traditional tools for data management.
Three Vs are commonly used to define the characteristics of big data,

as presented here:



« Volume: Data from various sources such as business transac-
tions, Internet of Things (loT) devices, social media, industrial
equipment, videos, and so on, contribute to the sheer amount of
data.

« Velocity: Data speed is also an essential characteristic of big data.
Often, data is needed in real time or near real time.

« Variety: Data comes in all formats, such as numeric data, text doc-
uments, images, videos, emails, audio, financial transactions, and

SO on.

The following screenshot describes the intersection of the three Vs as

big data:
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Figure 1.1 — Big data’s three Vs

In 1880, the United States (US) Census Bureau gathered a lot of
data from the census and estimated that it would take 8 years to
process that amount of data. The following year, a man named Her-
man Hollerith invented the Hollerith tabulating machine, which re-
duced the work needed to process the data. The first data center was

built in 1965 to store fingerprint data and tax information.



Big data now

The introduction of data lakes as a concept played a key role in ush-
ering in the massive scales we see when working with data today.
Data lakes give companies total freedom to store arbitrary types of
data observed during operation, removing a restriction that otherwise
would have prevented the company from collecting some data that
ends up being necessary in the future. While this freedom allows data
lakes to maintain the maximum potential of the data generated by the
company, it also can lead to a key problem—complacency in under-
standing the collected data. The ease of storing different types of
data in an unstructured manner can actually lead to a store now, sort
out later mentality. The true difficulty of working with unstructured
data actually stems from its processing; thus, the delayed processing
mentality has the potential to lead to data lakes that have become
highly cumbersome to sift through and work with due to unrestricted

growth from the collection of data.

Raw data is only as valuable as the models and insights that can be
derived from it. The central data lake approach leads to cases where
derivation from the data is limited by a lack of structure, leading to is-
sues ranging from storage inefficiency to actual intelligence inefficien-
cy due to extraction difficulties. On the other side, approaches pre-
ceding data lakes suffered from a simple lack of access to the

amount of data potentially available. The fact that FL allows for both



classes of problems to be avoided is the key driving support for FL as
the vehicle that will advance big data into the collective intelligence

era.

This claim is substantiated by the fact that FL flips the big data flow
from collect — derive intelligence to derive intelligence — collect. For
humans, intelligence can be thought of as the condensed form of
large swaths of experience. In a similar way, the derivation of intelli-
gence at the source of the generated data— done by training a model
on the data at the source location—succinctly summarizes the data in
a format that maximizes accessibility for practical applications. The
late collection step of FL leads to the creation of the desired global
intelligence with maximal data access and data storage efficiency.
Even cases with partial usage of the generated data sources can still
greatly benefit from the joint storage of intelligence and data by great-
ly reducing the number of data formats entering the residual data

lake.

Triple-A mindset for big data

While many definitions have been proposed with emphasis on differ-
ent aspects, Oxford professor Viktor Mayer-Schénberger and The
Economist senior editor Kenneth Cukier brilliantly elucidated the na-
ture of big data in their 2013 international bestseller, Big Data: A Rev-

olution That Will Transform How We Live, Work, and Think?. It is not



about how big the data in a server is; big data is about three major
shifts of a mindset that are interlinked and hence reinforce one anoth-
er. Their argument boils down to what we can summarize and call the
Triple-A mindset for big data, which consists of an abundance of ob-
servations, acceptance of messiness, and ambivalence of causality.

Let’s take a look at them one by one.

Abundance of observations

Big data doesn’t have to be big in terms of columns and rows or file
size. Big data has a number of observations, commonly denominated
as n, close or equal to the size of the population of interest. In tradi-
tional statistics, collecting data from the entire population—for exam-
ple, people interested in fitness in New York—was not possible or
feasible, and researchers would have to randomly select a sample
from the population—for example, 1,000 people interested in fithess
in New York. Random sampling is often difficult to perform and so is
justifying the narrow focus on particular subgroups: surveying people
around gyms would miss those who run in parks and practice yoga at
home, and why gym goers rather than runners and yoga fans?
Thanks to the development and sophistication of Information and
Communications Technology (ICT) systems, however, researchers
today can access the data of approximately all of the population
through multiple sources—for example, records of Google searches

about fitness. This paradigm of abundance or n = all is advantageous



since what the data says can be interpreted as a true statement
about the population, whereas the old method could only infer such
truth with a significant level of confidence expressed in a p-value, typ-
ically supposed to be under 0.05. Small data provides statistics; big

data proves states.

Acceptance of messiness

Big data tends to be messy. If we use Google search data as a proxy
for someone’s interest—for example —we could mistakenly attribute
some of the searches made by their family or friends on their devices
to them, and the estimated interest will be inaccurate to the degree of
the ratio of such unowned-device searches. In some devices, a sig-
nificant amount of searches may be made by multiple users, such as
shared computers at an office or a smartphone belonging to a child
whose younger siblings are yet to own one. Otherwise, people may
search for words that pop up in a conversation with someone else,
rather than self-talk, which does not necessarily reflect their own in-
terests. In studies using traditional methods, researchers would have
to make sure that such devices are not included in their sample data
because the mess can affect the quality of inference significantly, as
the number of observations would be small. This is not the case in big
data studies. Researchers would be willing to accept the mess as its
effect diminishes proportionally as the number of observations be-

comes large enough toward n = all. In most devices, Google search-



es would be made by the owner autonomously most of the time, and

the impact of searches in other contexts would not matter.

Ambivalence of causality

Big data is often used to study correlation but not causation—in other
words, it usually does not tell why but only what. For many practical
questions, correlation alone can provide the answer. Mayer-
Schonberger and Cukier give several examples in the Big Data: A
Revolution That Will Transform How We Live, Work, and Think book,
among which is Fair Isaac Corporation’s Medication Adherence
Score established in 2011. In an era where people’s behavioral pat-
terns are datafied, collecting n = all observations for the variables of
interest is possible, and the correlation found among them is powerful
enough to direct our decision-making. There is no need to know peo-
ple’s psychological scores of consistency or conformity that cause
their adherence to medical prescriptions; by looking at how they be-
have in other aspects of life, we can predict whether they will follow

the prescription or not.

By embracing the triple mindset of abundance, acceptance, and am-
bivalence, enterprises and governments have generated intelligence
across tasks from pricing services to recommending products, opti-
mizing transportation routes, and identifying crime suspects. Never-

theless, that mindset has been challenged in recent years, as shown



in the following sections. First, let’s glimpse into how the abundance

of observations often taken for granted is currently under pressure.

Data privacy as a bottleneck

FL is often said to be one of the most popular privacy-preserving Al
technologies because private data does not have to be collected or
shared with third-party entities to generate high-quality intelligence.
Therefore, in this section, we discuss the data privacy that has been a

bottleneck that FL tries to resolve to create high-quality intelligence.

What is data privacy? In May 2021, HCA Healthcare announced that
the company had struck a deal to share its patient records and real-
time medical data with Google. Various media quickly responded by
warning the public about the deal, as Google had been mentioned for
its Project Nightingale where the tech giant allegedly exploited the
sensitive data of millions of American patients. Given above 80% of
the public believes that the potential risks in data collection by com-
panies outweigh the benefits, according to a 2019 poll by Pew Re-
search Center, data sharing projects of such a scale are naturally

seen as a threat to people’s data privacy.

Data privacy, also known as information privacy, is the right of individ-
uals to control how their personal information is used, which man-

dates third parties to handle, process, store, and use such informa-



tion properly in accordance with the law. It is often confused with data
security, which ensures that data is accurate, reliable, and accessible
only to authorized users. In the case of Google accounts, data priva-
cy regulates how the company can use the account holders’ informa-
tion, while data security requires them to deploy measures such as
password protection and 2-step verification. In explaining these two
concepts, the data privacy managers use an analogy of a window for
security and a curtain for privacy: data security is a prerequisite for
data privacy. Put together, they comprise data protection, as shown

in the following diagram:
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Figure 1.2 — Data security versus data privacy

We can see from the preceding diagram that while data security limits
who can access data, data privacy limits what can be in the data. Un-
derstanding this distinction is very important because data privacy
can multiply the consequences of failures in data security. Let’s look

into how.

Risks in handling private data



Failing in data protection is costly. According to IBM’s Cost of a Data
Breach Report 2021, the global average cost of a data breach in the
year marked US dollars (USD) $4.24 million, which is considerably
higher than $3.86 million a year earlier and is the highest amount in
the 17-year history of the report; an increased number of people
working remotely in the aftermath of the COVID-19 outbreak is con-
sidered a major reason for the spike. The top five industries for aver-
age total cost are healthcare, finance, pharmaceuticals, technology,
and energy. Nearly half of breaches in the year included customer
personally identifiable information (PII), which costs $180 per
record on average. Once customer Pll is breached, negativities such
as system downtime during the response, loss of customers, need for
acquiring new customers, reputation losses, and diminished goodwill

ensue; hence, the hefty cost.

The IBM study also found that failing to comply with regulations for

data protection was top among the factors that amplify data breach
costs (https:/www.ibm.com/downloads/cas/ojdvqgagry.).

Increased data protection regulations

As technology advances, the need to protect customer data has be-
come more critical. Consumers require and expect privacy protection
during every transaction; many simple activities can risk personal

data, whether online banking or using a phone app.


https://www.ibm.com/downloads/cas/ojdvqgry

Governments worldwide were initially slow to react by creating laws
and regulations to protect personal data from identity theft, cyber-
crime, and data privacy violations. However, times are now changing

as data protection laws are beginning to take shape globally.

There are several drivers for the increase in regulations. These in-
clude the growth of enormous amounts of data, and we need more
data security and privacy to protect users from nefarious activities

such as identity theft.

Let’s look at some of the measures taken toward data privacy in the

following sub-sections.

General Data Protection Regulation
(GDPR)

The General Data Protection Regulation (GDPR) by European
Union is regarded as the first data protection regulation in the mod-
ern data economy and was emulated by many countries to craft their
own. GDPR was proposed in 2012, adapted by the EU Council and
Parliament in 2016, and enforced in May 2018. It superseded the Data

Protection Directive that had been adopted in 1995.

What makes GDPR epoch-making is its stress on the protection of
Pll, including people’s names, locations, racial or ethnic origin, politi-

cal or sexual orientation, religious beliefs, association memberships,



and genetic/biometric/health information. Organizations and individu-
als both in and outside the EU have to follow the regulation when
dealing with the personal data of EU residents. There are seven prin-
ciples of GDPR, among which six were inherited from the Data Pro-
tection Directive; the new principle is accountability, which demands
data users maintain documentation about the purpose and procedure

of personal data usage.

GDPR has shown the public what the consequences of its violation
can be. Depending on the severity of non-compliance, the GDPR fine
can go from 2% of global annual turnover or € 10 million, whichever is
higher, or 4% of global annual turnover or €20 million, whichever is
higher. In May 2018, thousands of Europeans filed a complaint
against Amazon.com Inc. through the French organization La Quad-
rature du Net, also known as Squaring the Netin English, accusing
the company of using its advertisement targeting system without cus-
tomer consent. After 3 years of investigation, Luxembourg’s National
Commission for Data Protection (CNDP) made headlines around
the world: it issued Amazon a €746 million fine. Similarly, WhatsApp
was fined by Ireland’s Data Protection Commission in September
2021 for GDPR infringement; again, the investigation had taken 3

years, and the fine amounted to €225 million.

Currently, in the US, a majority of states have privacy protections in

place or soon will. Additionally, several states have strengthened ex-



isting regulations, such as California, Colorado, and Virginia. Let’s

look at each to get an idea of these changes.

California Consumer Privacy Act (CCPA)

The state of California followed suit. The California Consumer Pri-
vacy Act (CCPA) became effective on January 1, 2020. As the name
suggests, the aim of the regulation is to protect consumers’ Pll just as
GDPR does. Compared to GDPR, the scope of the CCPA is signifi-
cantly limited. The CCPA is applicable only to for-profit organizations
that collect data from over 50,000 points (residents, households, or
devices in the state) in a year, generate annual revenue over $25 mil-
lion, or make half of their annual revenue by selling such information.
However, CCPA infringement can be much more costly than GDPR
infringement since the former has no ceiling for its fine ($2,500 per
record for each unintentional violation; $7,500 per record for each in-

tentional violation).

Colorado Privacy Act (CPA)

Under the Colorado Privacy Act (CPA), starting July 1, 2024, data
collectors and controllers will have to follow universal opt-outs that
users have selected for generating targeted advertising and sales.
This rule protects residents in Colorado from targeted sales and ad-

vertising as well as certain types of profiling.



Virginia Consumer Data Protection Act
(CDPA)

Virginia’s Consumer Data Protection Act (CDPA) will make several
changes to increase security and privacy on January 1, 2023. These
changes will be applicable to organizations that do business in Vir-
ginia or with residents in Virginia. Data collectors need to obtain ap-
proval to utilize their private data. These changes also try to deter-
mine the adequacy of privacy and security of Al vendors, which may

require the removal of that data.

These are just a few simple examples of how data regulations will
take shape in the US. What does this look like for the rest of the
world? Some estimate that by 2024, 75% of the global population will
have personal data covered by privacy regulations of one type or

another.

Another example of major data protection regulation is Brazil’s Lei
Geral de Protecao de Dados Pessoais (LGPD) which has been in
force since September 2020. It replaced dozens of laws in the country
related to data privacy. LGPD was modeled after GDPR, and the con-
tents are almost identical. In Asia, Japan was the first country to intro-
duce a data protection regulation: the Act on the Protection of Per-

sonal Information (APPI) was adopted in 2003 and amended in



2015. In April 2022, the latest version of APPI was put in force to ad-

dress modern concerns over data privacy.

FL has been identified as a critical technology that can work well with

privacy regulations and regulatory compliance in different domains.

From privacy by design to data
minimalism

Organizations have been acclimatizing to these regulations. Trust-
Arc’s Global Privacy Benchmarks Survey 2021 found that the number
of enterprises with a dedicated privacy office is increasing: 83% of re-
spondents in the survey had a privacy office, whereas the rate was
only 67% in 2020. 85% had a strategic and reportable privacy man-
agement program in place, yet 73% of them believed that they could
do more to protect privacy. Their eagerness is hardly surprising as
34% of the respondents claimed that they had faced a data breach in
the previous 3 years, the costly consequences of which was men-
tioned previously in this chapter. A privacy office would be led by a
data protection officer (DPO) who is responsible for the company’s
Data Protection Impact Assessment (DPIA) in order to comply with
regulations such as GDPR that demand accountability and documen-
tation of personal data handling. DPOs are also responsible for moni-
toring and ensuring that personal data is treated by their organiza-

tions in compliance with the law, and the top management and board



are supposed to provide necessary support and resources to DPOs

to allow them to complete their task.

In the face of GDPR, the current trend in data protection is shifting to-
ward data minimalism. Data minimalism in this context does not nec-
essarily encourage minimization of the size of data; it pertains more
directly to minimizing PIl factors in data so that individuals cannot be
identified with its data points. Therefore, data minimalism affects Al
sectors in their ability to create a high-performing Al application be-
cause a shortage in data variety for the ML process simply generates

ML model biases with unsatisfying performance in prediction.

The abundance mindset for big data introduced at the beginning of
the chapter has thus been disciplined by the public concern over data
privacy. The risk of being fined for violating data protection regula-
tions, coupled with the wasteful cost of having a data graveyard, calls

for practicing data minimalism rather than data abundance.

That is why FL is becoming a must-have solution for many Al solution
providers such as medical sectors that are struggling with public con-
cerns and data privacy, which basically becomes an issue when a
third-party entity needs to collect private data for improving the quality
of ML models and their applications. As mentioned, FL is a promising
framework for privacy-preserving Al because learning of the data can

happen anywhere; even if the data is not available for the Al service



providers, all we have to do is collect and aggregate trained ML mod-

els in a consistent way.

Now, let’s consider another facet of the Triple-A mindset for big data

being challenged: acceptance of messy data.

Impacts of training data and
model bias

The sheer volume of big data annihilates the treacherous reality of
garbage in, garbage out. Or does it? In fact, the messiness of data
can only be accepted if enough data from a variety of sources and
distributions can be fully learned without causing any biases in the
outcomes of the learning. The actual training of the big data in a cen-
tralized location does take a lot of time and huge computational re-
sources and storage. Also, we would probably have to find methods
to measure and reduce model bias without directly collecting and ac-
cessing sensitive and private data, which would conflict with some of
the privacy regulations discussed previously. FL also has an aspect
of distributed and collaborative learning, which becomes critical to
eliminate data and model bias to absorb the messiness of the data.
With collaborative and distributed learning, we could significantly in-
crease the data accessibility and efficiency of an entire learning

process that is often very expensive and time-consuming. It gives us



a chance to break through the limitation that big data training used to

have, as discussed in the following sections.

Expensive training of big data

According to the report: https://www.flexera.com/blog/cloud/cloud-
computing-trends-2022-state-of-the-cloud-report, 37% of enterprises
annually spend more than $12 million and 80% spend over $1.2 mil-
lion per year for public cloud. The training cost over the cloud is not
cheap, and it can easily be assumed that this cost is going to boost
significantly, together with the increasing demand for Al and ML.
Sometimes, big data cannot be fully trained for ML because of the fol-

lowing issues:

- Big data storage: Big data storage is an architecture for compute
and storage that collects and manages large amounts of datasets
for Al applications or real-time analytics. Worldwide enterprise
companies are paying more than $100 billion just for cloud storage
and data center costs (https://al6z.com/2021/05/27/cost-of-cloud-
paradox-market-cap-cloud-lifecycle-scale-growth-repatriation-opti-
mization/). While some of the datasets are critical for the ap-
plications they provide, what they really want is often business in-
telligence that can be extracted from the data, not just the data

itself.



« Significant training time: Building and training an ML model that
can be delivered as an authentic product basically takes a signifi-
cant amount of time, not only for the training process but also for
the preparation of the ML pipelines. Therefore, in many cases, the
true value of the intelligence is going to be lost by the time the ML
model is delivered.

« Huge computation: Training of an ML model often consumes sig-
nificant computational resources. For example, an ML task of ma-
nipulating pieces such as a Rubik’s Cube using a robotic hand
could sometimes require more than 1,000 computers. It could also
take a dozen machines just to run some specialized graphics chips
for several months.

« Communications latency: To form big data, especially in the
cloud, a significant amount of data needs to be transferred to the
server, which in itself causes communications latency. In most use
cases, FL requires much less data to be transferred from local de-
vices or learning environments to a server called an aggregator
that is there to synthesize the local ML models collected from
those devices.

« Scalability: In traditional centralized systems, scalability becomes
an issue because of the complexity of big data and its costly infra-
structures such as huge storage and computing resources in the
cloud server environment. In an FL server, only an aggregation is

conducted to synthesize the multiple local models that have been



trained to update the global model. Therefore, both the system and
learning scalability increase significantly as ML training is conduct-
ed on edge devices in a distributed manner, not only in a single

centralized learning server.

FL effectively utilizes distributed computational resources that can be
used for light training of the ML models. Whether training happens on
actual physical devices or virtual instances of the cloud system, par-

allelizing the model training process into distributed environments of-

ten accelerates the speed of learning itself.

In addition, once the trained models are collected, the FL system can
quickly synthesize them to generate an updated ML model called a
global model that absorbs enough learnings at the edge sides, and

thus delivering the intelligence in near real time is possible.

Model bias and training data

ML bias happens when an ML algorithm generates results that are
systemically prejudiced because of erroneous assumptions in the ML

process. ML bias is also sometimes called algorithm bias or Al bias.

Yann LeCun, the 2018 Turing Award winner for his outstanding contri-
bution to the development of DL, says “ML systems are biased when
data is biased”
(https://twitter.com/ylecun/status/1274782757907030016). This comes



https://twitter.com/ylecun/status/1274782757907030016

from a computer vision (CV) model trained with the Flickr-Faces-
HQ dataset compiled by the Nvidia team. Based on the face upsam-
pling system, many people are classified as white as the network was
pre-trained on Flickr-Faces-HQ data mainly containing pictures of
white people. For this problem of misclassification of the people, the
architecture of the model is not the issue that mandates this output.
Hence, the conclusion is that a racially skewed dataset generated a

neutral model to produce biased outcomes.

Productive conversations about Al and ML biases have been led by
the former lead of Al Ethics at Google. The 2018 publication of the
Gender Shades paper demonstrated race and gender bias in major
facial recognition models, and lawmakers in Congress have sought to
prohibit the use of the technology by the US federal government.
Tech companies including Amazon, IBM, and Microsoft also agreed
to suspend or terminate sales of facial recognition models to the po-
lice. They are encouraged to use an interventionist approach to data
collection by advising scientists and engineers to specify the objec-
tives of model development, form a strict policy for data collection,
and conduct a thorough appraisal of collected data to avoid biases—
details are available on the FATE/CV website (https://sites.google.-

com/view/fatecv-tutorial/home).

FL could be one of the most promising ML technologies to overcome

data-silo issues. Very often, the data is not even be accessible or us-



able for the training, causing a significant bias in data and models.
Naturally, FL is useful for overcoming bias by resolving the issues of
data privacy and silos that become the bottleneck to fundamentally
avoiding data bias. In this context, FL is becoming a breakthrough in

the implementation of big data services and applications, as thor-
oughly investigated in https://arxiv.org/pdf/2110.04160.pdf.

Also, there are several techniques that try to mitigate model bias in

FL itself, such as Reweighing and Prejudice Remover, both detailed
in https:/arxiv.org/pdf/2012.02447.pdf.

Model drift and performance
degradation

Model driftis generally about the degradation of ML model perfor-
mance because of changes in data and relationships between input
and output (I/0) variables, known as model decay, as well. Model
drift can be addressed by continuous learning to adapt to the latest
changes in datasets or environments in near real time. One of the im-
portant aspects of FL is realizing a continuous learning framework by
updating an ML model instantly whenever the learning happens in the
local distributed environment anytime, in a consistent manner. That

way, FL could resolve the situation often seen in enterprise Al ap-
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plications where the intelligence is useless by the time it is delivered

for production.

We will now touch on how models could get degraded or stop work-
ing, and then some of the current efforts of model operations
(ModelOps) to continuously improve the performance of models and

achieve sustainable Al operations.

How models can stop working

Any Al and ML model with fixed parameters, or weights, generated
from the training data and adjusted to the test data can perform fairly
well when deployed in an environment where the model receives
data similar to the training and test data. If an autonomous driving
model is well trained with data recorded during sunny daytime, the
model can drive vehicles safely on sunny days because it is doing
what it has been trained to do. On a rainy night, however, nobody
should be in or near the vehicle if it is autonomously driven: the mod-
el is fed with totally unfamiliar, dark, and blurry images; its decisions
will not be reliable at all. In such a situation, the model’s decision will
be far off the track, hence the name model drift. Again, model drift is
not likely to happen if the model is deployed in an environment similar
to the training and testing environment and if the environment does

not change significantly over time. But in many business situations,



that assumption does not always hold, and model drift becomes a se-

rious issue.

There are two types of model drifts: data drift and concept drift.
Data drift happens when input data to a deployed model is signifi-
cantly different from the data the model has been trained with. In oth-
er words, changes in data distribution are the cause of data drift. The
aforementioned diurnal autonomous vehicle model not performing
well in the nighttime is an example of data drift. Another example
would be an ice-cream sale prediction model trained in California be-
ing deployed in New Zealand; seasonality in the southern hemi-
sphere is opposite to that in the northern hemisphere, and the esti-
mated sales of ice cream will be low for summer and high for winter,

on the contrary to the actual sales volume.

Concept drift, on the other hand, is a result of changes in how vari-
ables correlate with each other. In the terminology of statistics, this
implies that the data-generating process has been altered. And this is
what Google Flu Trends (GFT) suffered from, as the author of The
Undercover Economist put it in the following Financial Times article:
https://www.ft.com/content/21a6e7d8-b479-11e3-a09a-
00144feabdc0#axzz30qfdzLCB.

Prior to the period, search queries were meaningfully correlated with

the spread of flu as mainly people who suspected that they were in-



fected typed those words in the browser, and therefore the model
worked successfully. This may no longer have been the case in 2013
since people in other categories, such as those who were precau-
tious about a potential pandemic or those who were just curious,
were searching for those words, and they may have been led to do so
by Google’s recommendations. This concept drift likely made GFT
overestimate the spread vis-a-vis medical reports provided by the

Centers for Disease Control and Prevention (CDC).

Either by data or by concept, model drift causes model performance
degradation, and it occurs because of our focus on correlation. The
ground truth in data science parlance does not mean something like
the universal truth in hard science such as physics and chemistry —
that is, causation. It is merely a true statement about how variables in
given data correlate with each other in a particular environment, and
it provides no guarantee that the correlation holds when the environ-
ment changes or differs. This is to say that what we estimate as the
ground truth can vary over time and locations, just like the ground has

been reshaped by seismic events throughout history and geography.

Continuous monitoring — the price of
letting causation go

In a survey commissioned by Redis Labs

(https://venturebeat.com/business/redis-survey-finds-ai-is-stressing-



it-infrastructure-to-breaking-point/), about half of the respondents cit-
ed model reliability (48%), model performance (44%), accuracy over
time (57%), and latency of running the model (51%) as the top chal-
lenges for getting models deployed. Given the risk and concern of
model drift, Al and ML model stakeholders need to work on two addi-
tional tasks after deployment. First, model performance must be con-
tinuously monitored to detect model drift. Both data drift and concept
drift can take place gradually or suddenly. Once model drift is detect-
ed, the model needs to be retrained with new training data, and when
concept drift occurs, even the use of a new model architecture may

be necessary to upgrade the model.

In order to address these requirements, a new ML principle called
Continuous Delivery for Machine Learning (CD4ML) has been
proposed. In the framework of CD4ML, a model is coded and trained
with training data in the first step. The model is then tested with a
separate dataset and evaluated based on some metrics, and more
often than not, the best model is selected from multiple candidates.
Next, the selected model is productionized with a further test to make
sure that the model performs well after the deployment, and once it
passes the test, it is deployed. Here, the monitoring process starts.
When model drift is observed, the model will be retrained with new
data or given a new architecture, depending on the severity of the
drift. If you are familiar with software engineering, you might have no-

ticed that CD4ML is the adoption of continuous integration/contin-



uous delivery (CI/CD) in the field of ML. In a similar vein, ModelOps,
an Al and ML operational framework stemming from the develop-
ment-operations (DevOps) software engineering framework is gain-
ing popularity. ModelOps bridges ML operations (MLOps: the inte-
gration of data engineering and data science) and application engi-

neering; it can be seen as the enabler of CD4ML.

The third factor of the Triple-A mindset for big data lets us focus on
correlation and has helped in building Al and ML models rapidly over
the last decade. Finding correlation is much easier than discovering
causation. For many Al and ML models that have been telling us
what we need to know from people’s Google search patterns over

years, we have to check if it still works today. And so do we tomorrow.

That is why FL is one of the important approaches for continuous
learning. When creating and operating an FL system, it is also impor-
tant to develop the system with ModelOps functionalities, as the criti-
cal role of FL is to keep improving models constantly from various
learning environments in a collaborative manner. It is even possible
to realize a crowdsourced learning framework with FL so that peo-
ple in the platform can take the desired ML model to adapt and train it
locally and return an updated model to the FL server with an aggre-
gator. With an advanced model aggregation framework to filter out
poisonous ML models that could potentially degrade the current mod-

els, FL can consistently integrate other learnings, and thus realize a



sustainable continuous learning operation that is key for the platform

with ModelOps functionalities.

FL as the main solution for data
problems

So far in this chapter, we confirmed that big data has issues to be ad-
dressed. Data privacy must be preserved in order to protect not only
individuals but also data users who would face risks of data breaches
and subsequent fines. Biases in a set of big data can affect inference
significantly through proxies, even when factors about gender and
race are omitted, and focus on correlation rather than causation

makes predictive models vulnerable to model drift.

Here, let us discuss the difference between a traditional big data ML
system and an FL system in terms of their architectures, processes,
issues, and benefits. The following diagram depicts a visual compari-

son between a traditional big data ML system and an FL system:
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Figure 1.3 — Comparison between traditional big data ML sys-

tem and FL system

In the traditional big data system, data is gathered to create large
data stores. These large data stores are used to solve a specific
problem using ML. The resulting model displays strong generalizabili-
ty due to the volume of data it is trained on and is eventually

deployed.

However, continuous data collection uses large amounts of commu-
nication bandwidth. In privacy-focused applications, the transmission
of data may be banned entirely, making model creation impossible.
Training large ML models on big data stores is computationally ex-
pensive, and traditional centralized training efficiency is limited by sin-
gle-machine performance. Slow training processes lead to long de-
lays between incremental model updates, leading to a lack of flexibili-

ty in accommodating new data trends.

On the other hand, in an FL system, ML training is performed directly
at the location of the data. The resulting trained models are collected
at the central server. Aggregation algorithms are used to produce an
aggregated model from the collected models. The aggregated model

is sent back to the data locations for further training.



FL approaches often incur overhead to set up and maintain training
performance with distributed-system settings. However, even with a
bit more complicated architecture and settings, there are benefits that
excel its complication. Training is performed at the data location, so
data is never transmitted, maintaining data privacy. Training can be
performed asynchronously across a variable number of nodes, which
results in efficient and easily scalable distributed learning. Only model
weights are transmitted between server and nodes, thus FL is effi-
cient in communication. Advanced aggregation algorithms can main-
tain training performance even in restricted scenarios and increase

efficiency in standard ML scenarios too.

The vast majority of all Al projects do not seem to be delivered, or
simply fall short altogether. To deliver an authentic Al application and
product, all the issues discussed previously need to be considered
seriously. It is obvious that FL, together with other key technologies to
deal with local data processed by the ML pipeline and engine, is get-
ting to be a critical solution to resolve data-related problems in a con-

tinuous and collaborative manner.

How can we harness the power of Al and ML to optimize the techni-
cal system for society in its entirety—that is, bring about a more joy-
ous, comfortable, convenient, and safe world while being data mini-
malistic and ethical, as well as delivering improvements continuous-

ly? We contend that the key is a collective intelligence or intelligence-



centric platform, also discussed in Chapter 10, Future Trends and De-

velopments. In subsequent chapters of the book, we introduce the
concept, design, and implementation of an FL system as a promising
technology for orchestrating collective intelligence with networks of Al

and ML models to fulfill those requirements discussed so far.
Summary

This chapter provided an overview of how FL could potentially solve
many of the big data issues by first understanding the definition of big
data and its nature, involving an abundance of observations, accep-

tance of messiness, and ambivalence of causality.

We have learned about privacy regulations in a variety of forms from
many regions and the risk of data breaches and privacy violations
that eventually lead to loss of profits, as well as a bottleneck in creat-
ing authentic Al applications. Federated learning, by design, will not
collect any raw data and can preserve data privacy and follow those

regulations.

In addition, with an FL framework, we can reduce inherent bias that
affects the performance of ML models and minimize model drift with a
continuous learning framework. Thus, a distributed and collaborative
learning framework such as FL is required for a more cost-effective

and efficient approach based on FL.



This introductory chapter concluded with the potential of FL as a pri-
mary solution for the aforementioned big data problems based on the
paradigm-shifting idea of collective intelligence that could potentially

replace the current mainstream data-centric platforms.

In the next chapter, we will see where in the landscape of data sci-

ence FL fits and how it can open a new era of ML.
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What Is Federated Learning?

In Chapter 1, Challenges in Big Data and Traditional Al, we examined
how shifting tides in big data and machine learning (ML) have set
the stage for a novel approach to practical ML applications. This
chapter frames federated learning (FL) as the answer to the desire
for this new ML approach. In a nutshell, FL is an approach to ML that
allows models to be trained in parallel across data sources without

the transmission of any data.

The goal of this chapter is to build up the case for the FL approach,
with explanations of the necessary conceptual building blocks in or-
der to ensure that you can achieve a similar understanding of the

technical aspects and practical usage of FL.

After reading the chapter, you should have a high-level understand-
ing of the FL process and should be able to visualize where the ap-

proach slots into real-world problem domains.
In this chapter, we will cover the following topics:

« Understanding the current state of ML



« Distributed learning nature —toward scalable Al
« Understanding FL

« FL system considerations

Understanding the current state
of ML

To understand why the benefits derived from the application of FL
can outweigh the increased complexity of this approach, it is neces-
sary to understand how ML is currently practiced and the associated

limitations. The goal of this section is to provide you with this context.

What is a model?

The term “model” finds usage across numerous different disciplines;
however, the generalized definition we are interested in can be nar-
rowed down to a working representation of the dynamics within some
desired system. Simply put, we develop a model B of some phe-
nomenon A as a means of better understanding A through the in-
creased interactability offered by B. Consider the phenomenon of an
object being dropped from some point in a vacuum. Using kinematic
equations, we can compute exactly how long it will take for the object
to hit the ground — this is a model of the aforementioned

phenomenon.



The power of this approach is the ability to observe results from the
created model without having to explicitly interact with the phe-
nomenon in question. For example, the model of the falling object al-
lows us to determine the difference in fall time between a 10 kg object
and a 50 kg object at some height without having to physically drop
real objects from said height in a real vacuum. Evidently, the model-
ing of natural phenomena plays a key role in being able to claim a
true understanding of said phenomena. Removing the need for the
comprehensive observation of a phenomenon allows for true general-

ization in the decision-making process.

The concept of a model is greatly narrowed down within the context
of computer science. In this context, models are algorithms that allow
for some key values of a phenomenon to be output given some initial
characterization of the phenomenon in question. Going back to the
falling object example, a computer science model could entail the
computation of values such as the time to hit the ground and the
maximum speed given the mass of the object and the height from
which it is dropped. These computer science models are uniquely
powerful due to the superhuman ability of computers to compute the
output from countless starting phenomenon configurations, offering

us even greater understanding and generalization.

So, how do we create such models? The first and simplest approach

is building rule-based systems or white-box models. A white-box



(also known as glass-box or clear-box) model is made by writing
down the underlying functions of a system of interest explicitly. This is
only possible when information about the system is available a priori.
Naturally, in this case, the underlying functions are relatively simple.
One such example is the problem of classifying a randomly selected
integer as odd or even; we can easily write an algorithm to do this by
checking the remainder after dividing the integer by two. If you want
to see how much it costs to fill up your gas tank, given how empty the
tank is and the price per gallon, you can just multiply those values to-
gether. Despite their simplicity, these examples illustrate that simple

models can have a lot of practical applications in various fields.

Unfortunately, the white-box modeling of underlying functions can
quickly become too complex to perform directly. In general, systems
are often too complex for us to be able to construct a white-box mod-
el for. For example, let’s say you want to predict the future values of
your property. You have a lot of metrics about the property, such as
the area, how old it is, its location, and interest rate to name but a few.
You believe that there is likely a linear relationship between the prop-
erty value and all of those metrics, such that the weighted sum of all
of them would give you the property value. Now, if you actually try to
build a white-box model under that assumption, you will have to di-
rectly figure out what the parameter (weight) for each metric is, which

implies that you must know the underlying function of the real estate



pricing system. Usually, this is not the case. Therefore, we need an-

other approach: black box modeling.

ML - automating the model creation
process

The concept of a black box system was first developed in the field of
electric circuits during the WWII period. It was the famous cyberneti-
cian Norbert Wiener who began treating the black box as an abstract
concept, and a general theory was established by Mario Augusto
Bunge in the 1960s. The function for estimating future property val-
ues, as illustrated earlier, is a good example of a black box. As you
might expect, the function is complex enough that it is unreasonable
for us to try to write a white-box model to represent it. This is where

ML comes in, allowing us to create a model as a black box.
REFERENCE

You might be aware that black box modeling has been criti-
cized for its lack of interpretability, an important concept out-
side the scope of this book; we recommend Packt’s
Interpretable Machine Learning with Python by Serg Masis as

a reference on the subject.

ML is a type of artificial intelligence that is used to automatically gen-

erate model parameters for making decisions and predictions. Figure



2.1illustrates this in a very simple way: those cases where the known
values and the unknown value have a linear relationship allow a pop-
ular algorithm, called ordinary least squares (OLS), to be applied.
OLS computes the unknown parameters of the linear relationship by
finding the set of parameters that produces the closest predictions on
some set of known examples (pairs of input feature value sets and

the true output value):
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Figure 2.1 — ML determining model parameters

The preceding diagram displays a simple two-dimensional linear re-
gression problem with one feature/input variable and one output vari-
able. In this toy two-dimensional case, it might be relatively straight-
forward for us to come up with the parameters representing the best-

fit relationship directly, either through implicit knowledge or through



testing different values. However, it should be clear that this approach
quickly becomes intractable as the number of feature variables

increases.

OLS allows us to attack this problem from the reverse direction: in-
stead of producing linear relationships and evaluating them on the
data, we can use the data to compute the parameters of the best-fit
relationship directly instead. Revisiting the real estate problem, let’s
assume that we have collected a large number of property valuation
data points, consisting of the associated metric values and the sale
price. We can apply OLS to take these points and find the relationship
between each metric and the sale price for any property (still under
the assumption that the true relationship is linear). From this, we can
pass in the metric values of our property and get the predicted sale

price.

The power of this approach is the abstraction of this relationship com-
putation from any implicit knowledge of the problem. The OLS algo-
rithm doesn’t care what the data represents — it just finds the best line
for the data it is given. This class of approaches is exactly what ML
entails, granting the power to create models of phenomena without
any required knowledge of the internal relationship, given a sufficient

amount of data.



In a nutshell, ML lets us program algorithms that can learn to create
models from data, and our motivation to do so is to approximate com-
plex systems. It is important to keep in mind that the underlying func-
tions of a complex system can change over time due to outside fac-
tors, quickly making models created from old data obsolete. For ex-
ample, the preceding linear regression model might not work to esti-
mate property values in a far distant future or a faraway district. Vari-
ance in such a macroscopic scale is not taken into account in a mod-
el containing only a few dozen parameters, and we would need differ-
ent models for separate groups of adjacent data points — unless we
employ even more sophisticated ML approaches such as deep

learning.
Deep learning

So, how did deep learning become synonymous with ML in common
usage? Deep learning involves the application of a deep neural net-
work (DNN), which is a type of highly-parameterized model inspired
by the transmission of signals between neurons in the brain. The
foundation of deep learning was established in the early 1960s by
Frank Rosenblatt, who is known as the father of deep learning. His
work was further developed in the 1970s and 1980s by computer sci-
entists including Geoffrey Hinton, Yann LeCun, and Yoshua Bengio,
and the term deep learning was popularized by the University of Cali-

fornia, Irvine’s distinguished Professor Rina Dechter. Deep learning



can conduct much more complex tasks compared to simpler ML algo-
rithms such as linear regression. While the specifics are beyond the
scope of this book, the key problem that deep learning was able to
solve was the modeling of complex non-linear relationships, pushing
ML as a whole to the forefront of numerous fields due to the in-

creased modeling ability it provided.

This ability has been mathematically proven via specific universal ap-
proximation theorems for different model size cases. For those of you
who are new to deep learning or ML in general, the third edition of

Python Machine Learning by Sebastian Raschka and Vahid Mirjalili is

a good reference to learn more about the subject.

Over the past decade, ever-increasingly powerful models have been
built by tech giants against the backdrop of big data, as discussed in
Chapter 1, Challenges in Big Data and Traditional Al. If we look at the
state-of-the-art deep learning models today, they could have up to
trillions of parameters; expectedly, this gives them unparalleled flexi-
bility in modeling complex functions. The reason deep learning mod-
els can be scaled up to arbitrarily increase performance, unlike other
ML model types used previously, is due to a phenomenon called
double descent. This refers to the ability for a certain parameteriza-
tion/training threshold to overcome the standard bias-variance trade-

off (where increasing complexity leads to fine-tuning on training data,



reducing bias but increasing variance) and continuing to increase

performance.

The key takeaway is that the performance of deep learning models
can be considered to be limited by just the available compute power
and data, two factors that have surged in growth in the past 10 years
due to advances in computing and the ever-increasing number of de-
vices and software collecting data, respectively. Deep learning has
become intertwined with ML, with deep learning playing a significant

role within the current state of ML and big data.

This section focused on establishing a case for the importance of the
modeling performed by current ML techniques. In a sense, this can
be considered the what — what exactly FL is trying to do. Next, we will
focus on the where in terms of the desired setting for numerous ML

applications.

Distributed learning nature —
toward scalable Al

In this section, we introduce the distributed computing setting and
discuss the intersection of this setting with ML approaches to fully es-
tablish the support for why FL is necessary. The goal of the section is

for the user to understand both the benefits and limitations imposed



by the distributed computing setting, in order to understand how FL

addresses some of these limitations.
Distributed computing

The past several years have shown a large but predictable rise in the
development of new approaches and the conversion of existing
server infrastructure within the lens of distributed computing. To gen-
eralize further, distributed approaches themselves have shifted more
and more from research implementations to extensive use in produc-
tion settings; one significant example of this phenomenon is the us-
age of cloud computing platforms such as AWS from Amazon,
Google Cloud Platform (GCP) from Google, and Azure from Mi-
crosoft. It turns out that the flexibility of on-demand resources allows
for cost-saving and efficiency in numerous applications that would,
otherwise, be bottlenecked by on-premise servers and computational

power.

While a parallel cannot exactly be drawn between cloud computing
and the concept of distributed computing, the key benefits stemming
from the distributed nature are similar. At a high level, distributed
computing involves spreading the work necessary for some computa-
tional task over a number of computational agents in a way that al-

lows each to act near-autonomously. The following figure shows the



difference between centralized and distributed approaches in the

high-level context of answering questions:
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Figure 2.2 — Centralized versus distributed question answering

In this toy example, the centralized approach involves processing the
input questions sequentially, whereas the distributed approach is
able to process each question at the same time. It should be clear
that the parallel approach trades off computational resource usage
for increased answering speed. The natural question, then, is

whether this trade-off is beneficial for real-world applications.
Real-world example — e-commerce

To understand the practical benefits of distributed computing ap-
proaches, let’s analyze an example business problem through a tradi-
tional and a distributed computing lens. Consider an e-commerce
business that is trying to host its website using on-premise servers.
The traditional way to do this would be to perform enough analysis on
the business side to determine the expected volume of traffic at some
future time and invest in one or a couple of server machines large

enough to handle that calculated volume.

Several cases immediately lend themselves to showing the flaws of
such an approach. Consider a scenario where usage of the websites
greatly exceeds the initial projections. A fixed number of servers
means that all upgrades must be hardware upgrades, resulting in old

hardware that had to be purchased and is no longer used. Going fur-



ther, there are no guarantees that the now-increased usage will stay
fixed. Further increases in usage will result in more scaling-up costs,
while decreases in usage will lead to wasted resources (maintaining
large servers when smaller machines would be sufficient). A key
point is that the integration of additional servers is non-trivial due to
the single-machine approach used to manage hosting. Additionally,
we have to consider the hardware limitations of handling large num-
bers of requests in parallel with one or a few machines. The ability to
handle requests in parallel is limited for each machine — significant
volumes of traffic would be almost guaranteed to eventually be bottle-

necked regardless of the power available to each server.

In comparison, consider the distributed computing-based solution for
this problem. Based on the initial business projections, a number of
smaller server machines are purchased and each is set up to handle
some fixed volume of traffic. If the scenario of incoming traffic ex-
ceeding projects arises, no modification to the existing machines is
necessary; instead, more similarly-sized servers can be purchased
and configured to handle their designated volume of new traffic. If the
incoming traffic decreases, the equivalent number of servers can be
shut down or shifted to handle other tasks. This means that the same

hardware can be used for variable volumes of traffic.

This ability to scale quickly to handle the necessary computational

task at any moment is precisely due to how distributed computing ap-



proaches allow for computational agents to seamlessly start and stop
working on said task. In addition, the use of many smaller machines
in parallel, versus using fewer larger machines, means that the num-
ber of requests that can be handled at the same time is notably high-
er. Itis clear that a distributed computing approach, in this case,
lends itself to cost-saving and flexibility that cannot be matched with

more traditional methods.

Benefits of distributed computing

In general, distributed computing approaches offer three main bene-
fits for any computational task — scalability, throughput, and re-
silience. In the previous case of web hosting, scalability referred to
the ability to scale the number of servers deployed based on the
amount of incoming traffic, whereas throughput refers to the ability to
reduce request processing latency through the inherent parallelism of
smaller servers. In this example, resilience could refer to the ability of
other deployed servers to take on the load from a server that stops

working, allowing the hosting to continue relatively unfazed.

Distributed computing often finds uses when working with large
stores of data, especially when attempting to perform analyses on the
data using a single machine would be computationally infeasible or
otherwise undesirable. In these cases, scalability allows for the de-

ployment of a variable number of agents based on factors such as



the desired runtime and amount of data at any given time, whereas
the ability of each agent to autonomously work on processing a sub-
set of the data in parallel allows for processing throughput that would
be impossible for a single high-power machine to achieve. It turns out
that this lack of reliance on cutting-edge hardware leads to further
cost savings, as hardware price-to-performance ratios are often not

linear.

While the development of parallelized software to operate in a dis-
tributed computing setting is non-trivial, hopefully, it is clear that many
practical computational tasks greatly benefit from the scalability and

throughput achieved by such approaches.

Distributed ML

When thinking about the types of computational tasks that have
proven to be valuable in practical applications and that might be di-
rectly benefited from increased scalability and throughput, it is clear
that the rapidly growing field of ML is near the top. In fact, we can
frame ML tasks as a specific example of the aforementioned tasks of
analyzing large stores of data, placing emphasis on the data being
processed and the nature of the analysis being performed. The joint
growth of cheap computational power (for example, smart devices)
and the proven benefits of data analysis and modeling have led to

companies with both the storage of excessive amounts of data and



the desire to extract meaningful insights and predictions from said

data.

The second part is exactly what ML is geared to solve, and large
amounts of work have already been completed to do so in various do-
mains. However, like other computational tasks, performing ML on
large stores of data often leads to a time-computational power trade-
off in which more powerful machines are needed to perform such
tasks in reasonable amounts of time. As ML algorithms become more
computationally and memory-intensive, such as recent state-of-the-
art deep learning models with billions of parameters, hardware bottle-
necks make increasing the computational power infeasible. As a re-
sult, current ML tasks must apply distributed computing approaches

to stay cutting-edge while producing results in usable timeframes.
Edge inference

Although the prevalence of deep learning described earlier, besides
the paradigm shift from big data to collective intelligence discussed in
Chapter 1, Challenges in Big Data and Traditional Al, gives enough
motivation for distributed ML, its physical foundation came from the
recent development of edge computing. The edge represents the
close proximity around deployed solutions; it follows that edge com-
puting refers to processing data at or near the location of the data

source. Extending the concept of computation to ML leads to the idea



of edge Al, where models are integrated directly into edge devices. A
few popular examples would be Amazon Alexa, where edge Al takes
care of speech recognition, and self-driving cars that collect real-

world data and incrementally improve with edge Al.

The most ubiquitous example is the smartphone — some potential
uses are the recommendation of content to the user, searches with
voice assistance and auto-complete, auto-sorting of pictures into an
album and gallery search, and more. To capitalize on this potential,
smartphone manufacturers have already begun integrating ML-fo-
cused processor components into the chips they integrate with their
newest phones, such as the Neural Processing Unitfrom Samsung
and the Tensor Processing Unit on the Google Tensor chip. Google
has also worked to develop ML-focused APls for Android applications
through their Android ML Kit SDK. From this, it should be clear that

ML applications are shifting toward the edge computing paradigm.

Let’s say that smartphones need to use a deep learning model for
word recommendation. This is so that when you type words on your
phone, it gives you suggestions for the next word, with the goal being
to save you some time. In the scheme of a centralized computing
process, the central server is the only component that has access to
this text prediction model and none of the phones have the model
stored locally. The central server handles all of the requests sent from

the phones to return word recommendations. As you type, your



phone has to send what has been typed along with some personal
information about you, all the way to the central server. The server
receives this information, makes a prediction using the deep learning
model, and then sends the result back to the phone. The following fig-

ure reflects this scenario:
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Figure 2.3 — Centralized inference scenario

There are a few problems that become apparent when you look at
this scenario. First, even a half to one second of latency makes the

recommendation slower than typing everything yourself, making the



system useless. Furthermore, if there is no internet connection, the
recommendation simply does not work. Another restriction of this
scheme is the need for the central server to process all of these re-
quests. Imagine how many smartphones are being used in the world,
and you will realize a lack of feasibility due to the extreme scale of

this solution.

Now, let’s look at the same problem from the edge computing per-
spective. What if the smartphones themselves contain the deep
learning model? The central server is only in charge of managing the
latest trained model and communicating this model with each phone.
Now, whenever you start typing, your phone can use the received
model locally to make recommendations from what you typed. The

following figure reflects this scenario:
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Figure 2.4 — Edge inference scenario

This removes both the latency problem and prevents the need to

handle the incoming inference requests at a central location. In addi-



tion, the phones no longer have to maintain a connection with the
server to make a recommendation. Each phone is in charge of fulfill-
ing requests from its user. This is the core benefit of edge computing:
we have moved the computing load from the central server to the

edge devices/servers.
Edge training

The distinction between centralized and decentralized computing can
be extended to the concept of model training. Let’s stick to the smart-
phone example but think about how we would train the predictive
model instead. First, in the centralized ML process, all of the data
used to train the recommendation model must be collected from the
users’ devices and stored on the central server. Then, the collected
data is used to train a model, which is eventually sent to all the
phones. This means that the central server still has to be able to han-
dle the large volume of user data coming in and store it in an efficient

way to be able to train the model.

This design leads to the problems found in the centralized computing
approach: as the number of phones connected to the server increas-
es, the server’s ability to work with the incoming data needs to scale
in order to maintain the training process. In addition, since the data
needs to be transmitted and stored centrally in this approach, there is

always the possibility of the interception of transmissions or even at-



tacks on the stored data. There are several cases where data confi-
dentiality and privacy are required or strongly desired; for example,
applications in the financial and medical industries. Centralized mod-
el training thus limits use cases, and an alternative way to work with
data directly on edge devices is required. This exact setting is the

motivation for FL.
Understanding FL

This section focuses on providing a high-level technical understand-
ing of how FL actually slots in as a solution to the problem setting de-
scribed in the previous section. The goal of this section is for you to
understand how FL fits as a solution, and to provide a conceptual ba-

sis that will be filled in by the subsequent chapters.
Defining FL

Federated learning is a method to synthesize global models from lo-
cal models trained on the edge. FL was first developed by Google in
2016 for their Gboard application, which incorporates the context of
an Android user’s typing history to suggest corrections and propose
candidates for subsequent words. Indeed, this is the exact word rec-
ommendation problem discussed in the Edge inference and Edge
fraining sections. The solution that Google produced was a decentral-

ized training approach where an iterative process would compute



model training updates at the edge, aggregating these updates to
produce the global update to be applied to the model. This core con-
cept of aggregating model updates was key in allowing for a single,

performant model to be produced from edge training.

Let’s break this concept down further. The desired model is dis-
tributed across the edge and is trained on data collected locally at the
edge. Of course, we can expect that a model trained on one specific
data source is not going to be representative of the entire dataset. As
a result, we dub such models trained with limited data local models.
One immediate benefit of this approach is the enabling of ML on data
that would otherwise not be collected in the centralized case, due to

issues with privacy and efficiency.

Aggregation, the key theoretical step of FL, allows for our desired sin-
gle global model to be created from the set of local models produced
at some iteration. The most well-known aggregation algorithm, popu-
lar for its simplicity and surprising performance, is called federated
averaging (FedAvg). FedAvg is performed on a set of local models
by computing the parameter-wise arithmetic mean across the mod-
els, producing an aggregate model. It is important to understand that
performing aggregation once is not enough to produce a good global
aggregate model; instead, it is the iterative process of locally training

the previous global model and aggregating the produced local mod-



els into a new global model that allows for global training progress to

be made.

The FL process

To better understand FL from an iterative process perspective, we
break it down into the core constituent steps of a single iteration, or

round.
The steps for a round can be described as follows:

1. The aggregate global model parameters are sent to each user’s
device.

2. The received ML models located on the user devices are trained
with local data.

3. After a certain amount of training, the local model parameters are
sent to the central server.

4. The central server aggregates the local models by applying an ag-

gregation function, producing a new aggregate global model.

These steps are depicted in Figure 2.5:
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Figure 2.5 — FL steps

The flow from steps 1 to 4 constitutes a single round of FL. The next
round begins as the user servers/devices receive the newly created

aggregate model and start training on the local data.

Let’s revisit Google’s word recommendation for Gboard. At some
point in time, each phone stores a sufficient amount of its user’s typ-
ing data. The edge training process can create a local model from it,
and the parameters will be sent to the central server. After receiving
parameters from a certain number of phones, the server aggregates
them to create a global model and sends it to the phones. This way,
every phone connected to the server receives a model that reflects
local data in all of the phones without ever transmitting the data from
them. In turn, each phone retrains the model when another batch of
sufficient data is collected, sends the model to the server, and re-
ceives a new global model. This cycle repeats itself over and over ac-
cording to the configuration of the FL system, resulting in the continu-

ous monitoring and updating of the global model.

Note that the user data never leaves the edge, only the model para-
meters; nor is there a need to put all the data in a central server to
generate a global model, allowing for data minimalism. Moreover,
model bias can be mitigated with FL methods, as discussed in

Chapter 3, Workings of the Federated Learning System. That is why



FL can be regarded as a solution to the three issues of big data,
which were introduced in Chapter 1, Challenges in Big Data and Tra-
ditional Al.

Transfer learning

FL is closely related to an ML concept called transfer learning (TL).
TL allows us to use large deep learning models that have been

trained by researchers using plentiful compute power and resources
on very generalized datasets. These models can be applied to more

specific problems.

For example, we can take an object detection model trained to locate
and name specific objects in images and retrain it on a limited dataset
containing specific objects we are interested in, which were not in-
cluded in the original data. If you were to take the original data, add to
it the data of those objects of our interest, and then train a model from
scratch, a lot of computational time and power would be required.
With TL, you can quicken the process by leveraging a key fact about
those existing large, generalized models. There is a tendency for the
intermediate layers of large DNNs to be excellent at extracting fea-
tures, used by the following layers for the specific ML task. We can
maintain its learned ability to extract features by preserving the para-

meters in those layers.



In other words, parameters in certain layers of existing pre-trained
models can be preserved and used to detect new objects — we do not
need to reinvent the wheel. This technique is called parameter freez-
ing. In FL, model training often takes place in local devices/servers
with limited computational power. One example using the Gboard
scenario is performing parameter freezing on a pretrained word em-
bedding layer to allow training to focus on task-specific information,
leveraging prior training of the embeddings to greatly reduce the

trainable parameter count.

Taking this concept further, the intersection of FL and TL is called
federated transfer learning (FTL). FTL allows for the FL approach
to be applied in cases where the local datasets differ in structure by
performing FL on a shared subset of the model that can later be ex-
tended for specific tasks. For example, a sentiment analysis model
and a text summarization model could both share a sentence encod-
ing component, which can be trained using FL and used for both
tasks. TL (and, by extension, FTL) are key concepts that allow for

training efficiency and incremental improvement to be realized in FL.

Personalization

When edge devices are dealing with data that is not independent
and identically distributed (lID), each device can customize the

global model. This is an idea called personalization, which can be



considered as fine-tuning the global model with local data, or the

strategic use of bias in the data.

For example, consider a shopping mall chain that operates in two ar-
eas with distinct local demographics (that is, the chain deals with non-
IID data). If the chain seeks tenant recommendations for both loca-
tions using FL, each of the locations can be better served with per-
sonalized models than a single global model, helping attract local
customers. Since the personalized model is fine-tuned or biased with
local data, we can expect that its performance on general data would
not be as good as that of the global model. On the other hand, we can
also expect that the personalized model performs better than the
global model on the local data for which the model is personalized.
There is a trade-off between user-specific performance and general-
izability, and the power of an FL system comes from its flexibility to

balance them according to the requirements.

Horizontal and vertical FL

There are two types of FL: horizontal or homogeneous FL and ver-
tical or heterogeneous FL. Horizontal FL, also called sample-
based FL, is applicable when all local datasets connected with the
aggregator server have the same features but contain different sam-
ples. The Gboard application discussed earlier is a good example of

horizontal FL in the form of cross-device FL, that is, local training



taking place in edge devices. The datasets in all Android phones
have identical formats but unique contents that reflect their user’s
typing history. On the other hand, vertical FL, or feature-based FL, is
a more advanced technology that allows parties holding different fea-

tures for the same samples to cooperatively generate a global model.

For example, a bank and an e-commerce company might both store
the data of residents in a city but their features would differ: the for-
mer knows the credit and expenditure patterns of the citizens, the lat-
ter their shopping behavior. Both of them can benefit by sharing valu-
able insights without sharing customer data. First, the bank and e-
commerce company can identify their common users with a tech-
nique called private set intersection (PSI) while preserving data pri-
vacy using Rivest-Shamir-Adleman (RSA) encryption. Next, each
party trains a preliminary model with local data containing unique fea-
tures. Those models are then aggregated to construct a global model.
Usually, vertical FL involves multiple data silos, and when that is the
case, itis also called cross-silo FL. In China, federated Ai ecosys-
tem (FATE) is well known for its seminal demonstration of vertical FL
involving WeBank. If you are interested in further conceptual details
of FL, there is a very illustrative and well-written report by Cloudera

Fast Forward Labs, at https://federated.fastforwardlabs.com/.

The information on FL contained in this section should be sufficient to

understand the following chapters, which examine, in further depth,



some of the key concepts introduced here. The final section of the
chapter aims to cover some of the auxiliary concepts focused on the

practical application of FL.
FL system considerations

This section mainly focuses on the multi-party computation aspects
of FL, including theoretical security measures and full decentraliza-
tion approaches. The goal of this section is for you to be aware of

some of the more practical considerations that should be taken into

account for practical FL applications.
Security for FL systems

Despite the nascency of the technology, experimental usage of FL
has emerged in a few sectors. Specifically, anti-money laundering
(AML) in the financial industry and drug discovery and diagnosis in
the medical industry have seen promising results, as proofs of con-
cepts in those fields have been successfully conducted by companies
such as Consilient and Owkin. In AML use cases, banks can cooper-
ate with one another to identify fraudulent transactions efficiently
without sharing their account data; and hospitals can keep their pa-
tient data to themselves while improving ML models for detecting

health issues.



These solutions exploit the power of relatively simple horizontal
cross-silo FL, as explained in the Understanding FL section, and its
application is spreading to other areas. For example, Edgify is a UK-
based company contributing to the automation of cashiers at retail
stores in collaboration with Intel and Hewlett Packard. In Munich,
Germany, another UK-based company, Fetch.ai, is developing a
smart city infrastructure with their FL-based technology. It is clear that

the practical application of FL is rapidly growing.

Although FL can circumvent the concern over data privacy thanks to
its privacy-by-design (model parameters do not expose privacy) and
data minimalist (data is not collected in the central server) approach,
as discussed in Chapter 1, Challenges in Big Data and Traditional Al,
there are potential obstructions against its implementation; one such
example is mistrust among the participants of an FL project. Consider
a situation where Bank A and Bank B agree to use FL for developing
a collaborative AML solution. They decide on the common model ar-
chitecture so that each can train a local model with their own data
and aggregate the results to create a global model to be used by
both.

Naive implementations of FL might allow for one bank to reconstruct
the local model from the other bank, using their local model and the
aggregate model. From this, the bank might be able to extract key in-

formation on the data used to train the other bank’s model. As a re-



sult, there might be a dispute regarding which party should host the
server to aggregate the local models. A possible solution is having a
third party host the server and take responsibility for model aggrega-
tion. Yet, how would Bank A know that the third party is not colluding
with Bank B, and vice versa? Going further, the integration of an FL
system into a security-focused domain leads to new concerns regard-
ing the security and stability of each system component. Known se-
curity issues tied to different FL system approaches might incur an
additional potential weakness to adversarial attacks that outweighs

the benefits of the approach.

There are several security measures to allow FL collaboration without
forcing the participants to trust one another. With a statistical method
called differential privacy (DP), each participant can add random
noise to their local model parameters to prevent the ability to glean
information on the training data distribution or specific elements from
the transmitted parameters. By sampling the random noise from a
symmetric distribution with zero mean and relatively low variance (for
example, Gaussian, Laplace), the random differences added to the
local models are expected to cancel out when aggregation is per-
formed. As a result, the global model is expected to be very similar to

what would have been generated without DP.

However, there is a critical limitation to this approach; for the sum of

the added random noise to converge to zero, a sufficient number of



parties must participate in the coalition. This might not be the case for
projects involving only a few banks or hospitals, and using DP in such
cases would harm the global model’s integrity. Some additional mea-
sures would be necessary, for example, each participant sending
multiple copies of their local model to increase the number of models
so that the noise will be offset. Another possibility in certain fully-de-
centralized FL systems is secure multi-party computation (MPC).
MPC-based aggregation allows agents to communicate among them-
selves and compute the aggregate model without involving a trusted

third-party server, maintaining model parameter privacy.

How could the participants secure the system from outside attacks?
Homomorphic encryption (HE), which preserves the effects of addi-
tion and multiplication on data across encryption, allows the local
models to be aggregated into the global model in an encrypted form.
This precludes the exposure of model parameters to outsiders who
do not possess the key for decryption. Yet, HE’s effectiveness in se-
curing the communication between the participants comes with a pro-
hibitively high computational cost: processing the operation on data
with the HE algorithm can take hundreds of trillions of times longer

than otherwise!

A solution to mitigate this challenge is the use of partial HE, which is
compatible with only one of the additive or multiplicative operations

across encryption; therefore it is computationally much lighter than



the fully homomorphic counterpart. Using this scheme, each partici-
pant in a coalition can encrypt and send their local model to the ag-
gregator, which then sums up all local models and sends the aggre-
gated model back to the participants, who, in turn, decrypt the model
and divide its parameters by the number of participants to receive the

global model.

Both HE and DP are essential technology for the practical application
of FL. Those interested in the implementation of FL in real-world sce-
narios can learn a great deal from Federated Al for Real-World Busi-

ness Scenarios written by IBM Research Fellow Dinesh C. Verma.

Decentralized FL and blockchain

The architecture of FL discussed so far is based on client-server net-
works, that is, edge devices exchanging models with a central aggre-
gator server. Due to the issues surrounding trust between the partici-
pants of FL coalitions discussed earlier; however, building a system
with an aggregator as a separate and central entity can be problem-
atic. It can be difficult for the host of an aggregator to be impartial and
unbiased toward their own data. Also, having a central server in-
evitably leads to a single point of failure in the FL system, which re-
sults in low resilience. Furthermore, if the aggregator is set up in a

cloud server, the implementation of such an FL system would require



a skilled DevOps engineer, who might be difficult to find and expen-

sive to hire.

Given these concerns, Kiyoshi Nakayama (the primary author of this
book) co-authored an article about the first-ever experimentation of a
fully decentralized FL system using blockchain technology
(http://www.kiyoshi-nakayama.com/publications/BAFELE .pdf). Lever-
aging smart contracts to coordinate model updates and aggrega-
tion, a private Ethereum network was constructed to perform FL in a
serverless manner. The results of the experiment showed that a
peer-to-peer, decentralized FL can be much more efficient and scal-
able than an aggregator-based, centralized FL. The superiority of de-
centralized architecture was confirmed in a more recent experiment
conducted by Hewlett Packard and German research institutes who
gave a unique name to decentralized FL with blockchain technology:

swarm learning.

While research and development in the field of FL are shifting to a de-
centralized model, the rest of this book assumes centralized architec-
ture with an aggregator server. There are two reasons for this design.
First, blockchain is still a nascent technology that Al and ML re-
searchers are not necessarily familiar with. Incorporating a peer-to-
peer communication scheme can overcomplicate the subject matter.

And second, the logic of FL itself is independent of the network archi-
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tecture, and there is no problem with the centralized model to illus-

trate how FL works.
Summary

In this chapter, we covered the two key developments that have re-
sulted from the recent growth in accessible computational power at
all levels. First, we looked at the importance of models and how this
has enabled ML to grow considerably in practical usage, with increas-
es in computational power allowing stronger models that surpass
manually created white-box systems to continuously be produced.
We called this the what of FL — ML is what we are trying to perform

using FL.

Then, we took a step back to look at how edge devices are reaching
a stage where complex computations can be performed within rea-

sonable timeframes for real-world applications, such as the text rec-
ommendation models on our phones. We called this the where of FL

— the setting where we want to perform ML.

From the what and the where, we get the intersection of these two
developments — the usage of ML models directly on edge devices.
Remember that the standard central training approach for ML models
greatly suffers from the need to centrally collect all of the data in the

edge ML case, as this prevents applications requiring efficient com-



munication or data privacy from being possible. We showed that FL
directly addresses this problem by performing all training at the edge
to produce local models, at the same location as the requisite data
stores. Aggregation algorithms take these local models and produce
a global model. By iteratively switching between local training and ag-
gregation, FL allows for the creation of a model that has effectively
been trained across all data stores without ever needing to centrally

collect the data.

We concluded the chapter by stepping outside the theory behind ef-
fective aggregation, looking at system and architecture design con-
siderations regarding aspects such as model privacy and full decen-
tralization. After reading the chapter, it should be clear that the cur-
rent state of ML, edge computing, and fledgling growth in practical FL
applications makes it clear that FL is poised for serious growth in the

near future.

In the next chapter, we will examine the implementation of FL from a

system-level perspective.
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3

Workings of the Federated
Learning System

This chapter will provide an overview of the architecture, procedure
flow, sequence of messages, and basics of model aggregation of the
federated learning (FL) system. As discussed in Chapter 2, What Is
Federated Learning?, the conceptual basics of the FL framework are
quite simple and easy to understand. However, the real implementa-
tion of the FL framework needs to come with a good understanding of

both Al and distributed systems.

The content of this chapter is based on the most standard foundation
of FL systems, which is used in hands-on exercises later in the book.
First, we will introduce the building blocks of FL systems, such as an
aggregator with an FL server, an agent with an FL client, a database
server, and communication between these components. The archi-
tecture introduced in this chapter is designed in a decoupled way so
that further enhancement to the system will be relatively easier than
with an FL system that contains everything on one machine. Then, an
explanation of the flow of the operation of FL from initialization to ag-

gregation will follow.



Finally, we will examine the way an FL system is scaled with a hori-

zontal design of decentralized FL setups.
This chapter covers the following topics:

FL system architecture

Understanding the FL system flow — from initialization to continu-

ous operation

Basics of model aggregation

Furthering scalability with horizontal design
FL system architecture

FL systems are distributed systems that are dispersed into servers
and distributed clients. Here, we will define a representative architec-
ture of an FL system with the following components: an aggregator

with an FL server, an agent with an FL client, and a database:

« Cluster aggregator (or aggregator): A system with an FL server
that collects and aggregates machine learning (ML) models that
are trained at multiple distributed agents (defined shortly) and cre-
ates global ML models that are sent back to the agents. This sys-
tem serves as a cluster aggregator, or more simply, an aggregator

of FL systems.



« Distributed agent (or agent): A distributed learning environment
with an FL client such as a local edge device, mobile application,
tablet, or any distributed cloud environment where ML models are
trained in a distributed manner and sent to an aggregator. The
agent can be connected to an FL server of the aggregator through
the FL client-side communications module. The FL client-side
codes contain a collection of libraries that can be integrated into
the local ML application, which is designed and implemented by
individual ML engineers and data scientists.

- Database server (or database): A database and its server to
store the data related to the aggregators, agents, and global and
local ML models and their performance metrics. The database
server handles the incoming queries from the aggregators and
sends the necessary data back to the aggregators. Agents do not
have to be connected to the database server directly for the sim-

plicity of the FL system design.

Figure 3.1 shows the typical overall architecture consisting of a single
cluster aggregator and a database server, as well as multiple dis-

tributed agents:
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Figure 3.1 — Overall architecture of an FL system

One advantage of the FL system’s architecture is that users do not
have to send private raw data to the server, especially that owned by
a third party. Instead, they only have to send locally trained models to
the aggregator. The locally trained models can be in a variety of for-
mats such as the weights of the entire ML models, the changes of
weights (gradients), or even a subset of them. Another advantage in-
cludes reducing the communication load because the users only

have to exchange models that are usually much lighter than raw data.

Cluster aggregators

A cluster aggregator consists of an FL server module, FL state man-
ager module, and model aggregation module, as in Figure 3.1. We
just call a cluster aggregator with an FL server an aggregator. While
these modules are the foundation of the aggregator, advanced mod-
ules can be added to ensure further security and flexibility of the ag-
gregation of ML models. Some of the advanced modules are not im-
plemented in the simple-f1 GitHub repository provided with this book
with exercises because the main purpose of this book is to under-
stand the basic structure and system flow of the FL system. In the ag-
gregator system, the following modules related to the FL server, the
state manager of FL, and model aggregation are the keys to imple-

menting the aggregator-side functionalities.



« FL server module: There are three primary functionalities for the
FL server module, which include the communication handler, sys-
tem configuration handler, and model synthesis routine:

« Communication handler: Serves as a module of the aggrega-
tor that supports communications with agents and the database.
Usually, this module accepts polling messages from agents and
sends responses back to them. The types of messages they re-
ceive include the registration of agents themselves with secure
credentials and authentication mechanisms, the initialization of
the ML model that serves as an initial model for the future ag-
gregation process, confirmation about whether or not agents
participate in a round, and local ML models that are retrained at
distributed agents such as mobile devices and local edge ma-
chines. The communication handler can also query the data-
base server in order to access the system data and ML models
in the database, as well as push and store this data and those
models once the aggregator receives or creates new models.
This module can utilize HTTP, WebSocket, or any other com-
munication framework for its implementation.

- System configuration handler: Deals with the registration of
agents and tracking the connected agents and their statuses.
The aggregator needs to be aware of the connections and reg-
istration statuses of the agents. If the agents are registered with

an established authentication mechanism, they will accept the



messages and process them accordingly. Otherwise, this mod-
ule will go through the authentication process, such as validat-
ing the token sent from the agent, so that next time this agent is
connected to the FL server, the system will recognize the agent
properly.

- Model synthesis routine: Supports checking the collection sta-
tus of the local ML models and aggregating them once the col-
lection criteria are satisfied. Collection criteria include the num-
ber of local models collected by the connected agents. For ex-
ample, aggregation can happen when 80% of the connected
agents send the trained local models to the aggregator. One of
the design patterns to do so is to periodically check the number
of ML models uploaded by the agents, which keep running while
the FL server is up and running. The model synthesis routine
will access the database or local buffer periodically to check the
status of the local model collection and aggregate those mod-
els, to produce the global model that will be stored in the data-
base server and sent back to the agents.

- FL state manager: A state manager keeps track of the state infor-
mation of an aggregator and connected agents. It stores volatile
information for an aggregator, such as local and global models de-
livered by agents, cluster models pulled from the database, FL
round information, or agents connected to the aggregator. The buf-

fered local models are used by the model aggregation module to



generate a global model that is sent back to each active agent
connected to the aggregator.

« Model aggregation module: The model aggregation module is a
collection of the model aggregation algorithms introduced in the
Basics of model aggregation section in this chapter and Chapter 7,
Model Aggregation, in further depth. The most typical aggregation
algorithm is federated averaging, which averages the weights of
the collected ML models, considering the number of samples that

each model has used for its local training.

Distributed agents

A distributed agent consists of an FL client module that includes the
communication handler and client libraries as well as local ML ap-

plications connected to the FL system through the FL client libraries:

« FL client module: There are primarily four key functionalities for
the FL client module, which include a communication handler,
agent participation handler, model exchange routine, and client
libraries:

« Communication handler: Serves as a channel to communi-
cate with the aggregator that is assigned to the agent. The mes-
sage sent to the aggregator includes the registration payload of
the agent itself and an initial model that will be the basis of ag-

gregated models. The message also contains locally trained



models together with the performance data of those models.
This module supports both push and polling mechanisms and
can utilize HTTP or WebSocket frameworks for its
implementation.
FL participation handler: Deals with the agent participation in
the FL process and cycle by sending an aggregator a message
including the agent information itself to be registered in the FL
platform and initialize the FL process if needed. The response
message will set the agent up for the continuous and ongoing
FL process and often includes the most updated global model
for the agent to utilize and train locally.
Model exchange routine: Supports a synchronizing functional-
ity that constantly checks whether a new global model is avail-
able or not. If the new global model is available, this module
downloads the global model from the aggregator and the global
model replaces the local model if needed. This module also
checks the client state and sends the retrained model if the local
training process is done.
Client libraries: Include administrative libraries and general FL
client libraries:
« The administrative libraries are used when registering the ini-
tial model that will be used by other agents. Any configuration
changes for FL systems can be also requested by adminis-

trative agents that have higher control capabilities.



« General FL client libraries provide basic functionalities such
as starting FL client core threads, sending local models to an
aggregator, saving models in some specific location on the
local machine, manipulating the client state, and downloading
the global models. This book mainly talks about this general
type of library.

- Local ML engine and data pipelines: These parts are designed
by individual ML engineers and scientists and can be independent
of the FL client functionalities. This module has an ML model itself
that can be put into play immediately by the user for potentially
more accurate inference, a training and testing environment that
can be plugged into the FL client libraries, and for the implementa-
tion of data pipelines. While the aforementioned module and li-
braries can be generalized and provided as application program-
ming interfaces (APIs) or libraries for any ML applications, this
module is unique depending on the requirements of Al applications

to be developed.

Database servers

A database server consists of a database query handler and a data-

base, as storage. The database server can reside on the server side,
such as on the cloud, and is tied closely to aggregators, while the rec-
ommended design is to separate this database server from aggrega-

tor servers to decouple the functionalities to enhance the system’s



simplicity and resilience. The functionality of the database query han-

dler and sample database tables are as follows:

- Database query handler: Accepts the incoming requests from an
aggregator and sends the requested data and ML models back to
the aggregator.

- Database: Stores all the related information to FL processes. We
list some potential entries for the database here:

- Aggregator information: This aggregator-related information
includes the ID of the aggregator itself, the |IP address and vari-
ous port numbers, system registered and updated times, and
system status. In addition, this entry can include model aggre-
gation-related information, such as the round of FL and its infor-
mation and aggregation criteria.

- Agent information: This agent-related information includes the
ID of the agent itself, the IP address and various port numbers,
system registered and updated times, and system status. This
entry can also contain the opt-in/out status that is used for syn-
chronous FL (explained in the Synchronous and asynchronous
FL section in this chapter) and a flag to record whether the
agent has been a bad actor in the past (for example, involved in
poisoning attacks, or very slow at returning results).

- Base model information: Base model information is used for
the registration of initial ML models whose architecture and in-

formation are used for the entire process of FL rounds.



« Local models: The information of local models includes the
model ID that is unique to individual ML models, generated time
of the model, agent ID that uploaded the model, aggregator ID
that received the model from the agent, and so on. Usually, the
model ID is uniquely mapped to the location of the actual ML
model file that can be stored in the database server or in some
cloud storage services such as S3 buckets of Amazon Web Ser-
vices, and so on.

« Cluster global models: The information of the cluster global
models is similar to what local models could record in the data-
base including the model ID, aggregator ID, generated time of
the model, and so on. Once the aggregated model is created by
an aggregator, the database server will accept the global mod-
els and store them in the database server or any cloud storage
services. Any global model can be requested by an aggregator.

- Performance data: The performance of the local and global
models can be tracked, as metadata attached to those models.
This performance data will be used to ensure that the aggregat-
ed model performs well enough before it is actually deployed to

the user ML application.
NOTE

In the code sample of the simple-f1 repository, only the data-

base tables related to the local models and cluster models are



covered to simplify the explanation of the entire FL process.

Now that the basic architecture of the FL system has been intro-
duced, next, we will talk about how to enhance the FL system’s archi-
tecture if the computation resources are limited on the agent-side

devices.

Intermediate servers for low
computational agent devices

Sometimes, the computational capability of local user devices is limit-
ed — ML training may be difficult in those devices, but inference or
predictions can be made possible by just downloading the global
model. In these cases, an FL platform may be able to set up an addi-
tional intermediate server layer, such as with smartphones, tablets, or
edge servers. For example, in a healthcare Al application, users man-
age their health information on their smart watches, which can be
transferred to their smart tablets or synched with laptops. In those de-
vices, it is easy to retrain ML models and integrate the distributed

agent functionalities.

Therefore, the system architecture needs to be modified or re-
designed depending on the applications into which the FL system is
integrated, and the concept of intermediate servers can be applied

using distributed agents to realize FL processes. We do not have to



modify the interactions and communication mechanisms between the
aggregators and the intermediate servers. Just by implementing APls
between the user devices and the intermediate servers, FL will be

possible in most use cases.

Figure 3.2illustrates the interaction between the aggregators, inter-

mediate servers, and user devices:
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Figure 3.2 — An FL system with intermediate servers



Now that we have learned about the basic architecture and compo-
nents of an FL system, let us look into how an FL system operates in

the following section.

Understanding the FL system
flow — from initialization to
continuous operation

Each distributed agent belongs to an aggregator that is managed by
an FL server, where ML model aggregation is conducted to synthe-
size a global model that is going to be sent back to the agents. An
agent uses its local data to train an ML model and then uploads the
trained model to the corresponding aggregator. The concept sounds
straightforward, so we will look into a bit more detail to realize the en-

tire flow of those processes.

We also define a cluster global model, which we simply call a clus-
ter model or global model, which is an aggregated ML model of lo-

cal models collected from distributed agents.
NOTE

In the next two chapters, we will guide you on how to imple-

ment the procedure and sequence of messages discussed in



this chapter. However, some of the system operation perspec-
tives, such as an aggregator or agent system registration in
the database, are not introduced in the code sample of the
simple-f1l repository in order to simplify the explanation of the

entire FL process.

Initialization of the database, aggregator,
and agent

The sequence of the initialization processes is quite simple. The ini-
tialization and registration processes need to happen in the order of
database, aggregator, and agents. The overall registration sequence
of an aggregator and an agent with a database is depicted in Figure

3.3 as follows:
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Figure 3.3 — The process of aggregator and agent registration

in the database server

Here is the initialization and registration procedure of each compo-

nent in the FL system:

- Database server initialization: The first step of the operation of
an FL system is to initiate the database server. There are some
simple frameworks that are provided by multiple organizations that
do not include databases or database servers. However, in order
to maintain the process of federating the ML models, it is recom-
mended that you use a database, even a lightweight one such as
an SQLite database.

- Aggregator initialization and registration: An aggregator should
be set up and running before any agents start running and upload-
ing the ML models. When the aggregator starts running and first
gets connected to the database server, the registration process
happens automatically by also checking whether the aggregator is
safe to be connected. If it fails to go through the registration
process, it receives the registration failure message sent back
from the database. Also, in case the aggregator is trying to connect
to the database again after losing the connection to the database,
the database server always checks whether the aggregator has
already been registered or not. If this is the case, the response

from the database server includes the system information of the



registered aggregator so that the aggregator can start from the
point where it left off. The aggregator may need to publish an IP
address and port number for agents to be connected if it uses
HTTP or WebSocket.

- Agent initialization and registration: Usually, if an agent knows
the aggregator that the agent wants to connect to, the registration
is similar to how an aggregator connects to a database server. The
connection process should be straightforward enough to just send
a participation message to that aggregator using an IP address,
the port number of the aggregator (if we are using some frame-
works such as HTTP or WebSocket), and an authentication token.
In case the agent is trying to connect to the aggregator again after
losing the connection to the aggregator, the database server al-
ways checks whether the agent already has been registered or
not. If the agent is already registered, the response from the data-
base server includes the system information of the registered
agent so that the agent can start from the point where it was dis-

connected from the aggregator.

In particular, when it receives the participation message from the
agent, the aggregator goes through the following procedure, as in
Figure 3.4. The key process after receiving the participation request is
(i) checking whether the agent is trusted or not, or whether the agent
is already registered or not, and (ii) checking whether the initial global

model is already registered or not. If (i) is met, the registration



process keeps going. If the (initial) global model is already registered,
the agent will be able to receive the global model and start using that

global model for the local training process on the agent side.

The agent participation and registration process at an aggregator

side is depicted in Figure 3.4
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Figure 3.4 — The registration process of an agent by an

aggregator

Now that we understand the initialization and registration process of
the FL system components, let us move on to the basic configuration
of the ongoing FL process, which is about uploading the initial ML

model.

Initial model upload process by initial
agent

The next step in running an FL process is to register the initial ML
model whose architecture will be used in the entire and continuous
process of FL by all the aggregators and agents. The initial model
can be distributed by the company that owns the ML application and
FL servers. They’ll likely provide the initial base model as part of the

aggregator configuration.

We call the initial ML model used as a reference for model aggrega-
tion a base model. We also call the agent that uploads the initial
base model an initial agent. The base model info could include the
ML model itself as well as the time it was generated and the initial
performance data. That being said, the process of initializing the base

model can be seen in Figure 3.5:
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Figure 3.5 — Base model upload process for the initial agent

Now, the FL process is ready to be conducted. Next, we will learn

about the FL cycle, which is a very core part of the FL process.

Overall FL cycle and process of the FL
system



In this section, we will only give an example with a single agent and
aggregator, but in real cases and operations, the agent environments
are various and dispersed into distributed devices. The following is
the list of the processes for how the local models are uploaded, ag-

gregated, stored, and sent back to agents as a global model:

1. The agents other than the initial agent will request the global mod-
el, which is an updated aggregated ML model, in order to deploy it
to their own applications.

2. Once the agent gets the updated model from the aggregator and
deploys it, the agent retrains the ML model locally with new data
that is obtained afterward to reflect the freshness and timeliness of
the data. An agent can also participate in multiple rounds with dif-
ferent data to absorb its local examples and tendencies. Again,
this local data will not be shared with the aggregator and stays lo-
cal to the distributed devices.

3. After retraining the local ML model (which, of course, has the same
architecture as the global or base model of the FL), the agent calls
an FL client API to send the model to the aggregator.

4. The aggregator receives the local ML model and pushes the mod-
el to the database. The aggregator keeps track of the number of
collected local models and will keep accepting the local models as
long as the federation round is open. The round can be closed with
any defined criteria, such as the aggregator receiving enough ML

models to be aggregated. When the criteria are met, the aggrega-



tor aggregates the local models and produces an updated global
model that is ready to be sent back to the agent.

5. During that process, agents constantly poll the aggregator on
whether the global model is ready or not, or in some cases, the ag-
gregator may push the global model to the agents that are con-
nected to the aggregator, depending on the communications sys-
tem design and network constraints. Then, the updated model is
sent back to the agent.

6. After receiving the updated global model, the agent deploys and
retrains the global model locally whenever it is ready. The whole
process described is repeated until the termination criteria are met
for the FL to end. In some cases, there are no termination condi-
tions to stop this FL cycle and retraining process so that the global
model constantly keeps learning about the latest phenomena, cur-
rent trends, or user-related tendencies. FL rounds can just be
stopped manually in preparation for some evaluation before a

rollout.

Figure 3.6 shows the overall process of how FL is continuously con-

ducted between an agent, an aggregator, and a database typically:
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Figure 3.6 — Overview of the continuous FL cycle

Now that we understand the overall procedure of the FL process, we

will look into the different round management approaches in the FL



process next: synchronous FL and asynchronous FL.

Synchronous and asynchronous FL

When the model aggregation happens at the aggregator, there are
multiple criteria related to how many local models it needs to collect
from which agents. In this section, we will briefly talk about the differ-
ences between synchronous and asynchronous FL, which have been
discussed in a lot of literature, such as
https://iqua.ece.toronto.edu/papers/ningxinsu-iwqos22.pdf, so please

refer to it to learn about these concepts further.

Synchronous FL

Synchronous FL requires the aggregator to select the agents that
need to send the local models for each round in order to proceed with
the model aggregation. This synchronous FL approach is simple to
design and implement and suitable for FL applications that require a
clear selection of agents. However, if the number of agents becomes
too large, the aggregator may have to wait for a long time to wrap up
the current round, as the computational capability of the agents could
vary and some of them may have problems uploading or fail to up-
load their local models. Thus, some of the agents can become slow

or totally dysfunctional when sending their models to the aggregator.



These slow agents are known as stragglers in distributed ML, which

motivates us to use the asynchronous FL mode.

Asynchronous FL

Asynchronous FL does not require the aggregator to select the
agents that have to upload their local models. Instead, it opens the
door for any trusted agents to upload the model anytime. Further-
more, it is fine to wrap up the federation round whenever the aggre-
gator wants to generate the global model, with or without criteria such
as the minimum number of local models that needs to be collected, or
some predefined interval or deadline for which the aggregator needs
to wait to receive the local models from the agents until the aggrega-
tion for that round happens. This asynchronous FL approach gives
the FL system much more flexibility for model aggregation for each
FL round, but the design may be more complicated than the simple

synchronous aggregation framework.

When managing the FL rounds, you need to consider the practicali-
ties of running rounds, such as scheduling and dealing with delayed
responses, the minimum levels of participation required, the details of
example stores, using the downloaded or trained models for im-
proved inference in the applications on the edge devices, and dealing

with bad or slow agents.



We will look into the FL process and procedure flow next, focusing on

the aggregator side.

The aggregator-side FL cycle and process

An aggregator has two threads running to accept and cache the local
models and aggregate the collected local ML models. In this section,

we describe those procedures.

Accepting and caching local ML models

The aggregator side process of accepting and caching local ML mod-

els is depicted in Figure 3.7 and explained as follows:

1. The aggregator will wait for a local ML model to be uploaded by an
agent. This method sounds like asynchronous FL. However, if the
aggregator has already decided which agents to accept models
from, it just needs to exclude the model uploads sent by undesired
agents. Some other system or module may have already told the
undesired agents not to participate in the round as well.

2. Once an ML model is received, the aggregator checks whether the
model is uploaded by the trusted agents or not. Also, if the agent
that uploads the local model is not listed in the agents that the FL
operator wants to accept, the aggregator will discard the model.

Furthermore, an aggregator needs to have a mechanism to only



filter the valid models — otherwise, there is a risk of poisoning the
global model and messing up the entire FL process.

3. If the uploaded local ML model is valid, the aggregator will push
the model to the database. If the database resides on a different
server, the aggregator will package the model and send it to the
database server.

4. While the uploaded models are stored in the database, they should
be buffered in the memory of the state manager of the aggregator

in an appropriate format, such as NumPy arrays.

This procedure keeps running until the termination conditions are sat-
isfied or the operator of the FL system opts to stop the process.
Figure 3.7 depicts the procedure of accepting and caching local ML

models:
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Figure 3.7 — Procedure for accepting and caching local ML

models

Once the local ML models are accepted and cached, the FL system

moves on to the next procedure: aggregating the local models.

Aggregating local ML models

The aggregator-side procedure of aggregating local ML models de-

picted in Figure 3.8 is as follows:

1. The aggregator constantly checks whether the aggregation criteria
are satisfied. The typical aggregation criteria are as follows:

1. The number of local models collected so far in this FL round.
For example, if the number of agents is 10 nodes, after 8 nodes
(meaning 80% nodes) report the locally trained models, the ag-
gregator starts aggregating the models.

2. The combination of the number of collected models and the
time that the FL round has spent. This can automate the aggre-
gation process and prevent systems from getting stuck.

2. Once the aggregation criteria are met, the aggregator starts a
model aggregation process. Usually, federated averaging is a very
typical but powerful aggregation method. Further explanation of
the model aggregation methods is in the Basics of model aggrega-

tion section of this chapter and in Chapter 7, Model Aggregation.




The aggregated model is defined as a global model in this FL

round.

In a case where time for the FL round has expired and not enough
agents that participated in the round have uploaded a model, the
round can be abandoned or forced to conduct aggregation for the lo-

cal models collected so far.

3. Once the model aggregation is complete, the aggregator pushes
the aggregated global model to the database. If the database re-
sides on a different server, the aggregator will package the global
model and send it to the database server.

4. Then, the aggregator sends the global model to all the agents, or
when the agents poll to check whether the global model is ready,
the aggregator will notify the agent that the global model is ready
and put it in the response message to the agents.

5. After the whole process of model aggregation, the aggregator up-

dates the number of the FL round by just incrementing it.

Figure 3.8 shows the aggregator’s process from checking the aggre-
gation criteria to synthesizing the global model when enough models

are collected:
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Figure 3.8 — Model synthesis routine: aggregating local ML

models

Aggregating local models to generate the global model has been ex-
plained. Now, let us look into the agent-side FL cycle, including the

retraining process of the local ML models.

The agent-side local retraining cycle and
process

In the distributed agent, the following state transition happens and is

repeated for the continuous operation of the FL cycle:

1. In the state of waiting_gm, the agent polls the aggregator to re-
ceive any updates related to the global model. Basically, a polling
method is used to regularly query the updated global model. How-
ever, under some specific settings, an aggregator can push the up-
dated global model to all agents.

2. gm_ready is the state after the global model is formed by the aggre-
gator and downloaded by the agent. The model parameters are
cached in the agent device. The agent replaces its local ML model
with the downloaded global model. Before completely replacing
the local model with the downloaded model, the agent can check
whether the output of the global model is sufficiently performant for

the local ML engine. If the performance is not what is expected, the



user can keep using the old model locally until it receives the glob-
al model that has the desired performance.

3. Next, in the training state, the agent can locally train the model in
order to maximize its performance. The trained model is saved in a
local data storage where training examples are kept. The FL client
libraries of the agent ascertain its readiness to manipulate the local
model that can be protected with asynchronous function access.

4. After the local model is trained, the agent checks whether the new
global model has been sent to the agent or not. If the global model
has arrived, then the locally trained ML model is discarded and
goes back to the gm_ready state.

5. After local training, the agent proceeds with the sending state to
send the updated local model back to the aggregator, and then,

the agent goes back to the waiting_gm state.

Figure 3.9 depicts the state transition of an agent to adapt and update
the ML model:
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Figure 3.9 — Agent-side state transition to adapt and update

the ML model

Next, we touch on a model interpretation based on deviation from the

baseline outputs that are used for anomaly detection and preventing



model degradation.

Model interpretation based on deviation
from baseline outputs

We can also provide an interpretation framework by looking at the
output of each local model. The following procedure can be consid-
ered to ensure the local model is always good to use and can be de-

ployed in production:

1. Obtain the most recent ML output generated by an agent as well
as a baseline output that can be a typical desired output prepared
by users. The baseline output could include an average output
based on the past windows or reference points defined by an oper-
ator, subject expert, or rule-based algorithm.

2. The deviation between the output of the local model and the base-
line output is computed.

3. An anomaly or performance degradation can be detected by
checking whether the deviation exceeds the operator-specified
threshold. If an anomaly is detected, an alarm can be sent to an
operator to indicate a fault or that the ML model is in an anomalous

state.

Now that the process of the FL has been explained, let us look into

the basics of model aggregation, which comprise the critical part of



FL.

Basics of model aggregation

Aggregation is a core concept within FL. In fact, the strategies em-
ployed to aggregate models are the key theoretical driver for the per-
formance of FL systems. The purpose of this section is to introduce
the high-level concepts of aggregation within the context of an FL
system — the underlying theory and examples of advanced aggrega-
tion strategies will be discussed in greater depth in Chapter 7, Model

Aggregation.

What exactly does it mean to aggregate
models?

Let’s revisit the aggregator-side cycle discussed in the Understanding
the FL system flow — from initialization to continuous operation sec-
tion, at the point in the process where the agents assigned to a cer-
tain aggregator have finished training locally and have transmitted
these models back to this aggregator. The goal of any aggregation
strategy, or any way of aggregating these models together, is to pro-
duce new models that gradually increase in performance across all of

the data collected by the constituent agents.



An important point to remember is that FL is, by definition, a restricted
version of the distributed learning setting, in which the data collected
locally by each agent cannot be directly accessed by other agents. If
this restriction were not in place, a model could be made to perform
well trivially on all of the data by collecting the data from each agent
and training on the joint dataset; thus, it makes sense to treat this
centrally-trained model as the target model for an FL approach. At a
high level, we can consider this unrestricted distributed learning sce-
nario as aggregation before model training (where in this case, ag-
gregation refers to combining the data from each agent). Because FL
does not allow data to be accessed by other agents, we consider the
scenario as aggregation after model training instead; in this context,
aggregation refers to the combination of the intelligence captured by
each of the trained models from their differing local datasets. To sum-
marize, the goal of an aggregation strategy is to combine models in a
way that eventually leads to a generalized model whose performance

approaches that of the respective centrally trained model.
FedAvg — Federated averaging

To make some of these ideas more concrete, let’s take an initial look
into one of the most well-known and straightforward aggregation
strategies, known as Federated Averaging (FedAvg). The FedAvg

My, M,, ..., M,

algorithm is performed as follows: let



be the parameters of the models from k agents, each with a local

N, Ny, ..., Ny,

dataset size of . Also, N is the total

dataset size defined as

N — nl + nz + + nk.Then, FedAvg re-

turns the following ML model as the aggregated model:

i

—

|
Mavg - N
=1

Essentially, we perform FedAvg over a set of models by taking the

I

weighted average of the models, with weights proportional to the size
of the dataset used to train the model. As a result, the types of mod-
els to which FedAvg can be applied are models that can be repre-
sented as some set of parameter values. Deep neural networks are
currently the most notable of these kinds of models — most of the re-
sults analyzing the performance of FedAvg work with deep learning

models.

It is rather surprising that this relatively simple approach can lead to

generalization in the resulting model. We can visually examine what



FedAvg looks like within a toy two-dimensional parameter space to

observe the benefits of the aggregation strategy:
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Figure 3.10 — Two-dimensional parameter space with local
models from two agents (the circle and square) and a target
model (the black x)

Let’s consider a case where we have two newly initialized models
(the circle and square points) belonging to separate agents. The
space in the preceding figure represents the parameter space of the
models, where each toy model is defined by two parameters. As the
models are trained, these points will move in the parameter space —
the goal is to approach a local optimum in the parameter space, gen-

erally corresponding to the aforementioned centrally trained model:
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Figure 3.11 — Change in local model parameters without

aggregation

Each model converges to separate dataset-specific optima (two x
points from the circle and square) that do not generalize. Because
each agent only has access to a subset of the data, the local optima
reached by training each model locally will differ from the true local
optima; this difference depends on how similar the underlying data
distributions are for each agent. If the models are only trained locally,

the resulting models will likely not generalize over all of the data:
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Figure 3.12 — Adding aggregation moves the local model para-
meters to the average for both models at each step, leading to

convergence at the target model

Applying FedAvg at each movement step allows us to create an ag-
gregate model that eventually comes close to the true local optima in

the parameter space.

This example displays the basic capability of FedAvg to produce gen-
eralized models. However, working with real models (such as highly
parameterized deep learning models) introduces additional complexi-
ty that is handled by FedAvg but not by simpler approaches. For ex-
ample, we might wonder why we don’t simply fully train each local
model and only average at the end; while this approach would work in
this toy case, it has been observed that only averaging once with real
models leads to poor performance across all of the data. The FedAvg
process allows for a more robust way to reach the generalized model

within high-dimension parameter spaces.

This section only aims to give an overview of aggregation in FL;
Chapter 7, Model Aggregation, contains more detailed explanations

and examples for aggregation in different scenarios.

We now understand the entire process of how the FL system works

with basic model aggregation. In some applications, the FL system



may have to support a huge number of agents to realize its scalabili-
ty. The following section will give you some idea about how to scale

more smoothly, especially with a decentralized horizontal design.

Furthering scalability with
horizontal design

In this section, we will look into how to further scalability when we

need to support a large number of devices and users.

There are practical cases where control, ease of maintenance and
deployment, and low communication overhead are provided by cen-
tralized FL. If the number of agents is not large, it makes more sense
to stick to centralized FL than decentralized FL. However, when the
number of participating agents becomes quite large, it may be worth
looking into horizontal scaling with a decentralized FL architecture.
The latest developments of auto-scaling frameworks these days,
such as the Kubernetes framework (https://kubernetes.io/, can be a
nice integration with the topic that is discussed in this section, al-
though actual integration and implementation with Kubernetes is be-

yond the scope of this book.

Horizontal design with semi-global model



There will be some use cases where many aggregators are needed
to cluster groups of agents and create a global model on top of those
many aggregators. Google uses a centralized approach for this, as in
the paper Towards Federated Learning at Scale, while setting up a
centralized node for managing multiple aggregators may have some
resilience issues. The idea is simple: periodically aggregate all the

cluster models at some central master node.

On the other hand, we can realize the decentralized way of aggregat-
ing cluster models created by multiple aggregators. The architecture

for that is based on two crucial ideas:

« Model aggregation conducted among individual cluster aggrega-
tors without master nodes
« Semi-global model synthesis to aggregate cluster models generat-

ed by other aggregators

To create semi-global models, decentralized cluster aggregators ex-
change their aggregated cluster models with each other and approxi-
mate optimal global models. The cluster aggregators can also use a
database to periodically collect other cluster models to generate the
semi-global models. This framework allows for the absorption of train-
ing results from diverse sets of users dispersed across many aggre-
gators by synthesizing the most updated global models without a

master node concept.



Based on this decentralized architecture, the robustness of the entire
FL system can be enhanced, as the semi-global model can be inde-
pendently computed at each cluster aggregator. The FL system can
be scaled further, as each cluster aggregator is responsible for creat-
ing its own semi-global model by itself — not via the master node of
those aggregators — and therefore, decentralized semi-global model

formation comes with resiliency and mobility.

We can even decouple the database that stores the uploaded local
models, cluster global models, and semi-global models. By introduc-
ing a distributed database into the FL system, the entire system could
be made more scalable, resilient, and secure together with some

failover mechanism.

For example, each cluster aggregator stores the cluster model in a
distributed database. The cluster aggregators can retrieve cluster
models of other aggregators by pulling the models periodically from
the databases. At each cluster aggregator, a semi-global ML model is

generated by synthesizing the pulled models.

Figure 3.13illustrates the overall architecture of the decentralized

horizontal design of a multi-aggregator FL system:



Agoregator Aggregator

Figure 3.13 — Architecture of a decentralized FL system with

multiple aggregators (horizontal design)

Now that we have discussed how to enhance the FL system with a
horizontal design using the semi-global model concept, next, we will
look at distributed database frameworks to further ensure scalability

and resiliency.

Distributed database



Furthermore, the accountability of the model updates can be provided
by storing historical model data in a data-driven distributed database.
The InterPlanetary File System (IPFS) and Blockchain are well-
known distributed databases that ensure the accountability of global
model updates. After a cluster aggregator generates a semi-global
model based on other cluster models, the semi-global model is stored
in a distributed database. The distributed database manages the in-
formation of those models with a unique identifier. To maintain all the
models consistently, including local, cluster, and semi-global models,
each ML model is assigned a globally unique identifier, such as a
hash value, which could be realized using the concept of a Chord
Distributed Hash Table (Chord DHT). The Chord DHT is a scalable

peer-to-peer lookup protocol for internet applications.

The cluster aggregator can store metadata on the cluster models,
such as timestamps and hash identifiers. This gives us further ac-
countability for model synthesis by ensuring the cluster models
haven't been altered. It is also possible to identify a set of aggrega-
tors that are sending harmful cluster models to destroy the semi-glob-
al models once the malicious models are detectable. These models
can be filtered by analyzing the patterns of the weights of the cluster
model or deviation from the other cluster models when the difference

is too big to rely on.



The nature of the distributed database is to store all the volatile state
information of the distributed FL system. The FL system can restore
from the distributed database in the case of failure. The cluster aggre-
gators also exchange their cluster models based on a certain interval
defined by the system operator. Therefore, the mapping table be-
tween cluster models and aggregators needs to be logged in the
database together with meta-information on the local, cluster, and
semi-global models, such as the generation time of those models and

the size of training samples.

Asynchronous agent participation in a
multiple-aggregator scenario

Distributed agents can broadcast participation messages to con-
nectable aggregators when they want to join their FL process. The
participation messages can contain the unique ID of the agent. One
of the cluster aggregators then returns a cluster aggregator ID, poten-
tially the value generated based on a common hash function, to
which the agent should belong. Figure 3.14 depicts how the agent is

assigned to a certain cluster aggregator using a hash function:
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Figure 3.14 — The sequence of an agent joining one of the

cluster aggregators in an FL system



In the following section, we will look into how the semi-global model is

generated based on aggregating the multiple cluster global models.

Semi-global model synthesis

After the agent is assigned to a specific cluster aggregator, the agent
starts to participate in the FL process. It requests a base ML model if

it is registered — otherwise, it needs to upload the base model to start
local training. The procedure of uploading local models and generat-

ing cluster and semi-global models will continue until the agent or ag-
gregator is disconnected from the system. The sequence of the local

and cluster model upload process, aggregation process, and semi-

global model synthesis and pulling is illustrated in Figure 3.15:
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Figure 3.15 — The sequence of the semi-global model synthe-

sis processes from uploading local models to pulling semi-

global models

Let’s look at semi-global model synthesis using the flowchart be-

tween the agent, aggregator, and distributed database.

The aggregator receives a local model from an agent. When receiv-
ing the local model, the model filtering process will decide whether to
accept the uploaded model or not. This framework can be implement-

ed using many different methods, such as a basic scheme of check-



ing the difference between the weights of the global and local models.

If the model is not valid, just discard the local model.

Then, a cluster model is created by aggregating all the accepted local
models. The aggregator stores the cluster model in a database, as
well as simultaneously retrieving the cluster models generated by
other cluster aggregators. A semi-global model is then synthesized
from those cluster models and will be used in the agents that are as-

signed to the cluster aggregator.

Figure 3.16 shows how the cluster aggregator proceeds with cluster

and semi-global model synthesis using a distributed database:
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Figure 3.16 — The procedure and flow of semi-global model

synthesis

An aggregator does not need to retrieve all the cluster models gener-
ated at each round to create a semi-global model. To synthesize a
semi-global model, the global model can eventually converge based
on the subset of models randomly selected by each aggregator. Us-
ing this approach, the robustness and independence of aggregators
will be enhanced by compromising on the conditions to create the
global model at every update. This framework can also resolve the
bottlenecks in terms of computation and communication typical to

centralized FL systems.
Summary

In this chapter, we discussed the potential architecture, procedure
flow, and message sequences within an FL system. The typical FL
system architecture consists of an aggregator, agents, and a data-
base server. These three components are constantly communicating
with each other to exchange system information and ML models to

achieve model aggregation.

The key to implementing a good FL system is decoupling the critical

components and carefully designing the interfaces between them.



We focused on the aspect of the simplicity of its design so that further
enhancement can be achieved by just adding additional components
to the systems. Horizontal decentralized design can also help imple-

ment a scalable FL system.

In the following chapter, we will discuss the implementation details of
achieving FL on the server side. As some critical aspects of the func-
tionalities have been introduced in this chapter, you will be able to im-
plement the basic system and smoothly run the simulation with some

ML applications.
Further reading

Some of the concepts discussed in this chapter can be explored fur-
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sources.mpi-inf.mpg.de/dS/teaching/ws03_04/p2p-data/11-18-write-
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Part 2 The Design and
Implementation of the Federated
Learning System

In this part, we will explain the implementation principle of the feder-
ated learning (FL) system using Python. You will learn how to design
the software components and code the essential functionalities of
both the FL server and the client. In addition, you will be able to inte-
grate your own machine learning process into the FL system and run

and analyze your FL-based applications.
This part comprises the following chapters:

« Chapter 4, Federated Learning Server Implementation with Python

« Chapter 5, Federated Learning Client-Side Implementation

« Chapter 6, Running the Federated Learning System and Analyzing
the Results

« Chapter 7, Model Aggregation



4

Federated Learning Server
Implementation with Python

The server-side implementation of a federated learning (FL) system
is critical for realizing authentic FL-enabled applications. We have
discussed the basic system architecture and flow in the previous
chapter. In this chapter, more hands-on implementation will be dis-
cussed so that you can create a simple server and aggregator of the
FL system that various machine learning (ML) applications can be

connected to and tested on.

This chapter describes an actual implementation aspect of FL server-
side components discussed in Chapter 3, Workings of the Federated
Learning System. Based on the understanding of how the entire
process of the FL system works, you will be able to go one step fur-
ther to make it happen with example code provided here and on Git-
Hub. Once you understand the basic implementation principles using
the example code, it is a fun aspect to be able enhance the FL server

functionalities based on your own design.

In this chapter, we’re going to cover the following topics:



Main software components of the aggregator

Implementing FL server-side functionalities

Maintaining models for aggregation with the state manager

Aggregating local models

Running the FL server

Implementing and running the database server

Potential enhancements to the FL server
Technical requirements

All the code files introduced in this chapter can be found on GitHub
here: https:/github.com/tie-set/simple-fl.

IMPORTANT NOTE

You can use the code files for personal or educational purpos-
es. However, please note that we will not support deployments
for commercial use and will not be responsible for any errors,

issues, or damages caused by using the code.

Main software components of the
aggregator and database


https://github.com/tie-set/simple-fl

The architecture of an aggregator with the FL server was introduced
in the previous chapter. Here, we will introduce the code that realizes
the basic functionalities of an FL system. The aggregator and data-
base-side Python-based software components are listed in the ag-
gregator directory of fl_main, as well as lib/util and pseudodb fold-

ers, as in Figure 4.1:

fl_main

agent

aggregator

=~ aggregation.py

~ server_th.py

~ state_manager.py

lib
util
~ communication_handler.py
= data_struc.py
» helpers.py
~ messengers.py
~ states.py

pseudodb

» pseudo_db.py

» sqlite_db.py

Figure 4.1 — Python software components for the aggregator

as well as internal libraries and pseudo database

The following is a brief description of the Python code files in the

aggregator.



Aggregator-side codes

In this section, we will touch on the main Python files of the aggrega-
tor-side related to the FL server thread, FL state manager, and model
aggregation itself. These aggregator-side code files are found in the
aggregator folder. The code in the repo only captures the model ag-
gregation perspective, not the entire engineering aspects of creating

a thorough FL platform.

FL server code (server_th.py)

This is the main code that realizes the whole basic flow of the FL
process from the communication processes between an aggregator
itself, agents, and a database to coordinating agent participation and
the aggregation of the ML models. It also initializes the global cluster
model sent from the first connected agent. It manages receiving local
models and the cluster model synthesis routine in which the cluster

global model is formed after collecting enough local models.

FL state manager (state_manager.py)

The state manager buffers the local model and cluster model data
that is needed for aggregation processes. The buffers will be filled out

when the aggregator receives local models from the agents and



cleared when proceeding to the next round of the FL process. The

checking function of the aggregation criteria is also defined in this file.
Aggregation code (aggregation.py)

The aggregation Python code will list the basic algorithms for aggre-
gating the model. In the code example used here in this chapter, we
will only introduce the averaging method called federated averaging
(FedAvg), which averages the weights of the collected local models

considering local dataset sizes to generate a cluster global model.

lib/util codes

The Python files for the internal libraries (communication_handler.py,
data_struc.py, helpers.py, messengers.py, and states.py) will be

explained in the Appendix, Exploring Internal Libraries.

Database-side code

Database-side code consists of the pseudo database and the SQLite
database Python code files that can be found in the pseudodb folder.
The pseudo database code is hosting a server to receive messages
from the aggregator and purse them to process as the ML model data

that can be utilized for the FL process.

Pseudo database code (pseudo_db.py)



The function of pseudo database Python code is to accept the mes-
sages related to the local and global cluster models from the aggre-
gator and push the information to the database. It also saves the ML

model binary files in the local file system.

SQLite database code (sqlite_db.py)

The SQLite database Python code creates an actual SQLite data-
base at the specified path. It also has the function to insert data en-

tries related to the local and global cluster models into the database.

Now that the aggregator and database-side software components are

defined, let's move on to the configuration of the aggregator.

Toward the configuration of the
aggregator

The following code is an example of the aggregator-side configura-
tion parameters defined in the config_aggregator. json file, which

can be found in the setups folder:

"aggr ip": "localhost",
"db ip": "localhost",
"reg socket": "8765",



"exch socket": "7890",

"recv_socket": "4321",

"db socket": "9017",

"round interval": 5,

"aggregation threshold": 1.0,

"polling": 1

}

The parameters include the aggregator’s IP (the FL server’s IP), the
database server’s IP, and the various port numbers of the database
and agents. The round interval is the time of the interval at which the
criteria of aggregation are checked and the aggregation threshold de-
fines the percentage of collected local ML models needed to start the
aggregation process. The polling flag is related to whether to utilize
the polling method for communications between the aggregator and

agents or not.

Now that we have covered the concept of the configuration file for the
aggregator side, let’s move on to how the code is designed and

implemented.

Implementing FL server-side
functionalities



In this section, we will explain how you can implement the very first
version of an aggregator with an FL server system using the actual
code examples, which are in server_th.py in the aggregator directo-
ry. In this way, you will understand the core functionalities of the FL
server system and how they are implemented so that you can further
enhance a lot more functionalities on your own. Therefore, we will
only cover the important and core functionalities that are critical to
conducting a simple FL process. The potential enhancements will be
listed in the later section of this chapter, Potential enhancements to

the FL server.

server_th.py handles all the aspects of basic functionalities related

to the FL server side, so let’s look into that in the following section.

Importing libraries for the FL server

The FL server-side code starts with importing the necessary libraries.
In particular, 1ib.util handles the basic supporting functionalities to
make the implementation of FL easy. The details of the code can be

found in the GitHub repository.

The server code imports StateManager and Aggregator for the FL
processes. The code about the state manager and aggregation will

be discussed in later sections in this chapter about Maintaining moad-



els for aggregation with the state manager and Aggregating local

models.

Here is the code for importing the necessary libraries:

import asyncio,

from
from
from
from
from
from
from

from

logging, time, numpy as np

typing import List, Dict, Any

fl main.

fl main.

fl main

f1 main.

fl main.

lib

lib.
.1lib.
lib.
lib.

.util.
util.
util.
util.
util.

communication handler impo:
data struc import convert ]
helpers import read config,
messengers import generate

states import ParticipateMs

.state manager import StateManager

.aggregation import Aggregator

After we import the necessary libraries, let us move on to designing

an FL Server class.

Defining the FL Server class

In practice, it is wise to define the Server class, using which you can

create an instance of the FL server that has the functionalities dis-

cussed in Chapter 3, Workings of the Federated Learning System, as

follows:



class Server:
monn

FL Server class defining the functionalities
agent registration, global model synthesis, :

handling mechanisms of messages by agents.

Again, the server class primarily provides the functionalities of agent
registration and global model synthesis and handles the mechanisms
of uploaded local models and polling messages sent from agents. It
also serves as the interface between the aggregator and database

and between the aggregator and agents.

The FL server class functionality is now clear — next is initializing and

configuring the server.
Initializing the FL server

The following code inside the __init__ constructor is an example of

the initialization process of the Server instance:

def init (self):
config file = set config file("aggregator")
self.config = read config(config file)
self.sm = StateManager()

self.agg = Aggregator(self.sm)



self.aggr ip = self.config['aggr ip']
self.reg socket = self.config['reg socket']
self.recv_socket = self.config['recv_socket'
self.exch socket = self.config['exch socket'
self.db ip = self.config['db ip']

self.db socket = self.config['db socket']

self.round interval = self.config[ 'round intce
self.is polling = bool(self.config[ 'polling'
self.sm.agg threshold =

self.config[ 'aggregation th

Then, self.config stores the information from the config_aggrega-

tor. json file discussed in the preceding code block.

self.smand self.agg have instances of the state manager class and

aggregator class discussed as follows, respectively.

self.aggr_ip reads an IP address from the aggregator’s configura-

tion file.

Then, reg_socket and recv_socket will be set up, where reg_socket
is used for agents to register themselves together with an aggregator
IP address stored as self.aggr_ip, and recv_socket is used for re-

ceiving local models from agents, together with an aggregator IP ad-

dress stored as self.aggr_ip. Both reg_socket and recv_socket in



this example code can be read from the aggregator’s configuration

file.

The exch_socket is the port number used to send the global model
back to the agent together with the agent IP address, which is initial-

ized with the configuration parameter in the initialization process.

The information to get connected to the database server will then be
configured, where dp_ip and db_socket will be the IP address and
the port number of the database server, respectively, all read from

the config_aggregator. json file.

round_interval is an interval time to check whether the aggregation

criteria for starting the model aggregation process are met or not.

The is_polling flag is related to whether to use the polling method
from the agents or not. The polling flag must be the same as the one

used in the agent-side configuration file.

agg_threshold is also the percentage over the number of collected
local models that is used in the ready_for_local_aggregation func-
tion where if the percentage of the collected models is equal to or
more than agg_threshold, the FL server starts the aggregation

process of the local models.



Both self.round_interval and self.agg_threshold are read from

the configuration file in this example code too.

Now that the configuration has been set up, we will talk about how to

register agents that are trying to participate in the FL process.
Registration function of agents

In this section, the simplified and asynchronous register function is
described to receive the participation message specifying the model
structures and return socket information for future model exchanges.

It also sends the welcome message back to the agent as a response.

The registration process of agents is described in the following exam-

ple code:

async def register(self, websocket: str, path):
msg = await receive(websocket)
es = self. get exch socket(msg)

agent nm = msg[int(ParticipateMSGLocation.age

agent id = msg[int(ParticipateMSGLocation.age
ip
id, es = self.sm.add agent(agent nm, agent i«

msg[int (ParticipateMSGLocation.agent ip

if self.sm.round ==
await self. initialize fl(msg)

await self. send updated global model( \



websocket, 1d, es)

In this example code, the received message from an agent, defined
here as msg, is decoded by the receive function imported from the

communication_handler code.

In particular, the self.sm.add_agent(agent_name, agent_id, addr,
es) function takes the agent name, agent ID, agent IP address, and
the exch_socket number included in the msg message in order to ac-
cept the messages from this agent, even if the agent is temporarily

disconnected and then connected again.

After that, the registration function checks whether it should move on

to the process of initial models or not, depending on the FL round that
is tracked with self.sm. round. If the FL process is not happening yet,
that is, if self.sm.round is 0, it calls the _initialize_f1(msg) func-

tion in order to initialize the FL process.

Then, the FL server sends the updated global model back to the
agent by calling the _send_updated_global_model (websocket, id,
es) function. The function takes the WebSocket, agent ID, and ex-
ch_socket as parameters and creates a reply message to the agent
to notify it whether the participation message has been accepted or

not.



The registration process of agents with the FL server is simplified in
this example code here. In a production environment, all the system
information from the agent will be pushed to the database so that an
agent that loses the connection to the FL server can be recovered

anytime by reconnecting to the FL server.

Usually, if the FL server is installed in the cloud and agents are con-
nected to the FL server from their local environment, this push-back
mechanism from the aggregator to agents will not work because of
security settings such as firewalls. We do not discuss the topic of se-
curity issues in this book in detail, so you are encouraged to use the
polling method implemented in the simple-fl code to communicate

between the cloud-based aggregator and local agents.

Getting socket information to push the
global model back to agents

The following function called _get_exch_socket takes a participation
message from the agent and decides which port to use to reach out

to the agent depending on the simulation flag in the message:

def get exch socket(self, msg):
if msg[int(ParticipateMSGLocation.sim flag)]
es = msg[int(ParticipateMSGLocation.exch
else:



es = self.exch socket

return es

We support a simulation run in this implementation exercise by which
you can run all the FL system components of a database, aggregator,

and multiple agents in one machine.

Initializing the FL process if necessary

The asynchronous _initialize_f1 function is for initializing an FL
process that is only called when the round of FL is 0. The following is

the code to do so:

async def initialize fl(self, msg):

agent id = msg[int(ParticipateMSGLocation.age

model id = msg[int(ParticipateMSGLocation.mo
gene time = msg[int(ParticipateMSGLocation. ge
Ilmodels = msg[int(ParticipateMSGLocation.lmoc
perf val = msg[int(ParticipateMSGLocation.mef
init flag = \

bool (msg[int (ParticipateMSGLocation.init
self.sm.initialize model info(lmodels, init :
await self. push local models( \

agent id, model id, lmodels, gene time, }

self.sm.increment round()



After extracting the agent ID (agent_id), the model ID (model_id), lo-
cal models from an agent (lmodels), the generated time of the model
(gene_time), the performance data (perf_val), and the value of
init_flag from the received message, the initialize_model_info
function of the state manager code is called, which is explained in a

later section of this chapter.

This function then pushes the local model to the database by calling
the _push_local_models function, which is also described in this sec-
tion. You can refer to the Functions to push the local and global mod-

els to the database section.

After that, the round is incremented to proceed to the first round in FL.

Confirming agent participation with an
updated global model

After initializing the (cluster) global model, the global models need to
be sent to the agent connected to the aggregator through this regis-
tration process. The asynchronous _send_updated_global_model
function as follows handles the process of sending the global models
to the agent by taking the WebSocket information, agent ID, and the
port to use to reach out to the agent as parameters. The following

code block describes the procedure:



async def send updated global model( \
self, websocket, agent id, ex«

model id = self.sm.cluster model ids[-1]
cluster models = \

convert LDict to Dict(self.sm.cluster mod¢
reply = generate agent participation confirm

self.sm.id, model id, cluster models, sel:

agent id, exch socket, self.recv socket)

awalt send websocket(reply, websocket)

If the FL process has already started, that is, the self.sm.round is
more than 0 already, we get the cluster models from their buffer and
convert them into a dictionary format with the convert_LDict_to_Dict

library function.

Then, the reply message is packaged using the generate_ agent_-
participation_confirm_message function and sent to the agent that
just connected or reconnected to the aggregator by calling the
send_websocket(reply, websocket) function. Please also refer to the

Functions to send the global models to the agents section.

Now that we understand the agents’ registration process, let’s move
on to the implementation of handling the local ML models and polling

messages.



The server for handling messages from
local agents

The asynchronous receive_msg_from_agent process at the FL server
is constantly running to receive local model updates and to push
them to the database and the memory buffer temporally saving local
models. It also responds to the polling messages from the local

agents. The following code explains this functionality:

async def receive msg from agent(self, websocket,
msg = await receive(websocket)
if msg[int (ModelUpMSGLocation.msg type)] == '
AgentMsgTh
awalt self. process lmodel upload(msg)

elif msg[int(PollingMSGLocation.msg type)] =:

AgentMsgTy}

awalit self. process polling(msg, websocke

We will then look into the two functions called by the receive_ms-
g_from_agent function as shown in the preceding code blocks, which

are the _process_lmodel_upload and _process_polling functions.

Processing a model upload by local agents



The asynchronous _process_lmodel_upload function deals with the
AgentMsgType.update message. The following code block is about
the function related to receiving the local ML models and putting them

into the buffer in the state manager:

async def process lmodel upload(self, msg):

lmodels = msg[int (ModelUpMSGLocation.lmodels
agent id = msg[int(ModelUpMSGLocation.agent :
model id = msg[int(ModelUpMSGLocation.model :
gene time = msg[int(ModelUpMSGLocation.gene
perf val = msg[int(ModelUpMSGLocation.meta d:
await self. push local models( \

agent id, model id, lmodels, gene time, }
self.sm.buffer local models( \

lmodels, participate=False, meta data=pe:

First, it extracts the agent ID (agent_id), the model ID (model_id), lo-
cal models from an agent (lmodels), the generated time of the model
(gene_time), and the performance data (perf_val) from the received
message, and then calls the _push_local_models function to push the

local models to the database.

The buffer_local_models function is then called to save the local

models (lmodels) in the memory buffer. The buffer_local_models



function is described in the Maintaining models for aggregation with

the state manager section.
Processing polling by agents

The following asynchronous _process_polling function deals with

the AgentMsgType.polling message:

async def process polling(self, msg, websocket)
if self.sm.round > \

int(msg[int(PollingMSGLocatio:
model id = self.sm.cluster model ids[-1]

cluster models = \
convert LDict to Dict(self.sm.cluste:
msg = generate cluster model dist message
self.sm.id, model id, self.sm.round,

cluster models)

await send websocket(msg, websocket)

else:
msg = generate ack message()

awalit send websocket(msg, websocket)

If the FL round (self.sm. round) is greater than the local FL round in-
cluded in the received message that is maintained by the local agent

itself, it means that the model aggregation is done during the period



between the time when the agent polled to the aggregator last time

and now.

In this case, cluster_models that are converted into a dictionary for-
mat are packaged into a response message by generate_cluster_-
model_dist_message and sent back to the agent via the send_web-

socket function.

Otherwise, the aggregator just returns the ACK message to the

agent, generated by the generate_ack_message function.

Now we are ready to aggregate the local models received from the

agents, so let us look into the model aggregation routine.

The global model synthesis routine

The global model synthesis routine process designed in async def
model_synthesis_routine(self) in the FL server periodically checks
the number of stored models and executes global model synthesis if
there are enough local models collected to meet the aggregation
threshold.

The following code describes the model synthesis routine process
that periodically checks the aggregation criteria and executes model

synthesis:



async def model synthesis routine(self):
while True:
await asyncio.sleep(self.round interval)
if self.sm.ready for local aggregation()
self.agg.aggregate local models()
await self. push cluster models()
if self.is polling == False:
await self. send cluster models f

self.sm.increment round()

This process is asynchronous, running with a while loop.

In particular, once the criteria set by ready_for_local_aggregation
(explained in the Maintaining models for aggregation with the state
manager section) are met, the aggregate_local_models function im-
ported from the aggregator. py file is called, where this function aver-
ages the weights of the collected local models based on FedAvg. Fur-
ther explanation of the aggregate_local_models function can be

found in the Aggregating local models section.

Then, await self._push_cluster_models() is called to push the ag-

gregated cluster global model to the database.



await self._send_cluster_models_to_all() is for sending the up-
dated global model to all the agents connected to the aggregator if

the polling method is not used.

Last but not least, the FL round is incremented by self.sm.incremen-

t_round().

Once the cluster global model is generated, the models need to be
sent to the connected agents with the functions described in the fol-

lowing section.

Functions to send the global models to
the agents

The functionality of sending global models to the connected agents is
dealt with by the _send_cluster_models_to_all function. This is an
asynchronous function to send out cluster global models to all agents

under this aggregator as follows:

async def send cluster models to all(self):
model id = self.sm.cluster model ids[-1]
cluster models = \
convert LDict to Dict(self.sm.cluster moc
msg = generate cluster model dist message( \
self.sm.id, model id, self.sm.round, \

cluster models)



for agent in self.sm.agent set:

await send(msg, agent['agent ip'], agent|

After getting the cluster models’ information, it creates the message

including the cluster models, round, model ID, and aggregator ID in-

formation using the generate_cluster_model_dist_message function
and calls the send function from the communication_handler libraries
to send the global models to all the agents in the agent_set regis-

tered through the agent participation process.

Sending the cluster global models to the connected agents has now
been explained. Next, we explain how to push the local and cluster

models to the database.

Functions to push the local and global
models to the database

The _push_local_models and _push_cluster_models functions are
both called internally to push and send the local models and cluster

global models to the database.

Pushing local models to the database

Here is the _push_local_models function for pushing a given set of

local models to the database:



async def push local models(self, agent id: str,
model id: str, local models: Dict[str, nj
gene time: float, performance: Dict[str,
-> List[Any]:
return await self. push models(
agent id, ModelType.local, local models,

model id, gene time, performance)

The _push_local_models function takes parameters such as the
agent ID, local models, the model ID, the generated time of the mod-
el, and the performance data, and returns a response message if

there is one.

Pushing cluster models to the database

The following _push_cluster_models function is for pushing the clus-

ter global models to the database:

async def push cluster models(self) -> List[Any
model id = self.sm.cluster model ids[-1]
models = convert LDict to Dict(self.sm.cluste
meta dict = dict({ \
"num samples" : self.sm.own cluster num :

return await self. push models( \

caelf am id. MndelTvne ~lnaeter . mndela . me



N e it e gy LIS MANC e e ) M O v C e g ELIA A el 4 aren

time.time(), meta dict)

_push_cluster_models in this code does not take any parameters, as
those parameters can be obtained from the instance information and
buffered memory data of the state manager. For example, self.sm.-
cluster_model_ids[-1] obtains the ID of the latest cluster model,
and self.sm.cluster_models stores the latest cluster model itself,
which is converted into models with a dictionary format to be sent to
the database. It also creates mata_dict to store the number of

samples.

Pushing ML models to the database

Both the preceding functions call the _push_models function as

follows:

async def push models(

self, component id: str, model type: ModelTy}

models: Dict[str, np.array], model id: str,

gene time: float, performance dict: Dict[str,

-> List[Any]:

msg = generate db push message(component id,
self.sm.round, model type, models, model
gene time, performance dict)

resp = await send(msg, self.db ip, self.db s«
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In this code example, the _push_models function takes parameters
such as component_id (the ID of the aggregator or agent),
model_type, such as local or cluster model, models themselves, mod-
el_id, gene_time (the time the model is created), and performance_-
dict as the performance metrics of the models. Then, the message
to be sent to the database (using the send function) is created by the
generate_db_push_message function, taking these parameters togeth-
er with the FL round information. It returns a response message from

the database.

Now that we have explained all the core functionalities related to the
FL server, let us look into the role of the state manager, which main-

tains all the models needed for the aggregation process.

Maintaining models for
aggregation with the state
manager

In this section, we will explain state_manager.py, which handles

maintaining the models and necessary volatile information related to

the aggregation of local models.



Importing the libraries of the state
manager

This code imports the following. The internal libraries for data_struc,
helpers, and states are introduced in the Appendix, Exploring Inter-

nal Libraries:

import numpy as np

import logging

import time

from typing import Dict, Any

from f1 main.lib.util.data struc import LimitedD:
from f1 main.lib.util.helpers import generate id,

from f1 main.lib.util.states import IDPrefix

After importing the necessary libraries, let’s define the state manager

class.
Defining the state manager class

The state manager class (Class StateManager), as seen in state_-

manager . py, is defined in the following code:

class StateManager:



StateManager instance keeps the state of an :

Functions are listed with this indentation.

This keeps track of the state information of an aggregator. The
volatile state of an aggregator and agents should also be stored, such
as local models, agents’ info connected to the aggregator, cluster
models generated by the aggregation process, and the current round

number.

After defining the state manager, let us move on to initializing the

state manager.
Initializing the state manager

Inthe __init__ constructor, the information related to the FL process
is configured. The following code is an example of how to construct

the state manager:

def init (self):
self.id = generate id()
self.agent set = list()
self.mnames = list()
self.round = 0
self.local model buffers = LimitedDict(self.r

self.local model num samples = list()



self.cluster models = LimitedDict(self.mnames
self.cluster model ids = list()
self.initialized = False

self.agg threshold = 1.0

The ID of the self.id aggregator can be generated randomly using

the generate_id() function from the util.helpers library.

self.agent_set is a set of agents connected to the aggregator where
the format of the set is a collection of dictionary information, related to

agents in this case.

self.mnames stores the names of each layer of the ML models to be

aggregated in a list format.
self. round is initialized to be 0 so that the round of FL is initialized.

local_model_buffers is a list of local models collected by agents
stored in the memory space. local_model_buffers accepts the local
models sent from the agents for each FL round, and once the round
is completed by the aggregation process, this buffer is cleared and

starts accepting the next round’s local models.

self.local_model_num_samples is a list that stores the number of

data samples for the models that are collected in the buffer.



self.cluster_models is a collection of global cluster models in the
LimitedDict format, and self.cluster_model_ids is a list of IDs of

cluster models.

self.initialized becomes True once the initial global model is set

and is False otherwise.

self.agg_threshold is initialized to be 1.0, which is overwritten by

the value specified in the config_aggregator.json file.

After initializing the state manager, let us investigate initializing a

global model next.
Initializing a global model

The following initialize_model_info function sets up the initial glob-

al model to be used by the other agents:

def initialize model info(self, lmodels, \
init weights flag):
for key in lmodels.keys():
self.mnames.append(key)
self.local model buffers = LimitedDict(self.r
self.cluster models = LimitedDict(self.mname:
self.clear Imodel buffers()

if init weights flag:

-~ .0 - a = P a =



selr.initlalize models(lmodels, \
weight keep=init weic¢
else:
self.initialize models(lmodels, weight ke

It fills up the model names (self.mnames) extracted from the local
models (lmodels) sent from an initial agent. Together with the model
names, local_model_buffers and cluster_models are re-initialized
too. After clearing the local model buffers, it calls the initialize_-

models function.

The following initialize_models function initializes the structure of
neural networks (numpy.array) based on the initial base models re-
ceived as parameters of models with a dictionary format (str or

np.array):

def initialize models(self, models: Dict[str, np
weight keep: boo:
self.clear saved models()
for mname in self.mnames:
if weight keep:
m = models[mname]
else:
m = np.zeros like(models[mname])
self.cluster models[mname].append(m)

id = generate model id(IDPrefix.aggregatc

cnlf 1A +1ma +1imafl )\
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self.cluster model ids.append(id)

self.initialized = True

For each layer of the model, defined here as model names, this func-
tion fills out the model parameters. Depending on the weight_keep
flag, the model is initialized with zeros or parameters that are re-
ceived. This way, the initial cluster global model is constructed to-
gether with the randomized model ID. If an agent sends a different
ML model than the model architecture defined here, the aggregator
rejects the acceptance of the model or gives an error message to the

agent. Nothing is returned.

So, we have covered initializing the global model. In the following
section, we will explain the core part of the FL process, which is

checking aggregation criteria.

Checking the aggregation criteria

The following code, called ready_for_local_aggregation, is for

checking the aggregation criteria:

def ready for local aggregation(self) -> bool:
if len(self.mnames) == 0:
return False

num agents = int(self.agg threshold * \



len(self.:
if num agents == 0: num agents = 1
num collected lmodels = \
len(self.local model buffers[self.mnames|

if num collected lmodels >= num agents:

return True
else:

return False

This ready_for_local_aggregation function returns a bool value to
identify whether the aggregator can start the aggregation process. It
returns True if it satisfies the aggregation criteria (such as collecting
enough local models to aggregate) and False otherwise. The aggre-
gation threshold, agg_threshold, is configured in the config_aggre-

gator.json file.

The following section is about buffering the local models that are

used for the aggregation process.

Buffering the local models

The following code on buffer_local_models stores local models from

an agent in the local model buffer:

def buffer local models(self, models: Dict[str, 1
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particlipate=ralse, meta aata.: vict|Aany, !¢
if not participate:

for key, model in models.items():

self.local model buffers[key].append

try:

num samples = meta data["num samples'
except:

num samples = 1

self.local model num samples.append( \
int(num samples))
else:
pass
if not self.initialized:

self.initialize models(models)

The parameters include the local models formatted as a dictionary as

well as meta-information such as the number of samples.

First, this function checks whether the local model sent from an agent
is either the initial model or not by checking the participation flag. If it
is an initial model, it calls the initialize_model function, as shown in

the preceding code block.

Otherwise, for each layer of the model defined with model names, it
stores the numpy array in the self.local_model_buffers. The key is
the model name and model mentioned in the preceding code are the

actual parameters of the model. Optionally, it can accept the number



of samples or data sources that the agent has used for the retraining

process and push it to the self. local_model_num_samples buffer.

This function is called when the FL server receives the local models

from an agent during the receive_msg_from_agent routine.

With that, the local model buffer has been explained. Next, we will ex-
plain how to clear the saved models so that aggregation can continue

without having to store unnecessary models in the buffer.

Clearing the saved models

The following clear_saved_models function clears all cluster models

stored in this round:

def clear saved models(self):
for mname in self.mnames:

self.cluster models[mname].clear()

This function is called when initializing the FL process at the very be-
ginning and the cluster global model is emptied to start a fresh FL

round again.

The following function, the clear_lmodel_buffers function, clears all

the buffered local models to prepare for the next FL round:



def clear lmodel buffers(self):
for mname in self.mnames:
self.local model buffers[mname].clear()

self.local model num samples = list()

Clearing the local models in Local_model_buffers is critical when
proceeding to the next FL round. Without this process, the models to
be aggregated are mixed up with the non-relevant models from other
rounds, and eventually, the performance of the FL is sometimes

degraded.

Next, we will explain the basic framework of adding agents during the

FL process.
Adding agents

This add_agent function deals with brief agent registration using sys-

tem memory:

def add agent(self, agent name: str, agent id: sf
agent ip: str, soc
for agent in self.agent set:
if agent name == agent['agent name']:

return agent[ 'agent id'], agent[ 'socl



agent = {
'agent name': agent name,
'agent id': agent id,
'agent ip': agent ip,

'socket': socket

self.agent set.append(agent)

return agent id, socket

This function just adds agent-related information to the self.agen-
t_set list. The agent information includes the agent name, agent ID,
agent IP address, and the socket number to reach out to the agent.
The socket number can be used when sending the cluster global
model to the agent connected to the aggregator and when the push
method is used for communication between an aggregator and an
agent. This function is only called during the agent registration

process and returns the agent ID and the socket number.

If the agent is already registered, which means there is already an
agent with the same name in agent_set, it returns the agent ID and

the socket number of the existing agent.

Again, this push communication method from an aggregator to agents

does not work under certain security circumstances. It is recommend-



ed to use the polling method that the agents use to constantly check

whether the aggregator has an updated global model or not.

The agent registration mechanism can be expanded using a data-
base, which will give you better management of the distributed

systems.

Next, we will touch on incrementing the FL round.

Incrementing the FL round

The increment_round function just increments the round number pre-

cisely managed by the state manager:

def increment round(self):

self.round += 1

Incrementing rounds is a critical part of the FL process for supporting
the continuous learning operation. This function is only called after
registering the initial global model or after each model aggregation

process.

Now that we understand how the FL works with the state manager, in
the following section, we will talk about the model aggregation

framework.



Aggregating local models

The aggregation.py code handles aggregating local models with a
bunch of aggregation algorithms. In the code example, we only sup-

port FedAvg, as discussed in the following sections.
Importing the libraries for the aggregator

The aggregation.py code imports the following:

import logging
import time
import numpy as np

from typing import List

from .state manager import StateManager
from f1 main.lib.util.helpers import generate moc

from f1 main.lib.util.states import IDPrefix

The imported state manager’s role and functionalities are discussed
in the Maintaining models for aggregation with the state manager
section, and the helpers and states libraries are introduced in the

Appendix, Exploring Internal Libraries.



After importing the necessary libraries, let’s define the aggregator

class.

Defining and initializing the aggregator
class

The following code for class Aggregator defines the core process of
the aggregator, which provides a set of mathematical functions for

computing the aggregated models:

class Aggregator:

Aggregator class instance provides a set of

mathematical functions to compute aggregated

The following __init__ function just sets up the state manager of the

aggregator to access the model buffers:

def init (self, sm: StateManager):

self.sm = sm

Once the aggregator class is defined and initialized, let’s look at the

actual FedAvg algorithm implementation.



Defining the aggregate _local _models
function

The following aggregate_local_models function is the code for aggre-

gating the local models:

def aggregate local models(self):
for mname in self.sm.mnames:
self.sm.cluster models[mname][0] \
= self. average aggregate( \
self.sm.local model buffers[mname
self.sm.local model num samples)
self.sm.own cluster num samples = \
sum(self.sm.local model num samples)
id = generate model id( \
IDPrefix.aggregator, self.sm.id, time.tir
self.sm.cluster model ids.append(id)

self.sm.clear lmodel buffers()

This function can be called after the aggregation criteria are satisfied,
such as the aggregation threshold defined in the config_aggrega-
tor.json file. The aggregation process uses local ML models buf-
fered in the memory of the state manager. Those local ML models
are sent from the registered agents. For each layer of the models de-

fined by mname, the weights of the model are averaged by the _aver-



age_aggregate function as follows to realize FedAvg. After averaging
the model parameters of all the layers, cluster_models is updated,

which is sent to all the agents.

Then, the local model buffer is cleared to be ready for the next round

of the FL process.
The FedAvg function

The following function, _average_aggregate, called by the preceding
aggregate_local_models function, is the code that realizes the

FedAvg aggregation method:

def average aggregate(self, buffer: List[np.arr:
num samples: List[int]) -:
denominator = sum(num samples)
model = float(num samples[0])/denominator * 1}
for i in range(l, len(buffer)):
model += float(num samples[i]) /
denominator :

return model

In the _average_aggregate function, the computation is simple

enough that, for each buffer of the given list of ML models, it takes av-



eraged parameters for the models. The basics of model aggregation
are discussed in Chapter 3, Workings of the Federated Learning Sys-

tem. It returns the weighted aggregated models with np.array.

Now that we have covered all the essential functionalities of the FL
server and aggregator, next, we will talk about how to run the FL

server itself.

Running the FL server

Here is an example of running the FL server. In order to run the FL

server, you will just execute the following code:

if name == " main ":

S = Server()

init fl server(s.register,
s.receive msg from agent,
s.model synthesis routine(),

s.aggr_1ip, s.reg socket, s.re«

The register, receive_msg_from_agnet, and model_synthesis_rou-
tine functions of the instance of the FL server are for starting the reg-
istration process of the agents, receiving messages from the agents,

and starting the model synthesis process to create a global model,



which are all started using the init_f1_server function from the com-

munication_handler libraries.

We have covered all the core modules of the aggregator with the FL
server. They can work with the database server, which will be dis-

cussed in the following section.

Implementing and running the
database server

The database server can be hosted either on the same machine as
the aggregator server or separately from the aggregator server.
Whether the database server is hosted on the same machine or not,
the code introduced here is still applicable to both cases. The data-
base-related code is found in the f1_main/pseudodb folder of the Git-

Hub repository provided alongside this book.
Toward the configuration of the database

The following code is an example of the database-side configuration

parameters saved as config_db.json:

"db ip": "localhost",



"db socket": "9017",

"db _name": "sample data",

"db data path": "./db",

"db model path": "./db/models"

}

In particular, db_data_path is the location of the SQLite database and
db_model_path is the location of the ML model binary files. The con-

fig_db. json file can be found in the setup folder.

Next, let’s define the database server and import the necessary

libraries.
Defining the database server

The main functionality of the pseudo_db.py code is accepting mes-

sages that contain local and cluster global models.

Importing the libraries for the pseudo
database

First, the pseudo_db.py code imports the following:

import pickle, logging, time, os
from typing import Any, List
from .sglite db import SQLiteDBHandler

from fl main.lib.util.helpers import generate id.



from f1 main.lib.util.states import DBMsgType, DI
from f1 main.lib.util.communication handler impo:

It imports the basic general libraries as well as SQLiteDBHandler (dis-
cussed later in the Defining the database with SQLite section) and
the functions from the 1ib/util libraries that are discussed in the

Appendix, Exploring Internal Libraries.

Defining the PseudoDB class

The PseudoDB class is then defined to create an instance that re-
ceives models and their data from an aggregator and pushes them to

an actual database (SQLite, in this case):

class PseudoDB:

PseudoDB class instance receives models and i

from an aggregator, and pushes them to datab:

Now, let us move on to initializing the instance of PseudoDB.

Initializing PseudoDB

Then, the initialization process, __init__, is defined as follows:



def init (self):
self.id

self.config = read config(set config file("dl

generate id()

self.db ip = self.config['db ip']
self.db socket = self.config['db socket']
self.data path = self.config['db data path']
if not os.path.exists(self.data path):
os.makedirs(self.data path)
self.db file = \
f'{self.data path}/model data{time.time(
self.dbhandler = SQLiteDBHandler(self.db file
self.dbhandler.initialize DB()
self.db model path = self.config['db model p:
if not os.path.exists(self.db model path):
os.makedirs(self.db model path)

The initialization process generates the ID of the instance and sets
up various parameters such as the database socket (db_socket), the
database IP address (db_ip), the path to the database (data_path),

and the database file (db_file), all configured from config_db. json.

dbhandler stores the instance of SQLiteDBHandler and calls the ini-

tialize_DB function to create an SQLite database.

Folders for data_path and db_model_path are created if they do not

already exist.



After the initialization process of PseudoDB, we need to design the
communication module that accepts the messages from the aggrega-
tors. We again use WebSocket for communicating with an aggregator
and start this module as a server to accept and respond to messages
from an aggregator. In this design, we do not push messages from
the database server to an aggregator or agents in order to make the

FL mechanism simpler.

Handling messages from the aggregator

The following code for the async def handler function, which takes
websocket as a parameter, receives messages from the aggregator

and returns the requested information:

async def handler(self, websocket, path):

msg = await receive(websocket)

msg type = msg[DBPushMsgLocation.msg type]

reply = list()

if msg type == DBMsgType.push:
self. push all data to db(msg)
reply.append( 'confirmation')

else:
raise TypeError(f'Undefined DB Message Tv

{m:

await send websocket(reply, websocket)



In the handler function, once it decodes the received message from
an aggregator, the handler function checks whether the message
type is push or not. If so, it tries to push the local or cluster models to
the database by calling the push_all_data_to_db function. Other-
wise, it will show an error message. The confirmation message about
pushing the models to the database can then be sent back to the

aggregator.

Here, we only defined the type of the push message, but you can de-
fine as many types as possible, together with the enhancement of the

database schema and design.

Pushing all the data to the database

The following code for _push_all_data_to_db pushes the models’ in-

formation to the database:

def push all data to db(self, msg: List[Any]):
pm = self. parse message(msg)
self.dbhandler.insert an entry(*pm)
model id = msg[int(DBPushMsgLocation.model i
models = msg[int (DBPushMsgLocation.models) ]
fname = f'{self.db model path}/{model id}.bi:
with open(fname, 'wb') as f:

pickle.dump(models, f)



The models’ information is extracted by the _parse_message function

and passed to the _insert_an_entry function. Then, the actual mod-

els are saved in the local server filesystems, where the filename of

the models and the path are defined by db_model_path and fname

here.

Parsing the message

The _parse_message function just extracts the parameters from the

received message:

def

_parse message(self, msg: List[Any]):
component id = msg[int(DBPushMsgLocation.comj

r = msg[int(DBPushMsgLocation.round) ]

mt = msg[int(DBPushMsgLocation.model type) ]
model id = msg[int(DBPushMsgLocation.model i
gene time = msg[int(DBPushMsgLocation.gene t:
meta data = msg[int(DBPushMsgLocation.meta d:
local prfmc = 0.0
if mt == ModelType.local:
try: local prfmc = meta data["accuracy"]
except: pass
num_ samples = 0
try: num samples = meta data["num samples"]
except: pass

return component id, r, mt, model id, gene t:



local prfmc, 1

This function parses the received message into parameters related to
agent ID or aggregator ID (component_id), round number (r), mes-
sage type (mt), model_id, time of generation of the models
(gene_time), and performance data as a dictionary format
(meta_data). The local performance data, local_prfmc, is extracted
when the model type is local. The amount of sample data used at the
local device is also extracted from meta_dect. All these extracted pa-

rameters are returned at the end.

In the following section, we will explain the database implementation

using the SQLite framework.

efining the database with SQLite

The sqlite_db.py code creates the SQLite database and deals with

storing and retrieving data from the database.

Importing libraries for the SQLite database

sqlite_db.py imports the basic general libraries and ModelType as

follows:

import sqglite3



import datetime

import logging

from f1 main.lib.util.states import ModelType
The ModelType from 1ib/util defines the type of the models: local

models and (global) cluster models.

Defining and initializing the
SQLiteDBHandler class

Then, the following code related to the SqQLiteDBHandler class cre-
ates and initializes the SQLite database and inserts models into the
SQLite database:

class SQLiteDBHandler:

SQLiteDB Handler class that creates and init:

SQLite DB, and inserts models to the SQLiteDl

The initialization is very simple — just setting the db_file parameter

passed from the PseudoDB instance to self.db_file:

def init (self, db file):
self.db file = db file



Initializing the database

In the following initialize_DB function, the database tables are de-

fined with local and cluster models using SQLite (sqlite3):

def initialize DB(self):

conn = sglite3.connect(f'{self.db file}'")

C = conn.cursor()

c.execute('' 'CREATE TABLE local models(model
generation time, agent id, round, perforr
num_ samples)''")

c.execute('' 'CREATE TABLE cluster models (mods
generation time, aggregator id, round, \
num_ samples)''"')

conn.commit ()

conn.close()

The tables are simplified in this example so that you can easily follow
the uploaded local models and their performance as well as the glob-

al models created by an aggregator.

The local_models table has a model ID (model_id), the time the mod-
el is generated (generation_time), an agent ID uploaded of the local

model (agent_id), round information (round), the performance data of



the local model (performance), and the number of samples used for

FedAvg aggregation (num_samples).

cluster_models has a model ID (model_id), the time the model is
generated (generation_time), an aggregator ID (aggregator_id),

round information (round), and the number of samples (num_samples).

Inserting an entry into the database

The following code for insert_an_entry inserts the data received as

parameters using sqlite3 libraries:

def insert an entry(self, component id: str, r:

ModelType, model id: str, gtime: float, loca.:

float, num samples: int):

conn = sglite3.connect(self.db file)

Cc = conn.cursor()

t = datetime.datetime.fromtimestamp(gtime)

t.strftime('%m/%d/%Y $H:3M:%S")

if mt == ModelType.local:
c.execute(' ' 'INSERT INTO local models VAI

('? ? ? ? ? 9)-"'
v S Sy fr s )

gene time

, (model id, gene f
component id, r, local prfmc, num sample:s

elif mt == ModelType.cluster:
c.execute(' ' 'INSERT INTO cluster models ?

(?2. 2. 2. 2. ?2Y:""", (model id. aene time
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component id, r, num samples))
conn.commit ()

conn.close()

This function takes the parameters of component_id (agent ID or ag-
gregator ID), round number (r), message type (mt), model ID (mod-
el_id), the time the model is generated (gtime), the local model’s
performance data (Local_prfmc), and the number of samples
(num_samples) to insert an entry with the execute function of the
SQLite library.

If the model type is local, the information of the models is inserted into
the local_models table. If the model type is cluster, the information of

the models is inserted into the cluster_models table.

Other functions, such as updating and deleting data from the data-
base, are not implemented in this example code and it’s up to you to

write those additional functions.

In the following section, we will explain how to run the database

server.
Running the database server

Here is the code for running the database server with the SQLite

database:



__main_ ":
pdb = PseudoDB()
init db server(pdb.handler, pdb.db ip, pdb.dl

if name ==

The instance of PseudoDB class is created as pdb. The pdb.handler,
the database’s IP address (pdb.db_ip), and the database socket

(pdb.db_socket) are used to start the process of receiving local and
cluster models from an aggregator enabled by init_db_server from

the communication_handler library in the util/1ib folder.

Now, we understand how to implement and run the database server.
The database tables and schema discussed here are minimally de-
signed so that we can understand the fundamentals of the FL
server’s procedure. In the following section, we will discuss potential

enhancements to the FL server.

Potential enhancements to the
FL server

Here are some of the key potential enhancements to the FL server

discussed in this chapter.

Redesigning the database



The database was intentionally designed with minimal table informa-
tion in this book and needs to be extended, such as by having tables
of the aggregator itself, agents, the initial base model, and the project
info, among other things, in the database. For example, the FL sys-
tem described here in this chapter does not support the termination
and restart of the server and agent processes. Thus, the FL server
implementation is not complete, as it loses most of the information

when any of the systems is stopped or failed.
Automating the registry of an initial model

In order to simplify the explanation of the process of registering the
initial model, we defined the layers of the ML models using model
names. This registration of the model in the system can be automat-
ed so that just loading a certain ML model, such as PyTorch or Keras
models, with file extensions such as .pt/.pth and .h5, will be enough

for the users of the FL systems to start the process.

Performance metrics for local and global
models

Again, to simplify the explanation of the FL server and the database-
side functionalities, an accuracy value is just used as one of the per-
formance criteria of the models. Usually, ML applications have many

more metrics to keep track of as performance data and they needs to



be enhanced together with the database and communications proto-

col design.
Fine-tuned aggregation

In order to simplify the process of aggregating the local models, we
just used FedAvg, a weighted averaging method. The number of
samples can dynamically change depending on the local environ-
ment, and that aspect is enhanced by you. There are also a variety of
model aggregation methods, which will be explained in Chapter 7,
Model Aggregation, of this book so that you can accommodate the
best aggregation method depending on the ML applications to be cre-

ated and integrated into the FL system.
Summary

In this chapter, the basics and principles of FL server-side implemen-
tation were explained with actual code examples. Having followed the
contents of this chapter, you should now be able to construct the FL

server-side functionalities with model aggregation mechanisms.

The server-side components that were introduced here involve basic
communications and the registration of the agents and initial models,
managing state information used for the aggregation, and the aggre-

gation mechanisms for creating the global cluster models. In addition,



we discussed the implementation of the database to just store the in-
formation of the ML models. The code was simplified so that you
were able to understand the principles of server-side functionalities.
Further enhancements to many other aspects of constructing a more

sustainable, resilient, and scalable FL system are up to you.

In the next chapter, we will discuss the principle of implementing the
functionalities of the FL client and agent. The client side needs to pro-
vide some well-designed APls for the ML applications for plugin use.
Therefore, the chapter will discuss the FL client's core functionalities
and libraries as well as the library integration into the very simple ML

applications to enable the whole FL process.



5

Federated Learning Client-Side
Implementation

The client-side modules of a federated learning (FL) system can be
implemented based on the system architecture, sequence, and pro-
cedure flow, as discussed in Chapter 3, Workings of the Federated
Learning System. FL client-side functionalities can connect dis-
tributed machine learning (ML) applications that conduct local train-
ing and testing with an aggregator, through a communications mod-

ule embedded in the client-side libraries.

In the example of using the FL client libraries in a local ML engine,
the minimal engine package example will be discussed, with dummy
ML models to understand the process of integration with the FL client
libraries that are designed in this chapter. By following the example
code about integration, you will understand how to actually enable
the whole process related to the FL client side, as discussed in
Chapter 3, Workings of the Federated Learning System, while an
analysis on what will happen with the minimal example will be dis-
cussed in Chapter 6, Running the Federated Learning System and

Analyzing the Results.



In this chapter, an overview of the design and implementation princi-
ple of FL client-side functionalities used in local ML engines will be
discussed. By going through this chapter, you will be able to code the
FL client-side modules and libraries as well as distributed local ML
engines, such as image classification with Convolutional Neural
Networks (CNNs).

In this chapter, we will cover the following topics:

An overview of FL client-side components

Implementing FL client-side main functionalities

Designing FL client libraries

Local ML engine integration into an FL system

An example of integrating image classification into an FL system
Technical requirements

All the code files introduced in this chapter can be found on GitHub
(https:/github.com/tie-set/simple-fl).

IMPORTANT NOTE

You can use the code files for personal or educational purpos-

es. Please note that we will not support deployments for com-
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mercial use and will not be responsible for any errors, issues,

or damages caused by using the code.

An overview of FL client-side
components

The architecture of an FL client as an agent was introduced in
Chapter 3, Workings of the Federated Learning System. Here, we will
introduce code that realizes the basic functionalities of an FL client.
The client side of software architecture is simplified here, where only
the client.py file can be used in this example, together with support-

ing functions from the 1ib/util folder, as shown in Figure 5.1:

fl_main
agent
» client.py
aggregator
lib
util
» communication_handler.py
= data_struc.py
» helpers.py
# messengers.py
» states.py
pseudodb



Figure 5.1 — Python software components for an FL client as

an agent

The following section gives a brief description of the Python files for

an agent of the FL system.

Distributed agent-side code

For the agent side, there is one main file, client.py, in the
fl_main/agent directory that deals with most of the FL client-side

functionalities.

FL client code (client.py)

The client.py file in the agent folder has functions to participate in
an FL cycle, an ML model exchange framework with an aggregator,
and push and polling mechanisms to communicate with the aggrega-
tor. The client’s functions can also serve as interfaces between the
local ML application and the FL system itself, providing FL client-side
libraries to the ML engine. This is the main code that connects locally
trained ML models to the FL server and aggregator. You need to pre-
pare a local ML application by yourself, and we will help you under-
stand how to integrate your ML engine into an FL system using the

FL client libraries, which is another main topic of this chapter.

lib/util code



An explanation of the supporting Python code (communication_han-
dler.py, data_struc.py, helpers.py, messengers.py, and states.py)
as internal libraries will be covered in Appendix, Exploring Internal Li-

braries.

Configuration of an agent

The following is an example of client-side configuration parameters

saved as config_agent. json in the code we are using:

"aggr ip": "localhost",
"reg socket": "8765",
"model path": "./data/agents",

"local model file name": "lms.binaryfile",

"global model file name": "gms.binaryfile",
"state file name": "state",

"init weights flag": 1,

"polling": 1

The aggregator’s IP (aggr_ip) and its port number (reg_socket) are
used to get connected to the FL server, where the aggregation of the
local models happens. In addition, the model path parameter, mod-

el_path, specifies the location of both the local model (named 1lo-



cal_model_file_name) and the global model (hamed global_model_-
file_name). The local and global models are stored as binary files
(Lms.binaryfile and gms.binaryfile in this example). The state file
(named state_file_name) writes the local state of the client that de-
fines waiting for the global models, training the models, sending the
trained models, and so on. init_weights_flag is used when the sys-
tem operator wants to initialize the global model with certain weights.
If the flag is 1, the agent will send the pre-configured model; other-
wise, the model will be filled with zeros on the aggregator side. The
polling flag (polling) concerns whether to utilize the polling method

or not for communication between agents and an aggregator.

Now that we’ve discussed FL client-side modules, let’s look into the
actual implementation and some code to realize the functionalities of

an FL client.

Implementing FL client-side
main functionalities

In this section, we will explain how you can implement basic FL client-
side code, which is described in the client.py file in the agent direc-
tory. Please refer to Chapter 3, Workings of the Federated Learning
System, for an explanation of FL client-side architecture, sequence,

and procedure flow. By learning about this client-side code, you will



understand how to implement an agent’s registration process, model
exchange synchronization, and push/polling mechanisms, as well as
the communication protocol between the agent and aggregator, with
some functions that will be called from other ML applications as

Application Programming Interfaces (APIs).

Let’s first see what libraries will be imported for implementing FL

client functions.

Importing libraries for an agent

In this client.py file example, the agent imports general libraries
such as asyncio and time (a detailed explanation of which is out of

scope for this book):

import asyncio, time, logging, sys, Os

from typing import Dict, Any

from threading import Thread

from f1 main.lib.util.communication handler impo:
init client server, send, receive

from f1 main.lib.util.helpers import read config,
init loop, save model file, load model file,
read_state, write state, generate id, \
set config file, get ip, compatible data dic
generate model id, create data dict from moc

create meta data dict



from f1 main.lib.util.states import ClientState,
AggMsgType, ParticipateConfirmationMSGLocat:
GMDistributionMsgLocation, IDPrefix

from f1 main.lib.util.messengers import \
generate lmodel update message, \
generate agent participation message, \

generate polling message

As for the communication_handler, helpers, states, and messengers
libraries imported from fl_main.lib.util that are designed for en-
abling the FL general functionalities, please refer to the Appendix, Ex-

ploring Internal Libraries.

After importing the necessary libraries, you will define the Client

class.

Defining the Client class

Let’s define the Client class that implements the core functionalities
of an FL client, including the participation mechanism of the agent it-
self, the model exchange framework, and a communication interface
between the agent and an aggregator, as well as libraries provided

for use in the agent-side local ML engine:

class Client:



Client class instance with FL client-side fu:

and libraries used in the agent's ML engine

Then, you will initialize the Client class under the __init__ function,

as discussed in the next section.
Initializing the client

The following code inside the __init__ constructor is an example of

the initialization process of the client:

def init (self):

self.agent name = 'default agent'

self.id = generate id()
self.agent ip = get ip()
self.simulation flag = False
if len(sys.argv) > 1:

self.simulation flag = bool(int(sys.argv|
config file = set config file("agent")
self.config = read config(config file)
self.aggr ip = self.config['aggr ip']
self.reg socket = self.config[ 'reg socket']
self.msend socket = 0
self.exch socket = 0

if self.simulation flag:



self.exch socket = int(sys.argv[2])

self.agent name = sys.argv[3]
self.model path = f'{self.config["model path'
/{self.ac
if not os.path.exists(self.model path):
os.makedirs(self.model path)
self.lmfile = self.config['local model file 1
self.gmfile = self.config[ 'global model file
self.statefile = self.config[ 'state file name
self.round = 0
self.init weights flag = \
bool(self.config[ 'init weigdl

self.is polling = bool(self.config[ 'polling'

First, the client generates a unique ID for itself as an identifier that will

be used in many scenarios to conduct FL.

Second, the client gets its own IP address by using the get_ip()

function.

Also, simulation runs are supported in this implementation exercise,
where we can run all the FL system components of a database,
server, and multiple agents within one machine. If simulation needs to
be done, then the simulation_flag parameter needs to be True (re-

fer to the README file on GitHub for how to set up a simulation mode).



Then, self.cofig reads and stores the information of config_agen-

t.json.

The client then configures the aggregator’s information to connect to
its server, where self.aggr_ip reads the IP address of the aggrega-

tor machine or instance from the agent configuration file.

After that, the reg_socket port will be set up, where reg_socket is
used for registration of the agent, together with an aggregator IP ad-
dress stored as self.aggr_ip. The reg_socket value in this example

can be read from the agent configuration file as well.

msend_socket, which is used in the model exchange routine to send
the local ML models to the aggregator, will be configured after partici-
pating in the FL process by sending a message to the FL server and

receiving the response.

exch_socket is used when communication is not in polling mode for
receiving global models sent from the aggregator, together with an

agent IP address stored as self.agent_ip.

exch_socket in this example can either be read from the arguments
from the command line or decided by the aggregator, depending on

the simulation mode.



In this example, when the aggregator is set to be able to push mes-
sages to the connected agents, which is not the case when polling
mode is on, exch_socket can be dynamically configured by the

aggregator.

self.model_path stores the path to the local and global models and
can either be read from the agent configuration file or arguments from
the command line, depending on the simulation mode as well. If there
is no directory to save those model files, it makes sure to create the

directory.

self.lmfile, self.gmfile, and self.statefile are the filenames for
local models, global models, and the state of the client respectively,
and read from the configuration file of the agent. In particular, in self-
.statefile, the value of ClientState is saved. ClientState is the
enumeration value of the client itself where there is a state waiting for
the global model (waiting_gm), a state for local training (training), a
state for sending local models (sending), and a state for having the

updated global models (gm_ready).

The round information of the FL process, defined as self. round, is
initialized as @ and later updated as the FL round proceeds with mod-
el aggregation, where the aggregator will notify the change of the

round usually.



self.init_weights_f1lag is the flag used when a system operator
wants to initialize a global model with certain parameters, as ex-

plained in the configuration of the agent.

The self.is_polling flag concerns whether to use the polling
method in communication between the agents and aggregator or not.
The polling flag must be the same as the one set up on the aggrega-

tor side.

The code aboutthe __init__ constructor discussed here can be
found in client.py in the f1_main/agent folder on GitHub
(https://github.com/tie-set/simple-fl).

Now that we have discussed how to initialize a client-side module, in
the next section, we will look into how the participation mechanism

works with some sample code.
Agent participation in an FL cycle

This participation or registration process is needed for an agent to be
able to participate in an FL process together with other agents.
Therefore, the agent needs to be added to the list of authorized

agents that can send locally trained ML models to an aggregator.

The asynchronous participate function sends the first message to

an aggregator to join the FL cycle and will receive state and commu-


https://github.com/tie-set/simple-fl

nication information, such as socket numbers from the aggregator.

An agent knows the IP address and port number to join the FL plat-
form through the config_agent. json file. When joining the FL plat-
form, an agent sends a participation message that contains the fol-

lowing information:

« agent_name: A unique name of an agent itself.

« id: A unique identifier of an agent itself.

« model_id: A unique identifier of models to be sent to an
aggregator.

« models: A dictionary of models keyed by model names. The
weights of models need not be trained if init_flag is False, since
it is only used by an aggregator to remember the shapes of
models.

« init_weights_flag: A Boolean flag to indicate whether the sent
model weights should be used as a base model. If it is True and
there are no global models ready, an aggregator sets this set of lo-
cal models as the first global models and sends it to all agents.

. simulation_flag: This is True if it is a simulation run; otherwise, it
iS False.

« exch_socket: The port number waiting for global models from the
aggregator.

« gene_time: The time that models are generated.



- performance_dict: Performance data related to models in a dictio-
nary format.

« agent_ip: The IP address of an agent itself.

With all the aforementioned participation messages defined, the
agent is ready to exchange models with the aggregator, and the code

to realize the participation process is as follows:

async def participate(self):
data dict, performance dict = \
load model file(self.model path, self.lmf:
_, gene_time, models, model id = \
compatible data dict read(data dict)
msg = generate agent participation message(
self.agent name, self.id, model id, modc
self.init weights flag, self.simulation
self.exch socket, gene time, performance

self.agent ip)

resp = await send(msg, self.aggr ip, self.re
self.round = resp[ \

int (ParticipateConfirmaMSGLocation.round)
self.exch socket = resp[ \

int (ParticipateConfirmationMSGLocation.ex¢
self.msend socket = resp[ \

int (ParticipateConfirmationMSGLocation.rec

self.id = resp[ \

int(ParticinateConfirmatinnMQRT.AacatinANn A
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self.save model from message(resp, \

ParticipateConfirmationMSGLocation)

The agent reads the local models to tell the structure of the ML mod-
els to the aggregator, and the initial model does not necessarily need
to be trained. data_dict and performance_dict store the models and

their performance data respectively.

Then, a message, msg, containing information such as the ML models
and its model_id, is packaged using the generate_agent_participa-

tion_message function.

When sending the message, in this example, the WebSocket is con-
structed using the aggregator’s IP address (aggr_ip) and the regis-

tration port number (reg_socket) to be connected to the aggregator.

After sending the message to the aggregator via an asynchronous
send function imported from communication_handler, the agent re-
ceives a response message, resp, from the aggregator. The re-
sponse will include the round info, the port number to receive the
global models’ exch_socket, the port number to send the local mod-

els to the aggregator’s msend_socket, and an updated agent ID.

Finally, the global model within the response message is saved local-

ly by calling the save_model_from_message function.



The participation mechanism of an agent has been explained. In the
next section, we will learn about the framework of model exchange

synchronization.

Model exchange synchronization

Model exchange synchronization, as shown in the following code, is
for checking the state of the agent and calling a proper function

based on the state:

Async def model exchange routine(self):
while True:
await asyncio.sleep(5)
state = read state(self.model path, self

if state == ClientState.sending:

await self.send models()
elif state == ClientState.waiting gm:
if self.is polling == True:
await self.process polling()
else: pass
elif state == ClientState.training: pass
elif state == ClientState.gm ready: pass

else: pass



Basically, this process is always running while the client is alive,
whereas the while loop is used periodically to check the client’s

state and proceed with the next steps if necessary.

In the while loop, after waiting a few seconds, it first checks the client
state by the read_state function. The parameters in the read_state

function are to locate the state file stored in the local environment.

As mentioned, ClientState has the enumeration value of the client
state itself, defining a state for sending local models (sending), a
state waiting for the global model (waiting_sgm), a state for local
training (training), and a state for receiving the updated global mod-

els (gm_ready).

If the client is in the sending state (state == ClientState.sending),
it means it is ready to send the locally trained model to the aggrega-
tor. Therefore, the agent calls the send_models function to send the

locally trained ML model to the aggregator.

When the state is waiting_gm (state == ClientState.waiting_gm), it
either proceeds with process_polling to poll from the agent to the
aggregator if polling mode is on, or just does nothing if polling mode

is off.

If the client is in the training state (state ==

ClientState.training), it means that the client is training the local



model now and just waits for a few seconds, printing the training sta-

tus if necessary. You can also add any procedure if needed.

If the client is in the gm_ready state (state ==
ClientState.gm_ready), it means that the client received the global
model. This state will be handled by a local ML application, and it

does nothing but show the readiness of the global models.

In the next section, we will talk about how the push and polling mech-

anisms can be implemented for an FL cycle.
Push and polling implementation

Once an agent is initialized and confirmed for participation in an FL
process, it starts waiting for the global models sent from an aggrega-
tor. There are two ways to receive global models from the aggregator:
the push method and the polling method. Although the Secure
Sockets Layer (SSL) or Transport Layer Security (TSL) frame-
works are not implemented in FL client-side code here for simplifica-
tion, it is recommended to support them to secure constant

communication.

Let’s look into the mechanism for each communication framework.

The push method from aggregator to agent



With the push method, the aggregator will push the message that in-
cludes global models to all the connected agents right after the global

models are generated.

The following code shows the push mechanism accepting and saving

global models from the aggregator:

async def wait models(self, websocket, path):
gm msg = awalit receive(websocket)
self.save model from message( \

gm msg, GMDistributionMsgLocation)

The wait_models asynchronous function accepts websocket as a pa-
rameter. When the aggregator sends a message to the agent, it re-
ceives the gm_msg message through await recieve(websocket) and
saves the global models locally by calling the save_model_from_mes-
sage function, as defined in the Toward designing FL client libraries

section.

The polling method from agent to
aggregator

With the polling method, an agent will keep asking (polling) an ag-
gregator to see whether global models are already formed or not.

Once it has been created and is ready to be sent to the connected



agents, the polled message will be returned to the agent with the up-

dated global models in the response.

The following code about the process_polling asynchronous func-

tion illustrates the polling method:

async def process polling(self):
msg = generate polling message(self.round, s«
resp = await send(msg, self.aggr ip, self.msc
if resp[int(PollingMSGLocation.msg type)] \
== AggMsgT;
self.save model from message(resp, \
GMDistributionMsgLocation)

else: pass

It first generates the polling message with the gener-
ate_polling_message function to be sent to the aggregator. After re-
ceiving the response message, resp, from the aggregator, if the mes-
sage type is AggMsgType.update, meaning the response message
contains the updated global models, it calls the save_mod-

el_from_message function. Otherwise, it does nothing.

The aforementioned functions are the basic but core features of an
FL client, and those functions need to be efficiently used by a user-

side ML application as libraries.



Now that FL client design, including initialization, participation, and
model exchanges, has been explained, we will learn about how to de-

sign FL client libraries.

Designing FL client libraries

In this section, we will explain how to package essential functions to
be provided as libraries to users. In this example, the simplest way to
package them as libraries will be discussed. This will need to be ex-
panded, depending on your needs and the design of your own FL
client framework. By packaging FL client-side modules as libraries,
developers will be easily able to integrate the FL client’s functions into

the local ML engine.

Let’s start with how to define a library to start and register an FL

client.
Starting FL client core threads

For local ML application developers to be able to integrate FL client-
related functions, they sometimes need to be packaged as threading

functions.

The following code to register an agent in the FL system simply puts

a participate function into the run_until_complete function of an



asyncio.get_event_loop function:

def register client(self):
asyncio.get event loop().run until complete(

self.participate())

Also, the start_wait_model_server function is packaged, as shown
in the following code block, where the Thread function takes care of
the constant run. This way, you will be able to run the local ML mod-
ule in parallel and receive global models in the wait_models thread

when the FL system is in push communication mode:

def start wait model server(self):
th = Thread(target = init client server, \
args=[self.wait models, self.agent ip, \
self.exch socket])
th.start()

Similarly, the start_model_exhange_server function can be a thread
to run a model exchange routine to synchronize the local and global

models, while the local ML module is running in parallel. You can just
call the following start_model_exchange_server function as a library

to enable this functionality:



def start model exchange server(self):
self.agent running = True
th = Thread(target = init loop, \
args=[self.model exchange routine()])
th.start ()

Finally, it may be helpful to package all these three functions to exe-
cute at the same time when they are called outside the Client class.
Therefore, we introduce the following code concerning start_f1_-
client that aggregates the functions of registering agents, waiting for
global models and a model exchange routine to start the FL client

core functions:

def start fl client(self):
self.register client()
if self.is polling == False:
self.start wait model server()

self.start model exchange server()

The initiation of the FL client is now packaged into start_f1_client.

Next, we will define the libraries of saved ML models.

Saving global models



While the 1oad and save model functions are provided by the helper
functions in 1ib/util, which will be explained later in the Appendix,
Exploring Internal Libraries, it is helpful to provide an interface for ML
developers to save global models from a message sent from an

aggregator.

The following save_model_from_message function is one that extracts
and saves global models in an agent and also changes the client
state to gm_ready. This function takes the message (msg) and mes-

sage location (MSG_L0C) information as parameters:

def save model from message(self, msg, MSG ILOC):
data dict = create data dict from models( \
msg[int (MSG LOC.model id)],
msg[int (MSG LOC.global models)],
msg[int (MSG LOC.aggregator id)])
self.round = msg[int (MSG LOC.round) ]
save model file(data dict, self.model path,

\

self.gmfile)
self.tran state(ClientState.gm ready)

The global models, model ID, and aggregator ID are extracted from
the message and put into a dictionary using the create_data_dic-
t_from_models library. The round information is also updated based

on the received message.



Then, the received global models are saved to the local file using the
save_model_file library, in which the data dictionary, model path, and

global model file name are specified to save the models.

After receiving the global models, it changes the client state to
gm_ready, the state indicating that the global model is ready for the
local ML to be utilized by calling the tran_state function, which will

be explained in the next section.

With the function of saving global models defined, we are ready to

move on to how to manipulate the client state in the next section.
Manipulating client state

In order to manipulate the client state so that it can logically handle
local and global models, we prepare the read_state and tran_state
functions, which can be accessed both from inside and outside the

code.

The following read_state function reads the value written in state-
file, stored in the location specified by model_path. The enumeration

value of ClientState is used to change the client state:

def read state(self) -> ClientState:

return read state(self.model path, self.state



The following tran_state function changes the state of the agent. In

this code sample, the state is maintained in the local state file only:

def tran state(self, state: ClientState):
write state(self.model path, self.statefile,

Next, let’s define the functions that can send local models to an

aggregator.

Sending local models to aggregator

The following asynchronous send_models function is about sending

models that have been saved locally to the aggregator:

async def send models(self):

data dict, performance dict = \
load model file(self.model path, self.lm:

, _, models, model id = \
compatible data dict read(data dict)

msg = generate lmodel update message( \
self.id, model id, models, performance d:

await send(msg, self.aggr ip, self.msend socl

self.tran state(ClientState.waiting gm)



It first extracts data_dict and performance_dict using the load_mod-
el_file helper function and then pulls out the models and their ID
from data_dict, based on the compatible_data_dict_read function.
Then, the message is packaged with the generate_lmodel_up-
date_message library and sent to the aggregator, with the send func-
tion from communication_handler. After that, the client state is
changed to waiting_gm by the tran_state function. Again, the
SSL/TSL framework can be added to secure communication, which is

not implemented here to keep the FL client-side coding simple.

The following send_initial_model function is called when you want
to send the initial base modelto an aggregator of the model architec-
ture for registration purposes. It takes initial models, the number of
samples, and performance value as input and calls setup_sending_-

model, which will be explained later in this section:

def send initial model(self, initial models, \
num samples=1, perf
self.setup sending models( \

initial models, num samples, perf val)

The following send_trained_model function is called when you want
to send trained local models to the aggregator during the FL cycle. It

takes trained models, the number of samples, and performance value



as input and only calls setup_sending_model if the client state is not

gm_ready:

def send trained model(self, models, \
num samples, perf w:
state = self.read state()
if state == ClientState.gm ready:
pass
else:
self.setup sending models( \

models, num samples, perf value)

The following setup_sending_models function is designed to serve as
an internal library to set up sending locally trained models to the ag-
gregator. It takes parameters of models as np.array, the number of

samples as an integer, and performance data as a float value:

def setup sending models(self, models, \
num samples, perf

model id = generate model id( \

IDPrefix.agent, self.id, time
data dict = create data dict from models( \

model id, models, self.id)
meta data dict = create meta data dict( \

perf val, num samples)



\

save model file(data dict, self.model path,
self.lmfile, meta data dict)

self.tran state(ClientState.sending)

Basically, this function creates a unique model ID with the generate_-
model_id helper function, data_dict to store the local ML models
data created with the create_data_dict_from_models helper function,
and meta_data_dict to store the performance data created with the
create_meta_data_dict helper function. And then, all the aforemen-
tioned data related to the models and performance is saved locally
with the save_model_file function, in the location specified with
self.model_path. Then, it changes the client state to sending so that
the mode_exchange_routine function can note the change in the client

state and start sending trained local models to the aggregator.

Now that we know about the libraries to send ML models to the ag-
gregator, let’s learn about an important function to wait for a global

model on the agent side.

Waiting for global models from an
aggregator

The following wait_for_global_model function is very important to

conduct an FL cycle consistently:



def wait for global model(self):

while (self.read state() != ClientState.gm r¢
time.sleep(5)
data dict, @ = load model file( \
self.model path, self.gmf:
global models = data dict[ 'models'’]
self.tran state(ClientState.training)

return global models

The principle is that the function waits until the client state becomes
gm_ready. The transition of the client state to gm_ready happens when
the global model is received on the agent side. Once the client state
changes to gm_ready, it proceeds to load global models from data_-
dict, extracted with the load_model_file function, changes the client
state to training, and returns the global models to the local ML

module.

We have discussed how to design the libraries of FL client-side func-
tions. In the next section, we will discuss how to integrate those li-

braries into a local ML process.

Local ML engine integration into
an FL system



The successful integration of FL client libraries into a local ML engine

is key to conducting FL in distributed environments later on.

The minimal_MLEngine. py file in the examples/minimal directory

found in the GitHub repository at https://github.com/tie-set/simple-fl,

as shown in Figure 5.2, provides an example of integrating FL client-

side libraries into a minimal ML engine package:

examples
image_classification
minimal
= minimal_MLEngine.py

Figure 5.2 — The minimal ML engine package

Next, we will explain what libraries need to be imported into the local

ML engine in the following section.

Importing libraries for a local ML engine

The following code shows the importing process, where general li-
braries such as numpy, time, and Dict are imported first. The key part
of this process is that Client is imported from the client. py file in the
fl_main.agent folder. This way, a developer does not need to know
too much about the code inside an FL system and just calls the im-
portant functionalities defined as libraries, as discussed in the Toward

designing FL client libraries section.


https://github.com/tie-set/simple-fl

We will not cover the pip installation packaging here in this book, but
it is possible to host the client-side code with either a private or public

PyPI server:

import numpy as np
import time, logging, sys
from typing import Dict
from f1 main.agent.client import Client
After importing the necessary libraries, let’s look at the functions de-

fined for local training and testing.

Defining the ML models, training, and test
functions

You first define the models, training, and testing functions to be inte-
grated into the FL system. In this code example, we will use dummy
models and training/testing functions, allowing users to be able to un-
derstand the minimal FL procedure without being bothered by specif-

ic ML complications.

The following function called init_models returns the templates of
models (in a dictionary format) to inform the ML model structure. The

models do not need to be trained necessarily. In this case, the mod-



els have two layers defined by modell and model2, where some ran-

dom NumPy array is assigned to each layer, as follows:

def init models() -> Dict[str,np.array]:
models = dict()
models[ 'modell'] = np.array([[1l, 2, 3], [4,
models[ 'model2'] = np.array([[1l, 2], [3, 4]]

return models

After initializing the models, you will design the following training

function that can be a placeholder function for each ML application:

def training(models: Dict[str,np.array],

init flag: bool = False) -> Dict[str,:
# return templates of models to tell the stn
# This model is not necessarily actually tra:
if init flag:

return init models|()

# ML Training. In this example, no actual tr:
models = dict()
models[ 'modell'] = np.array([[1l, 2, 3], [4,
models[ 'model2'] = np.array([[1l, 2], [3, 4]]

return models



The logic of this function should be in the order of taking models as
input, training them, and returning trained local models. As input pa-
rameters, it takes models with the Dict[str,np.array] format and
the init_flag Boolean value, indicating whether it is the initialization

step or not.

init_flag is True when you want to call and return the predefined

init_models, and it is False if it’s an actual training step.

Eventually, this function returns the trained models that are decom-
posed into NumPy arrays, with a dictionary of Dict[str,np.array] in

this example.

In this dummy example, we are just giving you dummy models that

skip the actual training process.

Then, the following compute_performance function is designed to
compute the performance of models given a set of models and a test

dataset:

def compute performance(models: Dict[str,np.arra:
testdata)
# replace with actual performance computatio:
accuracy = 0.5

return



Again, in this example, just a dummy accuracy value is given, 0.5, to

keep things simple.

Then, you may want to define the following judge_termination func-
tion to decide the criteria to finish the training process and exit from

the FL process:

def judge termination(training count: int = 0,
global arrival count: int = 0) -> 1
# Depending on termination criteria, change 1
# Call a performance tracker to check if the

return True

It is up to you how to design this termination condition. This function
takes parameters such as the number of completed training process-
es (training_count), the number of times it received global models
(global_arrival_count), and so on, returning a Boolean value where
the flag is True if it continues the FL process and False if it stops.
Here, it just gives a True Boolean value, meaning the FL process will

not stop unless the agent is forced to stop outside of this function.

If preparing the test data is needed, you can define a function such as

prep_test_data:



def prep test data():
testdata = 0

return

In this example, it is just set as 0.

Now that the necessary functions for testing and training are defined,
we will integrate client libraries into the local ML engine to run the FL
agent working with the FL server-side components, such as an ag-

gregator and a database.

Integration of client libraries into your
local ML engine

Now, everything is ready to start your very first FL process, although
the models, training, and testing functions are set with dummy

variables.

The very first thing to do is to create a Client instance as follows so

that you can call its libraries:

# Stepl: Create Client instance
cl = Client()



Second, you create the initial_models with the training function, as

follows:

# Step2: Create template models (to tell the shaj

initial models = training(dict(), init flag=True

After that, it sends the initial models to the FL aggregator by calling

cl.send_initial_model, with initial_models as a parameter:

# Step3: Send initial models

cl.send initial model(initial model)
Then, let’s just start the client-side FL process by calling cl.s-
tart_f1l_client (). As explained earlier in the Starting FL client core
threads section, this function can start three processes at the same
time: registering the agent, waiting for global models, and the model

exchange routine:

# Step4: Start the FL client
cl.start fl client()

Then, we design the client-side FL cycle of local training/testing and

sending/receiving models by effectively integrating the several FL



client libraries, as follows:

# Step5: Run the local FL loop
training count, gm arrival count = 0, 0
while judge termination(training count, gm arriv:
global models = cl.wait for global model()
gm arrival count += 1
global model performance data = \
compute performance(global models, prep te
models = training(global models)
training count += 1
perf value = compute performance( \
models, prep test data())

cl.send trained model(models, 1, perf value)

We use a while loop and the judge_termination function to check
whether the system needs to leave the loop. It is up to you to use
training_count and gm_arrival_count to judge the termination of

the FL cycle.

Then, the agent proceeds to wait for the global models with cl.wait-
_for_global_model(). Upon the arrival of the global models from the
aggregator, it extracts global_models, increments gm_arrival_count,
and sets the client state to the training state in the wait_for_glob-

al_model function.



Next, global_model_performance_data is calculated with the com-
pute_performance function, taking global_models and prep_test_da-

ta as input.

While executing training(global_models) in the training state, the
client might receive new global models from the aggregator. This sce-
nario happens when the client’s local training was too slow, and the
aggregator decided to utilize other local models to create a new set of
global models. If the new global models have already arrived at the
agent, the client’s state is changed to gm_ready and the current ML

model being trained will be discarded.

After the local training phase has finished with models generated by
training(global_models), an agent increments training_count and
calculates the performance data, perf_value, of the current ML mod-

el with the compute_performance function.

Then, the agent tries to upload the trained local models to the aggre-
gator via cl.send_trained_model, taking the trained models and the

performance value calculated previously as parameters.

In the send_trained_model function, the client state is set to sending.
Once the client’s model_exchange_routine observes the state transi-

tion to the sending state, it sends the trained local models (stored as



a binary file) to the aggregator. After sending the models, it goes back

to the waiting_gm state in the send_models function.

After sending the local models, the aggregator stores the uploaded
local models in its buffers and waits for another round of global model

aggregation, until enough local models are uploaded by agents.

In the next section, we will briefly talk about how to integrate image

classification ML into the FL system we have discussed.

An example of integrating image
classification into an FL system

We learned about how to initiate an FL process with a minimal exam-
ple. In this section, we will give a brief example of FL with image

classification (IC) using a CNN.

First, the package that contains the image classification example
code is found in the examples/image_classification/ folder in the

GitHub repository at https:/github.com/tie-set/simple-fl, as shown in

Figure 5.3


https://github.com/tie-set/simple-fl

examples

image_classification
README_materials

» classification_engine.py
2 cnn.py
2 conversion.py
A ic_training.py
sos README.md

Figure 5.3 — The image classification package

The main code in charge of integrating the IC algorithms into the FL

systems is found in the classification_engine.py file.

When importing the libraries, we use a couple of exira files that in-
clude CNN models, converter functions, and data managers related
to IC algorithms. The details are provided in the GitHub code at
https:/github.com/tie-set/simple-fl.

Next, let’s import some standard ML libraries as well as client libraries

from the FL code we discussed:

import logging

import numpy as np
import torch

import torch.nn as nn

import torch.optim as optim


https://github.com/tie-set/simple-fl

from typing import Dict

from .cnn import Net

from .conversion import Converter

from .ic training import DataManger, execute ic f

from f1 main.agent.client import Client

In this case, we define TrainingMetaData, which just gives you the
amount of training data that will be sent to the aggregator and used
when conducting the FedAvg algorithm. The aggregation algorithm
was discussed in Chapter 4, Federated Learning Server Implementa-

tion with Python, as well as in Chapter 7, Model Aggregation:

class TrainingMetaData:

# The number of training data used for each :
# This will be used for the weighted averagii
# Set to a natural number > 0

num_training data = 8000

The content of the init_models function is now replaced with a CNN
that is converted into a NumPy array. It returns the template of the

CNN in a dictionary format to inform the structure:

def init models() -> Dict[str,np.array]:
net = Net()



return Converter.cvtr().convert nn to dict nj

The training function, training, is now filled with actual training algo-
rithms using the CIFAR-10 dataset. It takes the models and
init_flag as parameters and returns the trained models as
Dict[str,np.array]. The init_flag is a bool value, where it is True
if it’s at the initial step and False if it’s an actual training step. When
preparing for the training data, we use a certain threshold for training

due to batch size. In this case, the threshold is 4.

Then, we create a CNN-based cluster global model with net = Con-

verter.cvtr().convert_dict_nparray_to_nn(models).

We define the loss function and optimizer as the following:

criterion = nn.CrossEntropyLoss()

optimizer = optim.SGD(net.parameters(), lr=0.001

Then, the actual training will be conducted with trained_net = exe-
cute_ic_training(DataManger.dm(), net, criterion, optimizer),
where the actual code of the IC training can be found in the ic_-

training.py file.

After the training, the converted models will be returned.



The algorithm is summarized as follows:

def training(models: Dict[str,np.array], \
init flag: bool=False) -> Dict[str,!
if init flag:
DataManger.dm( \
int (TrainingMetaData.num training daf
return init models ()
net = \
Converter.cvtr().convert dict nparray to
criterion = nn.CrossEntropyLoss()
optimizer = optim.SGD(net.parameters(), \
1r=0.001, momentum=0.9
trained net = execute ic training(DataManger
net, criterion, opi
models = Converter.cvtr(). \
convert nn to dict nparray(traii

return models

The following compute_performance function is filled with an algorithm
to calculate the accuracy, which is simple enough — just divide the
number of correct outcomes by the number of total labels. With a giv-
en set of models and a test dataset, it computes the performance of

the models, with models and testdata as parameters:



def compute performance(models: Dict[str,np.arra:

testdata, is local: bool)
# Convert np arrays to a CNN
net = \
Converter.cvtr().convert dict nparray to 1
correct, total = 0, O
with torch.no grad():
for data in DataManger.dm().testloader:
images, labels = data
_, predicted = torch.max(net(images)
total += labels.size(0)
correct += (predicted == labels).sum
acc = float(correct) / total

return acc

The judge_termination and prep_test_data functions are the same

as the functions of the minimal examples.

Integration of client libraries into the IC
example

Now, everything is ready to start the IC algorithm, and all the code to
integrate the preceding functions is the same as that used in the pre-
vious Integration of client libraries into your local ML engine section.

Please look into the classification_engine. py file to make sure the

code is the same, except for the part that shows the actual number of



data samples that we are sending. This way, by just rewriting the pre-
ceding functions, you will be able to easily connect your own local ML
application to the FL system that we have discussed here. Please re-
fer to the Running image classification and its analysis section of
Chapter 6, Running the Federated Learning System and Analyzing
the Results, to check the results of running the code discussed in this

section.
Summary

In this chapter, we discussed FL client-side implementation. There
are three basic but important functionalities when participating in the
FL process, receiving global models sent from an aggregator with a
push or polling mechanism, and sending local models to an aggrega-
tor after the local training process. In order to effectively implement
the client-side ML engines that cooperate with the FL aggregator, un-
derstanding the client state is important. The client states include a
state waiting for the global model, a state indicating that local training
is happening, a state showing the readiness to send local models,

and a state for having the updated global models.

We also discussed the design philosophy of FL client-side libraries,
where the core functions need to be effectively packaged to provide

user-friendly interfaces for ML developers and engineers.



Last but not least, we learned how to actually use the FL client li-
braries to integrate a local ML engine into an FL system, where we
used the minimal dummy example and IC example to understand the

integration process itself.

In the next chapter, we will actually run the code that was introduced
in this and previous chapters so that we can dig into what is happen-
ing with the models, which are aggregated with a minimal example as

well as an IC example.



6

Running the Federated Learning
System and Analyzing the
Results

In this chapter, you will run the federated learning (FL) system that
has been discussed in previous chapters and analyze the system be-
haviors and the outcomes of the aggregated models. We will start by
explaining the configuration of the FL system components in order to
run the systems properly. Basically, after installing the simple FL sys-
tem provided by our GitHub sample, you first need to pick up the
server machines or instances to run the database and aggregator
modules. Then, you can run agents to connect to the aggregator that
is already running. The IP address of the aggregator needs to be cor-
rectly set up in each agent-side configuration. Also, there is a simula-
tion mode so that you can run all the components on the same ma-
chine or laptop to just test the functionality of the FL system. After
successfully running all the modules of the FL system, you will be
able to see the data folder and a database created under the path
that you set up in the database server as well as on the agent side.

You will be able to check both the local and global models, trained



and aggregated, so that you can download the recent or best-per-

forming models from the data folders.

In addition, you can also see examples of running the FL system on a
minimal engine and image classification. By reviewing the outcomes
of the generated models and the performance data, you can under-
stand the aggregation algorithms as well as the actual interaction of

the models between an aggregator and agents.
In this chapter, we will cover the following main topics:

« Configuring and running the FL system
« Understanding what happens when the minimal example runs

« Running image classification and analyzing the results
Technical requirements

All the code files introduced in this chapter can be found on GitHub

(https://github.com/tie-set/simple-fl).
IMPORTANT NOTE

You can use the code files for personal or educational purpos-
es. Please note that we will not support deployments for com-
mercial use and will not be responsible for any errors, issues,

or damages caused by using the code.



Configuring and running the FL
system

Configuring the FL system and installing its environment are simple

enough to do. Follow the instructions in the next subsections.
Installing the FL environment

First, to run the FL system discussed in the previous chapter, clone
the following repository to the machines that you want to run FL on

using the following command:

git clone https://github.com/tie-set/simple-

fl
Once done with the cloning process, change the directory to the sim-

ple-fl folder in the command line. The simulation run can be carried
out using just one machine or using multiple systems. In order to run
the FL process on one or multiple machines that include the FL
server (aggregator), FL client (agent), and database server, you

should create a conda virtual environment and activate it.

To create a conda environment in macOS, you will need to type the

following command:



conda env create -n federatedenv -f

./setups/federatedenv.yaml

If you’re using a Linux machine, you can create the conda environ-

ment by using the following command:

conda env create -n federatedenv -f

./setups/federatedenv_linux.yaml

Then, activate the conda environment federatedenv when you run the
code. For your information, the federatedenv.yaml and federateden-
v_Llinux.yaml files can be found in the setups folder of the simple-f1
GitHub repository and include the libraries that are used in the code

examples throughout this book.

As noted in the README file of the GitHub repo, there are mainly three
components to run: the database server, aggregator, and agent(s). If
you want to conduct a simulation within one machine, you can just in-

stall a conda environment (federatedenv) on that machine.

If you want to create a distributed environment, you need to install the
conda environment on all the machines you want to use, such as the
database server on a cloud instance, the aggregator server on a

cloud instance, and the local client machine.

Now that the installation process for the entire FL process is ready,

let’s move on to configuring the FL system with configuration files.



Configuring the FL system with JSON files
for each component

First, edit the configuration JSON files in the setups folder of the pro-
vided GitHub repository. These JSON files are read by a database
server, aggregator, and agents to configure their initial setups. Again,

the configuration details are explained as follows.

config _db.json

The config_db. json file deals with configuring a database server.

Use the following information to properly operate the server:

db_ip: The database server’s IP address (for example, localhost).

If you want to run the database server on a cloud instance, such as
an Amazon Web Services (AWS) EC2 instance, you can specify
the private |IP address of the instance.

« db_socket: The socket number used between the database and
aggregator (for example, 9017).

« db_name: The name of the SQLite database (for example, sample_-
data).

- db_data_path: The path to the SQLite database (for example,
./db).

« db_model_path: The path to the directory to save all Machine

Learning (ML) models (for example, . /db/models).



config _aggregator.json

The config_aggregator. json file deals with configuring an aggrega-

tor in the FL server. Use the following information to properly operate

the aggregator:

aggr_ip: The aggregator’s IP address (for example, localhost). If
you want to run the aggregator server on a cloud instance, such as
an AWS EC2 instance, you can specify the private IP address of
the instance.

db_ip: The database server’s IP address (for example, localhost).
If you want to connect to the database server hosted on a different
cloud instance, you can specify the public IP address of the data-
base instance. If you host the database server on the same cloud
instance as the aggregator’s instance, you can specify the same
private IP address of the instance.

reg_socket: The socket number used by agents to connect to an
aggregator for the first time (for example, 8765).

recv_socket: The socket number used to upload local models or
poll to an aggregator from an agent. Agents will learn this socket
information by communicating with an aggregator (for example,
7890).

exch_socket: The socket number used to send global models back

to an agent from an aggregator when a push method is used.



Agents will learn this socket information by communicating with an
aggregator (for example, 4321).

. db_socket: The socket number used between the database and an
aggregator (for example, 9017).

« round_interval: The period of time after which an agent checks
whether there are enough models to start an aggregation step
(unit: seconds; for example, 5).

« aggregation_threshold: The percentage of collected local models
required to start an aggregation step (for example, 0.85).

« polling: The flag to specify whether to use a polling method or
not. If the flag is 1, use the polling method; if the flag is 0, use a
push method. This value needs to be the same between the ag-

gregator and agent.
config_agent.json

The config_agent. json file deals with configuring an agent in the FL

client. Use the following information to properly operate the agent:

« aggr_ip: The aggregator server’s IP address (for example, local-
host). If you want to connect to the aggregator server hosted on a
cloud instance, such as an AWS EC2 instance, you can specify the
public IP address of the aggregator instance.

« reg_socket: The socket number used by agents to join an aggre-

gator for the first time (for example, 8765).



- model_path: The path to a local director in the agent machine to
save local and global models and some state information (for ex-
ample, ./data/agents).

. local_model_file_name: The filename to save local models in the
agent machine (for example, Lms.binaryfile).

. global_model_file_name: The filename to save local models in the
agent machine (for example, gms.binaryfile).

« state_file_name: The filename to store the agent state in the
agent machine (for example, state).

- init_weights_flag: 1 if the weights are initialized with certain val-
ues, 0 otherwise, where weights are initialized with zeros.

« polling: The flag to specify whether to use a polling method or
not. If the flag is 1, use the polling method; if the flag is 0, use a
push method. This value needs to be the same between the ag-

gregator and agent.

Now, the FL systems can be configured using the configuration files
explained in this section. Next, you will run the database and aggre-

gator on the FL server side.

Running the database and aggregator on
the FL server

In this section, you will configure the database and aggregator on the

FL server side. Then, you will edit the configuration files in the setups



folder of the simple-fl GitHub repo. After that, you will run pseudo_db

first, and then server_th, as follows:

python -m f1 main.pseudodb.pseudo db

python -m fl1 main.aggregator.server th
IMPORTANT NOTE

If the database server and aggregator server are running on
different machines, you will need to specify the IP address of
the database server or instance of the aggregator. The IP ad-
dress of the database server can be modified in the con-
fig_aggregator.json file in the setups folder. Also, if both the
database and aggregator instances are running in public cloud
environments, the IP address of the configuration files of
those servers needs to be the private IP address. Agents need
to connect to the aggregator using the public IP address and
the connecting socket (port number) needs to be open to ac-

cept inbound messages.

After you start the database and aggregator servers, you will see a

message such as the following in the console:

# Database-side Console Example
INFO:root:--- Pseudo DB Started ---



On the aggregator side of the console, you will see something like the

following:

# Aggregator-side Console Example

INFO:root:--- Aggregator Started ---

Behind this aggregator server, the model synthesis module is running
every 5 seconds, where it starts checking whether the number of col-
lected local models is more than the number that the aggregation

threshold defines.

We have now run the database and aggregator modules and are

ready to run a minimal example with the FL client.

Running a minimal example with the FL
client

In the previous chapter, we talked about the integration of local ML
engines into the FL system. Here, using a minimal sample that does
not have actual training data, we will try to run the FL systems that
have been discussed. This minimal example can be used as a tem-

plate when implementing any locally distributed ML engine.

Before running the minimal example, you should check whether the

database and aggregator servers are running already. Then, run the



following command:

python -m examples.minimal.minimal MLEngine

In this case, only one agent with a minimal ML engine is connected.
Thus, the aggregation happens every time this default agent uploads

the local model.

Note that if the aggregator server is running on a different machine,
you will need to specify the public IP address of the aggregator server
or instance. The IP address of the aggregator can be modified in the
config_agent. json file in the setups folder. We also recommend set-
ting the polling flag to 1 when running the aggregator and database

in a cloud instance.

Figure 6.1 shows an example of the console screen when running a

database server:



000 simple-fl = python -m fl_main.pseudodb.pseudo_db = 100x32

(stadleeny) knakayamaQkiyoshis-iMac simple-f1 % python -m f1_main.pseudodd.pseudo_db

INFQ:root:-—- Pseudo DB Started ---
INFO:T0ot:Request Arrived

INFO:zoot:--- Model pushed: ModelType.local ---
INFO:root:==- Local Models are saved ---
INFO:root:Request Arrived

INFO:root:-— Model pushed: ModelType.local -—-
INFO:root:--- Local Models are saved ---
INFO:root:Request Arrived

INFO:root:--- Model pushed: ModelType.cluster ---
INFQ:root:——- Cluster Models are saved ---
INFO:root:Request Arrived

INFO:root:==- Model pushed: ModelType.local ---
INFO:root:--- Local Models are saved ---

INFO: root:Request Arrived

INFO:root:--- Model pushed: ModelType.cluster ---
INFO:root:==- Cluster Models are saved ---
INFO:root:Request Arrived

INFO:root:-— Model pushed: ModelType.local -—-
INFQ:root:--- Local Models are saved ---
INFO:root:Request Arrived

INFO:root:==- Model pushed: ModelType.cluster ---
INFO:root:--- Cluster Models are saved ---

INFO: root:Request Arrived

INFO:root:--- Model pushed: ModelType.local ---
INFQ:root:--- Local Models are saved ---
INFO:root:Request Arrived

INFO:root:--- Model pushed: ModelType.cluster ---
INFQ:oot:-— Cluster Models are saved ---




Figure 6.1 — Example of a database-side console

Figure 6.2 shows an example of the console screen when running an

aggregator:



000 " simple-fl = -2sh = 104x32

(stadleenv) knakayama@Kiyoshis-iMac simple-f1 % python -m f1_main.agqregator.server_th
INFO:root:--- Aggregator Started ---

INFO:r00t:-—- Participate Message Received -—-

INFO:r00t:--- Model Formats initialized, model names: ['modell’, 'model2'] ---
INFO:r00t:--- Models pushed to DB: Response ['confirmation'] ---

INFO:oot:-— Global Models Sent to e42596d911353370021894805d4e9f0R8ch4cIdbbIab7naf9f640369b63c8dc7 ——
INFO:r00t:--- Aggregation Threshold (Number of agents needed for aggregation): 1 -—-
INFO:root:=-- Number of collected local models: @ ---

INFO:root:-—- Waiting for more local models to be collected ---

INFO:root:-—- Aggregation Threshold (Number of agents needed for aggregation): 1 ---
INFO:zoot:--- Number of collected local models: 0 ---

INFO:root:-—- Waiting for more local models to be collected -—-

INFO:zoot:-—- Agqregation Threshold (Number of agents needed for agoregation): 1 -—-
INFO:zoot:-—- Number of collected local models: @ ---

INFO:root:--- Waiting for more local models to be collected -—-

INFO:r00t:--- Models pushed to DB: Response ['confirmation'] ---

INFO:root:--- Local Model Received ---

INFO:root:-—- Aggregation Threshold (Number of agents needed for aggregation): 1 ---
INFO:zoot:--- Number of collected local models: 1 ---

INFO:root:--- Enough local models are collected. Aggregation will start, ---
INFO: oot :Round 1

INFO:zoot:Current agents: [{'agent_name': 'default_agent', 'agent_id': 'e42596d911353370021894805d4¢9700
bebéc9dbb9ab7nf9f640369b63c8dc7", 'agent ip': '192.168.1.73', 'socket': '7896'}]
INFO:zoot:-—- Cluster models are formed ---

INFO:r00t:--- Models pushed to DB: Response ['confirmation'] ---

INFO: oot :-— Global Models Sent to e42596d911353370021894805d4e9f0R8ch4cIdbbIab7nef9f640369b63c8dc7 ——
INFO:r00t:--- Aggregation Threshold (Number of agents needed for aggregation): 1 -—-
INFO:root:--- Number of collected local models: @ ---

INFO:root:--- Waiting for more local models to be collected ---

INFO:Toot:-—- Aggregation Threshold (Number of agents needed for aggregation): 1 ---
INFO:zoot:--- Nunber of collected local models: 6 ---

INFO:root:— Waiting for more local models to be collected —




Figure 6.2 — Example of an aggregator-side console

Figure 6.3 shows an example of the console screen when running an

agent:



000 ] simple-fl = -zsh = 100x32

(stadleenv) knakayamaKiyoshis-iMac simple-f1 % python -m examples.minimal.ninimal MLEngine
INFO:Toot:--- This is a minimal example ---
INFO:Toot:--- Agent initialized ---
INFO:zoot:-—- Your IP is 192.168.1.73 -
INFO:zoot:-—- Model template generated ---
INFO:zoot:-— Local (Initial/Trained) Models saved ---
INFO:Toot:--- Client State is now sending ---
INFO:zoot:--- Init Response: [<AggMsgType.welcome: 0>, 'c5ad38a9dc8947hde8d11e648¢87aeact3355107638
46538fa989ch191df26a", '217e561788a787h9b0239966413892070960697939¢hhach76703e809c9a404", {'modell’
s array([[1, 2, 3],
[4, 5, 611), 'model2': array([[1, 2],
[3, 411)}, 1, 'e42596d911353370021894805d4e9f000ch4cIdbb9abTbafIf040369b03¢cBde7", '7890", 43
n' -
INFO:zoot:--- Global Model Received ---
INFO:root:--- Global Models Saved ---
INFO:T00t:--- Client State is now gm_ready ---
INFO:zoot:--- Global Models read by Agent ---
INFO:zoot:--- Client State is now training ---
Global Models: {'modelt': array([[1, 2, 3],
[4, 5, 6]1), 'model2': array([[1, 2],
[3, 4]1)}
INFO:To0t:--- Training ---
INFO:To0t:--- Training is happening ---
INFO:To0t:--- Training Done ---
Trained models: {'modell': array([[1, 2, 3],
[4, 5, 6]]), 'model2': array([[1, 2],
[3, 4]])}
INFO:zoot:--- Training is happening ---
INFO:zoot:--- Local (Initial/Trained) Models saved ---
INFO:zoot:--- Client State is now sending ---
INFO:root:--- Local Models Sent ---
\FNFO:root:--- Client State is now waiting_gm ---




Figure 6.3 — Example of an agent-side console

Now we know how to run all the FL components: a database, aggre-
gator, and agent. In the next section, we will examine how outputs are

generated by running the FL system.

Data and database folders

After running the FL system, you will notice that the database folder
and data folder are created under the locations that you specified in

the config files of the database and agent.

For example, the db folder is created under db_data_path, written in
the config_db. json file. In the database folder, you will find the
SQLite database, such as model_datal2345.db, where the metadata
of local and cluster global models is stored, as well as a models folder
that contains all the actual local models uploaded by the agents and

global models created by the aggregator.

Figure 6.4 shows the SQLite database and ML model files in a binary
file format stored in the db folder created by running the minimal ex-

ample code:



V10 simple-fl ~/oft/simple-f
b M data
Y o
¥ B models
7b2¢84c970d5¢6561c5004893%eee6adathed865ce20ca0a9898052093bb7ced binaryfile
8e¢6a90bb6225¢0bd01aead2441d79a9cc4307c1380f9c910825798¢ab702400.binaryfile
936eda701feaf61aefb02740bbbe0 bGa3edabebecec03829875h14697d743f binaryfile
Q46daTabiattode12dabad837160db640009d4e6881640efa261aaebd529.bimaryfile
ba68f2d98ed083e81582e21f3302789f7fAb74890128b6e8a3306¢d2e1e8766.binaryfile
eedof6a572c618372296903526ed7a1196fdathh326e4e51c719abdedabf. binaryfile
19b816121841ec7d9e5a9118b1d6edbe3badat72788haaeadd26e0a2c 3ae647d. binaryfile
f126392340a81c9a40beabd5144904816374aac3382860210343226706253a6.binaryfile
f5e05187c403226c63¢0685957632650d16b769596c283354a0acTcle21a3e8 binaryfile
¥ model_data1658426472.440269.db

Figure 6.4 — The SQLite database and ML model files in a bi-

nary file format stored in the db folder

The data folder is created under an agent device at the location of the
model_path, a string value defined in config_agent. json. In the ex-
ample run of the minimal example, the following files are created un-

der the data/agents/default-agent folder:



« lms.binaryfile: A binary file containing a local model created by
the agent

« gms.binaryfile: A binary file containing a global model created by
the aggregator sent back to the agent

« state: A file that has an integer value that indicates the state of the

client itself

Figure 6.5 shows the structure of the agent-side data, which includes
global and local ML models represented with a binary file format, as

well as the file reflecting the FL client state:

simple-fl ~/git/simple-f!
data
agents
default_agent
gms.binaryfile
Ims.binaryfile
= state

Figure 6.5 — Data of the agents including global and local ML

models with a binary file format as well as the client state

Now we understand where the key data, such as global and local
models, is stored. Next, we will take a closer look at the database us-
ing SQLite.



Databases with SQLite

The database created in the db folder can be viewed using any tool to

show the SQLite database that can open files with the xxx.db format.

The database tables are defined in the following sections.

Local models in a database

Figure 6.6 shows sample database entries related to uploaded local

models where each entry lists the local model ID, the time that the

model was generated, the ID of the agent that uploaded the local

model, round information, performance metrics, and the number of

data samples:

model_id qeneration_fime

Fier Fier
1 BooBad0bb6225c00d01aeaboddtdToag... 0721 2022 11.01.24
2 10hB1b12184tecTddesadtiBhidbedbe... | 07/21/202211:01:41
3 Th2c8AcdT0d508561c50048030eaebad... 07/21/202211:02.01
4 fse05187cdh322ecH3c088505763085... | 07/21/202211:02.24

O babbf2d98ed0830e8 166262030027891.. - 0721 202211,02:41

agent.id

Fifter

42506491 1353370021694805...

£42506d911353370021694805...

£42506d911353370021894805...

e425960911363370021894805...

42506491 1353370021694805...

found

Fitter

0

performance  num_samples

Filter

00

05

05

05

05

Fitter

1



Figure 6.6 — Sample database entries related to uploaded lo-

cal models

Cluster models in a database

Figure 6.7 shows sample database entries related to uploaded cluster
models where each entry lists the cluster model ID, the time that the
model was created, the ID of the aggregator that created this cluster

model, round information, and the number of data samples:

model_id generation_time aggregator_id round | num_samples

Filter Filter Filter Filter ~ Filter
1 eedbdf6d572c6(83722196... 07/21/202211:01:41 c5a038a9dcBI47bd0B1... 1 1
2 1126a9234baB1cOad0be... 07/21/202211:02.02 ' ¢5a038a9dc8947bd08d11... 2 1
3 d6darastddifdcdel2da6... 07/21/202211:02:22 ' ¢5a038a9dc8947bd08d11... 3 1

4 935e4a70tfeaf6laefbi02.. 07/21/202211:02:42 ' ¢5a038a0dc8947bd0Bd11... 4 1

Figure 6.7 — Sample database entries related to uploaded

cluster models

Now we have learned how to configure and run the FL system with a
minimal example and how to examine the results. In the next section,
you will learn about the behavior of the FL system and what happens

when the minimal example is run.



Understanding what happens
when the minimal example runs

Understanding the behavior of the entire FL system step by step will
help you design applications with FL enabled and further enhance the
FL system itself. Let us first look into what happens when we run just
one agent by printing some procedures of the agent and aggregator

modules.
Running just one minimal agent

Let’s run the minimal agent after running the database and aggrega-
tor servers and see what happens. When the agent is started with the
minimal ML engine, you will see the following messages in the agent

console:

# Agent-side Console Example

INFO:root:--- This is a minimal example ---
INFO:root:--- Agent initialized —
INFO:root:--- Your IP is xXXX.xxX.l1l.101 ---

When the agent initializes the model to be used for FL, it shows this

message, and if you look at the state file, it has entered the sending



state, which will trigger sending models to the aggregator when the

FL client is started:

# Agent-side Console Example

INFO:root:--- Model template generated ---
INFO:root:--- Local (Initial/Trained) Models save
INFO:root:--- Client State is now sending ---

Then, after the client is started with the start_f1_client function, the
participation message is sent to the aggregator. Here is the participa-

tion message sent to the aggregator:

<AgentMsgType.participate: 0>, # Agent Me
'A89fdlc2d9*****',  # Agent ID
'047bl8ddac*****x ', # Model ID
{
'‘modell': array([[1l, 2, 3], [4, '
'model2': array([[1l, 2], [3, 4]1]
}, # ML Models
True, # Init weights flag
False, # Simulation flag
0, # Exch Port
1645141807.846751, # Generated Time of tl



{'accuracy': 0.0, 'num samples': 1}, # Me
'Xxx.xxx.1.101" # Agent's IP Address

The participation message to the aggregator includes the message
type, agent ID, model ID, ML model with NumPy, initialization weights
flag, simulation flag, exchange port number, time the models were
generated, and meta information such as performance metrics and

the agent’s IP address.

The agent receives the welcome message from an aggregator con-
firming the connection of this agent, which also includes the following

information:

# Agent-side Console Example

INFO:root:--- Init Response: |
<AggMsgType.welcome: 0>, # Message Type
"4e2da*****' # Aggregator ID
'23487*****x' # Model ID
{'modell': array([[1l, 2, 3], [4, 5, 6]1]).

'model2': array([[1l, 21, [3, 411)}, # G.

1, # FL Round
'A89fd1lc2d9*****' # Agent ID
'7890"', # exch socket number

'4321' # recv_socket number



On the aggregator side, after this agent sends a participation mes-

sage to the aggregator, the aggregator confirms the participation and

pushes this initial model to the database:

# Aggregator-side Console Example

INFO
INFO

INFO:
INFO:
INFO:
INFO:
INFO:

troot:

troot:

root

root:

root:

root:

root:

--- Participate Message Received ---

——- Model Formats initialized, model n:
—-—- Models pushed to DB: Response [ 'corl
-—-— Global Models Sent to A89fdlc2d9*:

:——— Aggregation Threshold (Number of ac¢

——— Number of collected local models: |

-—- Waiting for more local models to b

In the database server-side console, you can also check that the local

model is sent from the aggregator and the model is saved in the

database:

# DB-side

INFO:root:
INFO:root:
INFO:root:

Console Example
Request Arrived
—--— Model pushed: ModelType.local ---

———- Local Models are saved ---

After the aggregator sends the global model back to the agent, the

agent receives and saves it and changes the client state from wait-



ing_gm to gm_ready, indicating the global model is ready for retraining

locally:

# Agent-side Console Example

INFO:root:--- Global Model Received ---
INFO:root:--- Global Models Saved ---
INFO:root:--- Client State is now gm ready ---

Here is the message sent to the agent from an aggregator, including
the global model. The contents of the message include the message
type, aggregator ID, cluster model ID, FL round, and ML models with

NumPy:

<AggMsgType.sending gm models: 1>, # Mes:
'8c6c946472*x*x*x%"' # Aggregator ID
'ab633380f6****xx'  # Global Model ID
1, # FL Round Info
{
'modell': array([[l., 2., 3.]1,[4
'model2': array([[l., 2.]1,[3., 4
} # ML models



Then, the agent reads the global models to proceed with using them

for local training and changes the client state to training:

# Agent-side Console Example

INFO

INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:
INFO:

troot:—---
root:—---
root:—---
root:—---
root:---
root:—---
root:—---
root:—---
root:---
root:—---
root:—---
root:—---

root:---

Global Models read by Agent ---
Client State is now training ---
Training ---

Training is happening ---

Training is happening ---

Training Done ---

Local (Initial/Trained) Models save
Client State is now sending ---
Local Models Sent ---

Client State is now waiting gm ---
Polling to see if there is any upd:
Global Model Received ---

The global models saved ---

After the preceding local training process, the agent proceeds with

sending the trained local models to the aggregator and changes the

client state to waiting_gm, which means it waits for the global model

with the polling mechanism.

Here is the message sent to the aggregator as a trained local model

message. The contents of the message include message type, agent



ID, model ID, ML models, generated time of the models, and metada-

ta such as performance data:

<AgentMsgType.update: 1>, # Agent's Mess:
'al031a737f*****' # Agent ID
'e89ccchdc9*x**xx'  # Model ID
{
'‘modell': array([[1l, 2, 3]1,[4, 5,
'model2': array([[1l, 21,[3, 4]11)
}, # ML Models
1645142806.761495, # Generated Time ¢

{'accuracy': 0.5, 'num samples': 1} # Mel

Then, in the aggregator, after the local model is pushed to the data-

base, it shows the change in the buffer, that the number of collected

local models is up to 1 from 0, thus indicating that enough local mod-

els are collected to start the aggregation:

# Aggregator-side Console Example

INFO:
INFO:
INFO:
INFO:

root:--- Models pushed to DB: Response [ 'corl
root:--- Local Model Received ---

root:--- Aggregation Threshold (Number of ac
root:--- Number of collected local models:



INFO:root:

-—- Enough local models are collected.

Then, aggregation for round 1 happens and the cluster global models

are formed, pushed to the database, and sent to the agent once the

polling message

arrives from the agent. The aggregator can also

push the message back to the agent via a push method:

# Aggregator-side Console Example

INFO:root
INFO:root

INFO:root
INFO:root

:Round 1

:Current agents: [{'agent name': 'defau:
INFO:root:

——— Cluster models are formed ---

:——— Models pushed to DB: Response [ 'corl
:——— Global Models Sent to A89fdlc2d9**:

On the database server side, the cluster global model is received and

pushed to the database:

# DB-side
INFO:root:
INFO:root:
INFO:root:

Console Example

Request Arrived

—--- Model pushed: ModelType.cluster ---
——— Cluster Models are saved ---

This process in this section is repeated after cluster models are gen-

erated and saved for the upcoming FL round and the round of FL pro-



ceeds with this interaction mechanism.

If you look at both the local and cluster global models, they are as

follows:
{
'modell': array([[1l, 2, 3]1,[4, 5, 6]11),
'model2': array([[1l, 21,[3, 4]11)
}

This means only one fixed model is used all the time even if aggrega-
tion happens, so the global model is exactly the same as the initial

one as the dummy training process is used here.

We will now look into the results when running two minimal agents in

the next section.
Running two minimal agents

With the database and aggregator servers running, you can run many
agents using the minimal_MLEngine. py file in the simple-fl/exam-

ples/minimal folder.

You should run the two individual agents from different local ma-

chines by specifying the IP address of the aggregator to connect



those agents with the minimal ML example.

You can also run multiple agents from the same machine for simula-
tion purposes by specifying the different port numbers for the individ-

ual agents.

In the code provided in the simple-f1 repository on GitHub, you can

run the multiple agents by using the following command:

python -m examples.minimal.minimal MLEngine

[simulation flag] [gm recv port] [agent name]

To conduct the simulation, simulation_flag should be set to

1. gm_recv_port is the port number to receive the global models from
the aggregator. The agent will be notified of the port number by the
aggregator through the response of a participation message. Also,
agent_name is the name of the local agent and the directory name
storing the state and model files. This needs to be unique for every
agent.

For instance, you can run the first and second agents with the follow-

ing commands:

# First agent

python -m examples.minimal.minimal MLEngine 1
50001 al

# Second agent



python -m examples.minimal.minimal MLEngine 1

50002 aZ2
You can edit the configuration JSON files in the setups folder if need-

ed. In this case, agg_threshold is set to 1.

When you run the simulation in the database server running a mini-
mal example with multiple agents, the console screen will look similar

to that in Figure 6.1.

Figure 6.8 shows the console screen of a simulation in the aggregator

server running a minimal example using dummy ML models:



000 simple-fl = python -m fl_main.aggregator.server th=104x32

INFO:root:Current agents: [{'agent name': 'al', 'agent_1d': '28fe2bf6af1h9817c78a78c2a26476858f25d8a96fa
T17703768d8edehc04lan’, 'agent ip's '192.168.1.73', 'socket': 50001}, {'agent_name': 'a2', 'agent_id":

8b530842120952369314b30788d611d11ch8975d8581ec fhBob4DA9AIAckeec ', agent 1p': '192.168.1.73", 'socket':
50002} ]

NFO:root:--- Cluster models are formed ---

NFO:zoot:--- Nodels pushed to DB: Response ['confirmation'] ---

NFO:root:--- Global Models Sent to 8b5a0842120952369314030788d611d11ch89f508581ec fhB5045H59590ckeec -

NFQ:root:--- Global Models Sent to 28fe2bf6aflh9817cf8a78c2a2047585825d8a90a7777c3768dBede0e041ad -

NFO:zoot:--- Aggregation Threshold (Number of agents needed for aggregation): 2 ---

NFO:root:--- Nunber of collected local models: 8 ---

NFO:zoot:--- Wiaiting for more local models to be collected ---

NFO:root:--- Aggregation Threshold (Number of agents needed for aggregation): 2 ---

NFO:root:--- Number of collected local models: § ---

FO:root:--- Waiting for more local models to be collected ---

0:root:--- Aggregation Threshold (Number of agents needed for aggregation): 2 ---

0:root:--- Number of collected local models: 0 ---

0:root:--- Waiting for more local models to be collected ---

0:root:--- Models pushed to 0B: Response ['confirmation'] ---

FO:root:--- Local Model Received -—-

NFO:zoot:--- Nodels pushed to DB: Response ['confirmation'] ---

NFO:root:--- Local Model Received ---

NFO:root:--- Aggregation Threshold (Number of agents needed for aggregation): 2 -

NFO:root:--- Number of collected local models: 2 ---

NFO:root:--- Enough local models are collected. Aggregation will start, ---

NFO: root:Round 2

INFO:root:Current agents: [{'agent_name's 'al', 'agent_id': '28fe2bfoaf1h9817cf8a78c2a26475858¢258a90f
1777c376808edebc04lad’, 'agent ip': '192.168.1.73", 'socket': 50001}, {'agent_name': 'a2', 'agent_id':

8b530842120952369314b30788d611d11ch897508581ec fhBObASDAI590ckeec ', 'agent_1p': '192.168.1.73", 'socket':
50002}

INFO:root:--- Cluster models are formed ---

INFO:root:--- Models pushed to DB: Response ['confirmation'] ---

B

I
l
l
l
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I
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I
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INF
INF
INF
INF
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Figure 6.8 — Example of an aggregator-side console running a

minimal example connecting two agents

Figure 6.9 shows the console screen of a simulation in one of the

agents running a minimal example using dummy ML models:



000 simple-fl = python -m examples.minimal.minimal_MLEngine 150001 a1=104x32

INFO:root:--- Global Model Received ---
INFO:root:--- Global Models Saved ---
INFO:root:-— Client State is now gm_ready ---
INFO:root:--- Global Models read by Agent ---
INFO:root:--- Client State is now training ---
Global Models: {'modell': array([[1, 2, 3],

[4, 5, 611), 'model2': array([[1, 2],

[3, 4]1)}
INFO:root:--- Training ---
INFO:root:--- Training is happening ---
INFO:root:-—- Training Done ---
Trained models: {'modell': array([[1, 2, 3],

[4, 5, 6]]), 'model2': array([[1, 2],

[3, 4]1)}
INFO:root:-— Local (Initial/Trained) Models saved ---
INFO:root:--- Client State is now sending ---
INFO:root:==- Local Models Sent =--
INFO:root:-—- Client State 1s now waiting_gm ---
INFO:root:--- Polling to see if there is any update ---
INFO:root:-— Global Model is NOT ready (ACK) ---
INFO:root:--- Polling to see if there is any update ---
INFO:root:-— Global Model is NOT ready (ACK) ---
INFO:root:--- Polling to see if there is any update ---
INFO:root:--- Global Model Received ---
INFO:root:-— Global Models Saved ---
INFO:root:--- Client State is now gm_ready ---
INFO:root:-—- Global Models read by Agent ---
INFO:root:--- Client State is now training ---
Global Models: {'modell': array([[2., 3., &.],

(5., 6., 7.1]), 'model2': array([[2., 3.],

(4., 5.11)}

\FNFO:root:——— Training ---




Figure 6.9 — Example of agent 1’s console running a minimal

example using dummy ML models

Figure 6.10 shows the console screen of a simulation in another

agent running a minimal example using dummy ML models:



-

INFO:Toot:--- Global Model Received ---
INFO:root:--- Global Models Saved ---
INFO:root:--- Client State 1s now gm_ready -—-
INFO:root:--- Global Models read by Agent ---
INFO:Toot:--- Client State is now training ---
Global Models: {'modell': array([[1, 2, 3],

[4, 5, 6]]), 'model2': array([[L, 2,

3, 4]11)}
INFO:Toot:--- Training ---
INFO:root:--- Training is happening ---
INFO:root:--- Training Done ---
Trained models: {'modell': array([[3, &4, 5],

[6, 7, 81]), 'model2': array([[3, &],

[5, 6]1)}
INFO:root:--- Training is happening ---
INFO:Toot:--- Local (Initial/Trained) Models saved ---
INFO:Toot:-— Client State 1s now sending —
INFO:oot:-—- Local Models Sent ---
INFO:root:--- Client State 1s now waiting_gm ---
INFO:root:--- Polling to see if there is any update ---
INFO:root:--- Global Model Received ---
INFO:root:--- Global Models Saved ---
INFO:root:--- Client State 1s now gm_ready ---
INFQ:root:--- Global Models read by Agent ---
INFO:root:--- Client State is now training ---
Global Models: {'modell': array([[2., 3., &.],

(5., 6., 7.11), 'model2': array([[2., 3.],

(4., 5.]])}
INFO: root:--- Training ---
INFO:root:--- Training 1s happening ---
INFO:root:--- Training is happening ---
INFO:zoot:-—- Training Done ---

¢ ¢ simple-fl = python -m examples.minimal.minimal_MLEngine 150002 a2 - 104x32




Figure 6.10 — Example of agent 2’s console running a minimal

example using dummy ML models

Now we know how to run the minimal example with two agents. In or-
der to further look into the FL procedure using this example, we will

answer the following questions:

« Has aggregation been done correctly for the simple cases?
« Has the FedAvg algorithm been applied correctly?

« Does aggregation threshold work with connected agents?

After running and connecting the two agents, the aggregator will wait

to receive two models from the two connected agents, as follows:

# Aggregator-side Console Example

INFO:root:--- Aggregation Threshold (Number of ac
INFO:root:--- Number of collected local models: |
INFO:root:--- Waiting for more local models to be

In this case, the aggregation threshold is setto 1.0 in the config_ag-
gregator.json file in the setups folder, so the aggregator needs to
collect all the models from connected agents, meaning it needs to re-
ceive local ML models from all the agents that are connected to the

aggregator.



Then, it receives one model from one of the agents and the number

of collected local models is increased to 1. However, as the aggrega-

tor is still missing one local model, it does not start aggregation yet:

# Aggregator-side Console Example

INFO:root:--- Local Model Received ---
INFO:root:--- Aggregation Threshold (Number of ac
INFO:root:-—-- Number of collected local models:
INFO:root:--- Waiting for more local models to b

On the agent side, after the local models are sent to the aggregator, it

will wait until the cluster global model to be created in the aggregator

and sent back to the agent. In this way, you can synchronize the FL

process at the agent side and automate the local training procedure

when the global model is sent back to the agent and ready for

retraining.

After the aggregator receives another local model, enough models

are collected to start the aggregation process:

# Aggregator-side Console Example

INFO:root:
INFO:root:
INFO:root:

TNRFN e rAn+t o

Local Model Received ---
Aggregation Threshold (Number of ac

Number of collected local models:

Fnniirdrh 1TAa~ral mndale are ~nllacrt+aAd
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It will finally start the aggregation for the first round, as follows:

# Aggregator-side Console Example

INFO
INFO

INFO:

INFO

INFO:
INFO:

troot:
troot:
root:
troot:
root:

root:

Round 1

Current agents: [{'agent name': 'al',
——— Cluster models are formed ---

—-—- Models pushed to DB: Response [ 'corl
—-—— Global Models Sent to 1f503***** _.
—-—- Global Models Sent to 70de8***** _.

Here, let’s look at the agent-side ML models that are locally trained:

# Agent 1's Console Example

INFO:root:--- Training ---
INFO:root:--- Training is happening ---
INFO:root:--- Training Done ---

Trained models: {'modell': array([[1l, 2, 3],

[4, 5, 6]]), 'model2': array([[1l, 2
[3, 4]1)}

INFO:root:--- Local (Initial/Trained) Models save

Also, let’s look at another agent’s ML models that are locally trained:



# Agent 2's Console Example

INFO:root:--- Training ---
INFO:root:--- Training is happening ---
INFO:root:--- Training Done ---

Trained models: {'modell': array([[3, 4, 5],
[6, 7, 8]]), 'model2': array([[3, 4
[5, 61]1)}

INFO:root:--- Local (Initial/Trained) Models save

As in the models sent to the aggregator from agents 1 and 2, if FedAvg
is correctly applied, the global model should be the averaged value of
these two models. In this case, the number of data samples is the
same for both agents 1 and 2, so the global model should just be an

average of the two models.

So, let’s look at the global models that are generated in the

aggregator:

# Agent 1 and 2's Console Example
Global Models: {'modell': array([[2., 3., 4.],
[5., 6., 7.]]), 'model2': array([[2

[4., 5.11)}

The received model is the average of the two local models and thus

averaging has been correctly conducted.



The database and data folders are created in the model_path speci-
fied in the agent configuration file. You can look at the database val-
ues with an SQLite viewer application and look for some models
based on the model ID.

Now that we understand what’s happening with minimal example
runs, in the next section, we will run a real ML application using an
image classification model using a Convolutional Neural Network
(CNN).

Running image classification and
analyzing the results

This example demonstrates the use of this FL framework for image
classification tasks. We will use a famous image dataset, CIFAR-10

(URL: https://www.cs.toronto.edu/~kriz/cifar.html), to show how an

ML model grows through the FL process over time. However, this ex-
ample is only given for the purposes of using the FL system we have
discussed so far and is not focused on maximizing the performance

of the image classification task.

Preparing the CIFAR-10 dataset


https://www.cs.toronto.edu/~kriz/cifar.html

The following is the information required related to the dataset size,

the training and test data, the number of classes, and the image size:

Dataset size: 60,000 images

Training data: 50,000 images

Test data: 10,000 images

Number of classes: 10 (airplane, automobile, bird, cat, deer, dog,

frog, horse, ship, and truck)

Each class has 6,000 images

Image size: 32x32 pixels, in color

Figure 6.11 shows a collection of sample pictures of 10 different class-

es in the dataset with 10 random images for each:
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Figure 6.11 — The classes in the dataset as well as 10 random
images for each category (the images are adapted from

https://www.cs.toronto.edu/~kriz/cifar.html)

Now that the dataset is prepared, we will look into a CNN model used

for the FL process.



The ML model used for FL with image
classification

Here is the description of the ML model architecture of the CNN mod-
el used in this image classification example. To learn more about

what the CNN is, you can find many useful study resources, such as
https://cs231n.github.io/convolutional-networks/:

Conv2D
MaxPool2D (maximum pooling)
Conv2D

3 fully-connected layers

The script to define the CNN model is already designed and can be
found in cnn.py in examples/image_classification in the simple-f1l
repository on GitHub. Next, we will run the image classification appli-

cation with the FL system.

How to run the image classification
example with CNN

As mentioned in the installation steps at the beginning of this chapter,
we first install the necessary libraries with federatedenv, and then in-

stall torch and torchvision after that:

pip install torch


https://cs231n.github.io/convolutional-networks/

pip install torchvision

You can configure many settings through the JSON config files in the
setups folder of the simple-f1 repo of GitHub. For more details, you

can read the general description of the config files in our setups doc-
umentation (https:/github.com/tie-set/simple-fl/tree/master/setups).

First, you can run two agents. You can increase the number of agents
running on the same device by specifying the appropriate port

numbers.

As you already know, the first thing you can do is run the database

and aggregator:

# FL server side
python -m f1 main.pseudodb.pseudo db

python -m fl1 main.aggregator.server th

Then, start the first and second agents to run the image classification

example:

# First agent

python -m examples.image classification.classific¢
_engine 1 50001 al

# Second agent

python -m examples.image classification.classific¢


https://github.com/tie-set/simple-fl/tree/master/setups

_engine 1 50002 a2

To simulate the actual FL scenarios, the amount of training data ac-
cessible from each agent can be limited to a specific number. This
should be specified with the num_training_data variable in classifi-
cation_engine.py. By default, it uses 8,000 images (2,000 batches)

for each round.

Now that we can run the two agents to test the FL process using CNN
models, let us look further into the results by running the image clas-

sification example.

Evaluation of running the image
classification with CNN

The performance data (the accuracy of each local model cluster mod-
el) is stored in our database. You can access the corresponding .db

file to see the performance history.

The DataManager instance (defined in ic_training.py) has a function
to return one batch of images and their labels (get_random_images).
You can use this function to show the actual labels and the predicted

labels by the trained CNN on specific images.

Figure 6.12 shows a plot of the learning performance from our experi-

mental runs on our side; the results may look different when you run it



with your own settings:
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Figure 6.12 — Plot of the learning performance from the experi-

mental runs for FL using CNN for image classification

Again, as we only use two agents here, the results just look slightly
different. However, with the proper hyperparameter settings, data
amount, and the number of agents, you will be able to carry out an FL
evaluation that produces meaningful results, which we would like you
to explore on your own, as the focus here is just how to connect the

actual ML models to this FL environment.

Running five agents

You can easily run five agents for the image classification application
by just specifying different port numbers and agent names in the ter-
minal. The results look similar to what we discussed in the previous
section except the real ML models are connected (in this case, the
ML model being aggregated is CNN). After running the five agents,

the data and database folders look like in Figure 6.13:



simple-fl ~/git/simple-f!
data
agents
al
a2
a3
ad
ao
cifar-10-batches-py
I cifar-10-python tar.gz
dob
models
® model_data1658428545.369984.db

Figure 6.13 — Results to be stored in each folder with the

agent’s unique name

Figure 6.14 shows the uploaded local models in the database with in-
formation about the local model ID, the time the models were gener-
ated, the ID of the agent that uploaded the local model, performance

metrics, and round information:



model_id

Fifter

6e7020130511bd0cheb0tdee..

Q71757226a5441703714231...

26716ead91 eabfbrb00ef0ct...

62d450b6ic626735099810c0..

387af7a53c317220aa21492...

4d52g5245480532dc1 chdT...

edodd53d3aB194b2fec13966...

(fadbi9e142a387cada0Bebth...

4190d50cd099770f31fdar ..

68ecbad316bbad17d2ai(7e...

bOb1e10adeecObi0Sbebd3se...

3eBc28ac5701345f143a5191...

2008cf03738167a14e53ccd...

48775082¢0966a6la3BebesT...

055bdci32eedbibdc231edfd...

generation_tme

Fiter

07/21/2022 11.56: 14
07/21/202211:57:01
07/21/202211:57:26
07/21/2022 1.57:39
07/21/2022 1:57:43
07/21/202211.58:55
07/21/2022 11.58:56
07/21/2022 11.58:57
07/21/2022 11.58:59
07/21/202211:59:15
07/21/202212:00:30
07/21/202212:00:31
07/21/202212:00.37
07/21/202212:00.37

07/21/202212:00.39

agent_id

Filter

bb0432396ai71874207179...

bb0432396ai71874207179...

b380961bdcB4c678feds6s...

135261f7ata60e111ce576h...

fard45ade61b340c3eds...

35261f7afa60e111ce576b...

bb0432396ai71874207179...

b380961dcB4cH78fed56s...

fard45ade61b340c3eds...

Thed2eabeeTcdb036137...

135261f7afa60e111ce576b...

Thed2eabeeTcdbd036137...

bb0432396ai71874207779...

b380961bdcB4ct78fed56s...

fa7d45ade61b340c3edss...

round

Filter

0

1

performance  num_samples

Filter

00

0.2939

0.2967

0.2927

0233

0.3

0.3743

0.3562

0.3549

03726

04029

0.4106

04222

03972

0.434

Filter

1

E E E E B g B E B | E B EB| B E



Figure 6.14 — Information about the local models in the
database

If you look at the database in Figure 6.14, there are five models col-

lected by the five agents with local performance data.

For each round, those five local models are aggregated to produce a
cluster global model, as in the cluster_models table in the database,
as shown in Figure 6.15. The database storing cluster models has in-
formation about the cluster model ID, the time the models were gen-
erated, the ID of the aggregator that created the cluster model, and

round information:

model_id generation_time aggregator_id round  num_samples
Filter Filter Filter Filter Filter
1 c04de56d868d2bd75d9013... | 07/21/202211.57.:44  B01241c037ctBoc2i7al... 1 32000
2 aBB56TIe25a526986ec302... | 07/21/202211:59.19  801241c07cti6ec217a0... 2 40000
§ d5c000531c34063817M97... | 07/21/202212:00:39  801241c07cti6ec217a0... 3 40000
4 Th22e69618d0cB175e3026... (07/21/202212:02,00  801241c037cti6ec217a0... 4 40000

Figure 6.15 — Information about the cluster models in the

database



In this way, you can connect as many agents as possible. Itis up to
you to optimize the settings of the local ML algorithms to obtain the

best-performing federated models out of the FL system.
Summary

In this chapter, we discussed the execution of FL systems in detail
and how the system will behave according to the interactions be-
tween the aggregator and agents. The step-by-step explanation of
the FL system behavior based on the outcomes of the console exam-
ples guides you to understand the aggregation process of the FedAvg
algorithm. Furthermore, the image classification example showed
how CNN models are connected to the FL system and how the FL
process increases the accuracy through aggregation, although this
was not optimized to maximize the training results but simplified to

validate the integration using CNN.

With what you have learned in this chapter, you will be able to design
your own FL applications integrating the principles and framework in-
troduced in this book, and furthermore, will be able to assess the FL
behavior on your own to see whether the whole flow of the FL
process and model aggregation is happening correctly and

consistently.



In the next chapter, we will cover a variety of model aggregation
methods and show how FL works well with those aggregation

algorithms.



7

Model Aggregation

In the Model aggregation basics section of Chapter 3, Workings of the
Federated Learning System, we introduced the concept of aggrega-
tion within the federated learning (FL) process at a high level. Recall
that aggregation is the means by which an FL approach uses the
models trained locally by each agent to produce a model with strong
global performance. It is clear to see that the strength and robustness
of the aggregation method employed are directly correlated to the re-

sulting performance of the end global model.

As a result, choosing the appropriate aggregation method based on
the local datasets, agents, and FL system hierarchy is key to achiev-
ing good performance with FL. In fact, the focal point of many publica-
tions in this field is providing mathematically backed convergence

guarantees for these methods in a variety of theoretical scenarios.

The goal of this chapter is to cover some of the research that has

been done on aggregation methods and their convergence in both
ideal and non-ideal cases, tying these methods to their strengths in
the different scenarios that arise in the practical applications of FL.

After reading the chapter, you should be able to understand how dif-



ferent characterizations of an FL scenario call for different aggrega-
tion methods, and you should have an idea of how these algorithms

can actually be implemented.
In this chapter, we will cover the following topics:

« Revisiting aggregation
« Understanding FedAvg

« Modifying aggregation for non-ideal cases

Technical requirements

The Python algorithm implementations presented in the book can all
be found in the ch7 folder, which is located at
https:/github.com/PacktPublishing/Federated-Learning-with-

Python/tree/main/ch7.

IMPORTANT NOTE

You can use the code files for personal or educational purpos-
es. Please note that we will not support deployments for com-
mercial use and will not be responsible for any errors, issues,

or damages caused by using the code.

For the pure aggregation algorithms, auxiliary code is included to dis-

play example output from preset local parameters. The aggregation


https://github.com/PacktPublishing/Federated-Learning-with-Python/tree/main/ch7

methods that modify the local training process require an FL system
in order to operate — for these, full implementations using STADLE
are included. Also, the pure aggregation algorithms can be directly
tested with STADLE by configuring the aggregation method. Informa-
tion on how to run the examples can be found in the associated

README files.

The installation of the stadle-client package through pip is neces-
sary to run the full FL process examples. The following command can

be used to perform this installation:

pip install stadle-client
Using a virtual environment is recommended to isolate the specific

package versions installed with stadle-client from other installa-

tions on the system.
Revisiting aggregation

To solidly contextualize aggregation within FL, first, we describe the

components of a system that are necessary for FL to be applied:

« A set of computational agents that perform the local training por-
tion of FL.
« Each agent possesses a local dataset (static or dynamic), of which

no portion can be communicated to another agent under the



strictest FL scenario.

« Each agent possesses a parameterized model that can be trained
on the local dataset, a process that produces the local optima pa-
rameter set for the model.

« A parameter server, or aggregator, which receives the locally
trained models at each iteration from the agents and sends back
the resulting model produced by the aggregation method chosen

to be used.

Every FL communication round can then be broken down into the fol-

lowing two phases:

« The local training phase, where agents train their local models on
their local datasets for some number of iterations

« The aggregation phase, where the agents send the resulting
trained local models from the previous phase to the aggregator
and receive the aggregated model for use as the starting model in

the local training phase of the next round.

So, what exactly does it mean for an agent to send a locally trained
model during the aggregation phase? The general approach is to use
the parameter sets that define the local models, allowing for some de-
gree of generalization across all models that can be parameterized in
such a way. However, a second approach focuses on sending the

local gradients accumulated during the local training when using a



gradient-based optimization approach to the aggregator, with the
agents updating their models using the received aggregate gradient
at the end of the round. While this approach restricts usage to models
with gradient-based local training methods, the prevalence of such
methods when training deep learning models has led to a subset of
aggregation methods based on gradient aggregation. In this chapter,
we choose to frame model aggregation through the lens of the

FedAvg algorithm.
Understanding FedAvg

In Chapter 3, Workings of the Federated Learning System, the aggre-
gation algorithm known as FedAvg was introduced to help clarify the
general structure and represent the more abstract concepts dis-
cussed earlier with a specific example. FedAvg was used for two rea-
sons: simplicity in the underlying algorithm, and generalizability
across more model types than gradient-based approaches. It also
benefits from extensive references by researchers, with performance
analysis in different theoretical scenarios using FedAvg as a baseline
when proposing new aggregation methods. This focus in the re-
search community can most likely be attributed to the fact that the
original FedAvg paper was published by the team working at Google

that first brought exposure to the concept and benefits of FL. For fur-



ther reading, this paper can be found at
https://arxiv.org/abs/1602.05629?context=cs.

FedAvg is predated by an aggregation approach known as
Federated Stochastic Gradient Descent (FedSGD). FedSGD can
be viewed as the gradient aggregation analog of the model parame-
ter averaged performed by FedAvg. In addition, the concept of aver-
aging model parameters was examined prior to FedAvg for paral-
lelized SGD approaches, outside of the context of FL. Essentially, the
analysis of these parallelized SGD approaches mirrors the
Independently and Identically Distributed (lID) case of FedAvg —
this concept will be discussed later in the section. Regardless, the
simplicity, generalizability, and popularity of FedAvg make it a good
base to delve deeper into, contextualizing the need for the numerous
aggregation approaches discussed in later sections that have built

upon or, otherwise, improved on FedAvg.

Previously, FedAvg was only presented as an algorithm that takes

Mll MZJ' ) MKwith a respective local dataset
Ny, Ny, e, N

returns:

models

size of , where the sum equals N and
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As shown in the Aggregating local models section of Chapter 4,
Federated Learning Server Implementation with Python, simple-fl
uses the following function to compute a weighted average of the buf-
fered models (models sent from clients during the current round)

based on the amount of data used to locally train each model:

def average aggregate(self,
buffer: List[np.array
num samples: List[int
Given a list of models, compute the aver:
This function provides a primitive mather
:param buffer: List[np.array] - A list o:
treturn: np.array - The aggregated model:
denominator = sum(num samples)

# weighted average



model = float(num samples[0]) / denominat
for i in range(l, len(buffer)):
model += float(num samples[i]) / denc

return model

The original algorithm does not differ too greatly from this portrayal.

The high-level steps of the algorithm are as follows:

1. The server randomly samples K * C clients, where Kis the total
number of clients and Cis a parameter between 0 and 1.

2. The selected K * C clients receive the most recent aggregate mod-
el and begin to train the model on their local data.

3. Each client sends its locally trained model back to the server after
some desired amount of training is completed.

4. The server computes the parameter-wise arithmetic mean of the

received models to compute the newest aggregate model.

Parallels can be immediately drawn between this formal representa-
tion and our presentation of the FL process, with ClientUpdate per-
forming local training for an agent and the server performing aggre-
gation using the same weighted averaging algorithm. One important
point is the sampling of a subset of clients to perform the local train-
ing and model transmission during each round, allowing for client
subsampling parameterized by C. This parameter is included to ex-
perimentally determine the convergence rates of various client set

sizes — in an ideal scenario, this will be set to 1.



As previously mentioned, FedAvg is the ideal FL scenario that essen-
tially mirrors an approach to parallelized stochastic gradient descent.
In parallelized SGD (pSGD), the goal is to leverage hardware paral-
lelization (for example, running on multiple cores in parallel) in order
to speed up SGD convergence on a specific machine learning task.
One approach for this task is for each core to train a base model on
some subset of the data in parallel for some number of iterations,
then aggregate the partially trained models and use the aggregated
models as the next base for training. In this case, if the cores are con-
sidered to be agents in an FL scenario, the parallelized SGD ap-
proach is the same as FedAvg in an ideal scenario. This means all of
the convergence guarantees and respective analyses that were done
for pSGD can be directly applied to FedAvg, assuming the ideal FL
scenario. From this prior work, it has, therefore, been shown that Fed-

Avg demonstrates strong convergence rates.

After all this praise for FedAvg, it is only natural to question why more
complex aggregation methods are even necessary. Recall that the
phrase “ideal FL scenario” was used several times when discussing
FedAvg convergence. The unfortunate reality is that most practical
FL applications will fail to meet one or more of the conditions stipulat-

ed by that phrase.

The ideal FL scenario can be broken down into three main

conditions:



« The local datasets used for training are IID (the datasets are inde-
pendently drawn from the same data distribution).

« The computational agents are relatively homogeneous in compu-
tational power.

« All agents can be assumed to be non-adversarial.

At a high level, it is clear why these qualities would be desirable in an
FL scenario. To understand, in greater detail, why these three condi-
tions are necessary, the performance of FedAvg in the absence of

each condition will be examined in the upcoming subsections.

Dataset distributions

To examine FedAvg in the non-1ID case, first, it is important to define
what exactly is being referred to by the distribution of a dataset. In
classification problems, the data distribution often refers to the distrib-
ution of the true classes associated with each data point. For exam-
ple, consider the MNIST dataset, where each image is a handwritten
digit from 0 to 9. If a uniform random sample of 1,000 images was to
be taken from the dataset, the expected number of images from each
class would be the same — this could be considered a uniform data
distribution. Alternatively, a sample with 910 images of the digit 0
along with 10 images of the other digits would be a heavily skewed

data distribution.



To generalize outside of classification tasks, this definition can be ex-
tended to refer to the distribution of features present across the
dataset. These features could be manually crafted and provided to
the model (such as linear regression), or they could be extracted from
the raw data as part of the model pipeline (such as deep CNN mod-
els). For classification problems, the class distribution is generally
contained within the feature distribution, due to the implicit belief that
the features are sufficient for correctly predicting the class. The bene-
fit of looking at feature distributions is the data-centric focus on fea-
tures (versus the task-centric focus on classes), allowing for general-

ization across machine learning tasks.

However, in the context of experimental analysis, the ability to easily
construct non-1ID samples from a dataset makes classification tasks
ideal for testing the robustness of FedAvg and different aggregation
methods within an FL context. To examine FedAvg in this section,
consider a toy FL scenario where each agent trains a CNN on data
samples taken from the MNIST dataset described earlier. There are

two main cases, which are detailed next.

IID case

The convergence of the models can be represented through the use
of the model parameter space. The parameter space of a model with

n parameters can be thought of as an n-dimensional Euclidean



space, where each parameter corresponds to one dimension in the
space. Consider an initialized model; the initial parameters of this
model can then be represented as a point in the parameter space. As
local training and aggregation occur, this representative point will
move in the parameter space, with the end goal being convergence
to a point in the space corresponding to a local optimum of the loss or

error function being minimized.

One key point of these functions is the dependence on the data used
during the local training process — when the datasets across the
agents are IID, there is a general tendency for the optima of the re-
spective loss/error functions to be relatively close in the parameter
space. Consider a trivial case where the datasets are |ID and all mod-
els are initialized with the same parameters. As shown in the Model

aggregation basics section of Chapter 3, Workings of the Federated

Learning System, a simplified version of the parameter space can be

depicted:






Figure 7.1 — Models with the same initialization and IID

datasets

Observe how both models start at the same point (purple x) and
move toward the same optima (purple dot), resulting in aggregate

models close to the optima shared by both models.

Due to the resulting similarity of the error/loss functions across the
agents, the models tend to converge toward the same or similar opti-
ma in the space during training. This means that the change in the
models after each aggregation step is relatively small, resulting in the
convergence rates mirroring the single local model case. If the under-
lying data distribution is representative of the true data distribution
(for example, uniform across the 10 different digits for MNIST), the re-

sulting aggregated model will demonstrate strong performance.

Next, consider the generalized |ID case where each model is initial-

ized separately:



------




Figure 7.2 — Models with different initializations and 1ID

datasets

In this scenario, observe how both models start at different points
(bold/dotted x) and initially move toward different optima, producing a
poor first model. However, after the first aggregation, both models
start at the same point and move toward the same optima, resulting

in similar convergence to the first case.

It should be clear that this reduces to the previous case after the first
aggregation step since each model starts the second round with the
resulting aggregated parameters. As a result, the convergence prop-
erties previously stated can be extended to the general case of Fed-

Avg with 11D local datasets.

Non-IID Case

The key property in the IID local dataset case that allows for conver-
gence speeds mirroring the single model case is the similarity of the
local optima of the loss/error functions, due to their construction from
similar data distributions. In the non-IID case, similarity in the optima

is generally no longer observed.

Using the MNIST example, let’s consider an FL scenario with two

agents such that the first agent only has images with digits 0 to 4 and



the second agent only has images with digits 5 to 9; that is, the
datasets are not IID. These datasets would essentially lead to two
completely different five-class classification tasks at the local training
level, as opposed to the original 10-class classification problem — this
will result in completely different parameter space optima between
the first agent and the second agent. Consider the simplified repre-
sentation of this parameter space as follows, with both models having

the same initialization:






Figure 7.3 — Models with different initializations and non-I1D

datasets

Now that optima are no longer shared (triangles/squares represent-
ing optima for bold/dotted model, respectively), even repeated aggre-
gations cannot create an aggregate model close to optima of either
model. The models diverge, or drift, during each local training phase

due to the different target optima in each round.

Only a small subset of the optima will be shared between the loss/er-
ror functions of both agents. As a result, there is a high probability
that each model will move toward optima that are not shared during
local training, leading the models to drift apart in the parameter
space. Each aggregation step will then pull the models toward the
wrong optima, reverting the progress made during local training and
hampering convergence. Note that just taking the average of optima
from different agents is very unlikely to be near optima from any of
the agents in the parameter space, so in this case, the result of con-
tinued aggregation is generally a model that performs poorly across
the whole dataset. Convergence to a shared optimum might eventu-
ally occur due to stochasticity observed during local training, inducing
movement of the aggregate model in the parameter space, but this
does not have theoretical guarantees and will be far slower than con-

vergence in the 11D case when it does occur.



IMPORTANT NOTE

This MNIST example is a theoretical extreme of non-IID
datasets. In practice, non-IID datasets might refer to different
skews in the data distributions across agents (for example,
twice as many images with digits 0—4 versus 5-9, and vice ver-
sa). The severity of the difference is correlated to the perfor-
mance of FedAvg, so adequate performance can still be
reached in less severe cases. However, in these cases, the
performance of FedAvg will generally always be inferior to the
analogous centralized training task where a single model is
trained on all of the local datasets at once — the theoretically

optimal model achievable by FL.

While this section focused on the statistical basis for the issues that
arise from non-IID datasets, the next section examines a far more di-
rect problem that can arise — especially when deploying at larger

scales.
Computational power distributions

An unstated assumption of the agents participating in FL is that each
agent is capable of performing local training if given infinite time.
Agents with limited computational power (memory and speed) might

take significantly more time than other agents to finish local training,



or they might require techniques such as quantization to support the
model and training process. However, agents that cannot complete
local training during some rounds will trivially prevent convergence by

stalling the FL process.

Generally, convergence bounds and experimental results focus on
the number of communication rounds required to reach some level of
performance. Under this metric and the aforementioned assumption,
convergence is completely independent of the computational power
afforded to each agent, since computational power only affects the
actual time necessary to complete one round. However, convergence
speed in practical applications is measured by the actual time taken,
not the number of completed communication rounds — this means
that the time to complete each round is as important as the number of
rounds. This metric of the total time taken is where naive FedAvg
demonstrates poor performance when heterogeneous computation

power is observed in the agents participating in FL

Specifically, the time to complete each round is bottlenecked by the
local training time of the slowest agent participating in the round; this
is because aggregation is trivially fast compared to training in most
cases and must wait for all agents to complete local training. When all
agents are participating in the round, this bottleneck becomes the
slowest overall agent. In the homogeneous computational power

case, the difference in local training time between the fastest agent



and the slowest agent will be relatively insignificant. In the heteroge-
neous case, a single straggler will greatly reduce the convergence
time of FedAvg and lead to significant idle time in the faster agents

waiting to receive the aggregated model.

Two modifications to FedAvg with full agent participation might initial-
ly seem to address this problem; however, both have drawbacks that

lead to suboptimal performance:

« One approach is to rely on agent subsampling in each round, lead-
ing to the probability of the straggler effect occurring in each round
depending on the number of agents and the sample size taken in
each round. This can be sufficient in cases with only a few strag-
gling agents, but it becomes proportionately worse as this number
increases and does not completely eliminate the problem from oc-
curring. In addition, small sample sizes lose out on the robustness
benefits from aggregation over more agents.

« A second approach is to allow all agents to begin local training at
the beginning of each round and prematurely begin aggregation
after some number of models have been received. This method
has the benefit of being able to completely eliminate the straggler
effect without greatly restricting the number of agents participating
in aggregation during each round. However, it results in the slow-
est agents never participating in aggregation over all rounds, es-

sentially reducing the number of active agents and potentially limit-



ing the variety of data used during training. In addition, the agents
that are too slow to participate in aggregation will have done com-

putational work for no benefit.

It is clear that some local adjustment based on available computa-
tional power is necessary for aggregation to be performed efficiently,
regardless of the end aggregation method applied to the received

models at the end of each round.

Both the non-lID case and the heterogeneous computation power
case focus on properties of an FL system that are generally easy to
observe and under some level of administrative control. The next
case we present deviates from this by challenging a key assumption

when considering practical FL systems.

Protecting against adversarial agents

So far, it has been assumed that every agent participating in an FL
scenario always acts in the desired way; that is, actively and correctly
training the received model locally and participating in model trans-
mission to/from the aggregator. This is easily achieved in a research
setting, where the federated setting is simulated and the agents are
singularly controlled; however, this assumption of agents behaving

correctly does not always hold in practice.



One example that does not involve targeted malicious intent is an er-
ror in the model weights being transmitted by an agent to the aggre-
gator. This can happen when the dataset used by an agent is flawed
or the training algorithm is incorrectly implemented (the corruption of
the parameter data during transmission is also possible). In the worst
case, this can essentially lead to the parameters of one or many mod-
els being statistically equivalent to random noise. When the L2 norm
(the extension of vector magnitude for n-dimensional tensors) of the
random noise is not significantly greater than that of the valid models,
FedAvg will suffer performance loss that is proportional to the ratio of
faulty agents to all agents — which is relatively acceptable when this
ratio is small. However, even a single faulty agent can induce a near-
random aggregate model if the norm of the agent’s noise is signifi-
cantly high. This is due to the nature of the arithmetic mean being

performed internally during the FedAvg aggregation.

The problem becomes worse when agents can be controlled by mali-
cious adversaries. A single malicious agent with sufficient information
is capable of producing any desired model after aggregation through
large modifications to the parameters of the model it submits. Even
without direct knowledge of the model parameters and associated
weights of the other agents, a malicious agent can leverage relatively
small changes between the local models and the aggregate model in
later rounds to use the previous aggregate model as an estimate of

the expected local model parameters.



Therefore, FedAvg offers little to no robustness against both random
and controlled adversarial agents in an FL setting. While one poten-
tial means of mitigation would be to separately monitor the agents
and prevent adversarial agents from transmitting models, significant
damage to the convergence of the final model might have already oc-

curred in the time necessary to identify such agents.

It should now be clear that FedAvg trades robustness in these non-

ideal cases for simplicity in the calculation. Unfortunately, this robust-
ness is a key consideration for practical applications of FL due to the
lack of control compared to the research setting. The next section fo-
cuses on methods of achieving robustness against the three non-ide-

al cases presented in this section.

Modifying aggregation for non-
ideal cases

In practical FL applications, at least one of the aforementioned as-
sumptions that constitute an ideal FL scenario generally does not
hold; therefore, the usage of alternative aggregation methods might
be necessary to best perform FL. The goal of this section is to cover
examples of aggregation methods that target heterogeneous compu-
tational power, adversarial agents, and non-IID datasets, in order of
difficulty.



Handling heterogeneous computational
power

As mentioned earlier, the ideal aggregation approach, in this case,
consistently avoids the straggler effect while maximizing the number
of agents participating in FL and allowing all agents to contribute to
some extent, regardless of computational power differences. Agents
become stragglers during a round when their local training takes sig-
nificantly more time than the majority of the agents. Therefore, effec-
tively addressing this problem actually requires some level of adapt-
ability at the agent level in the local training process, based on the

computational power available to each agent.

Manual adjustment

One straightforward way of accomplishing this is to change the num-
ber of local training iterations based on the time necessary for each
iteration. In other words, the local training time is fixed and each
agent performs as many iterations as possible within this time, as op-
posed to performing a fixed number of iterations. This trivially elimi-
nates the straggler problem but might result in poor performance if a
large amount of local training time must be allocated for the slow
agents to meaningfully contribute due to the model drift from faster
agents potentially performing too many local training iterations. This

can be mitigated by setting a maximum number of local training itera-



tions. However, a careful balance in the allocated local training must
be found to have enough time for slow agents to produce adequate
models while preventing faster agents from sitting idle after reaching
the maximum number of iterations. It is also unclear how such a
threshold could be preemptively determined to achieve optimal per-
formance instead of relying on experimental results to search for the

best configuration.

Automatic adjustment — FedProx

An aggregation method known as FedProx follows this same
methodology of dynamically adjusting the local training processes for
each agent based on computational power, while also revising the
termination condition for local training to aid in the theoretical analysis
of convergence. Specifically, the fixed number of local training itera-
tions is replaced by a termination condition for the training loop that

accommodates agents with varying levels of computational power.

The underlying concept for this termination condition is the y-inexact
solution, which is satisfied when the magnitude of the gradient at the
v-inexact optima is less than y times the magnitude of the gradient at
the beginning of local training. Intuitively, y is a value between 0 and
1, with values closer to 0 leading to more local training iterations due
to the stricter termination condition. Therefore, y allows for the para-

meterization of an agent’s computational power.



One potential problem with the termination condition approach is the
divergence of the locally trained model from the aggregate model af-
ter many iterations of local training resulting from a strict condition. To
combat this, FedProx adds a proximal term to the objective function

being minimized equal to the following:

u 2
§|w — Wagg

w

Here, agg represents the received aggregate model weights.

The proximal term penalizes differences between the current weights
and the aggregated model weights, restricting the aforementioned lo-
cal model divergence with the strength parameterized by u. From
these two concepts, FedProx allows for a variable number of itera-
tions proportional to the computational power to be performed by
each agent without requiring manually tuned iteration counts for each
agent or a set amount of allocated training time. Because of the addi-
tion of the proximal term, FedProx requires gradient-based optimiza-
tion methods to be employed in order to work — more information on

the underlying theory and comparison to FedAvg can be found in the
original paper (which is at https:/arxiv.org/abs/1812.06127).

Implementing FedProx


https://arxiv.org/abs/1812.06127

Because the modifications made by FedProx to FedAvg are all on the
client side, the actual implementation of FedProx consists entirely of
modifications to the local training framework. Specifically, FedProx
involves a new termination condition for local training and the addition
of a constraining term to the local loss function. Therefore, it is helpful
to use an example of the local training code to frame exactly how

FedProx can be integrated.

Let’s consider the following generic training code using PyTorch:

agg model = ... # Get aggregate model — abstracte
model.load state dict(agg model.state dict())
for epoch in range(num epochs):
for batch idx, (inputs, targets) in enumerat:

inputs, targets = inputs.to(device), tar

optimizer.zero grad()

outputs = model (inputs)

loss = criterion(outputs, targets)

loss.backward()

optimizer.step()

Let this be the code that performs num_epochs epochs of training on
the local dataset using the received aggregate model for each round.
The first necessary modification for FedProx is to replace the fixed

number of epochs with a dynamic termination condition, checking



whether a y-inexact solution has been found with the aggregated
model as the initial model. To do this, the total gradient over the entire
training dataset for the aggregate model and the current local model

must be stored — this can be performed as follows:

agg model = ... # Get aggregated model from aggre
model.load state dict(agg model.state dict())
agg _grad = None

curr grad = None

gamma = 0.9

mu = 0.001

Values for the two FedProx parameters, gamma and mu, are set, and
variables to store the gradients of both the aggregate model and the

latest local model are defined.

We then define the y-inexact new termination condition for local train-

ing using these gradient variables:

def gamma inexact solution found(curr grad, agg ¢
if (curr grad is None):
return False

return curr grad.norm(p=2) < gamma * agg grac



This condition is now checked before each training loop iteration to
determine when to stop local training. The total_grad variable is cre-
ated to store the cumulative gradients that were created from each

minibatch during backpropagation:

model.train()
while (not gamma inexact solution found(curr grac
total grad = torch.cat([torch.zeros like(par:
for batch idx, (inputs, targets) in enumerat:
inputs, targets = inputs.to(device), tar¢
optimizer.zero grad()
outputs = model (inputs)

loss = criterion(outputs, targets)

To compute the proximal term, the weights of both the aggregate
model and the latest local model are computed. From these weights,

the proximal term is computed and added to the loss term:

curr weights = torch.cat([param.data.flaf
agg weights = torch.cat([param.data.flati
prox _term = mu * torch.norm(curr weights

loss += prox term



The gradients are computed and added to the cumulative sum stored

in total_grad:

loss.backward()
grad = torch.cat([param.grad.flatten() £«
total grad += grad

optimizer.step()

Finally, we update agg_grad (if the gradients were computed with the
aggregate weights) and curr_grad after the current local training iter-

ation is completed:

if (agg _grad == None):
agg grad = total grad

curr grad = total grad

These modifications allow for FedProx to be implemented on top of

FedAvg. The full FL example using FedProx can be found at

https://github.com/PacktPublishing/Federated-Learning-with-
Python/tree/main/ch7/agg_fl_examples/cifar_fedprox_example.

An auxiliary approach to handle the heterogeneous computational
power scenario that helps with computational efficiency when only

mild heterogeneity is observed is the idea of compensation in aggre-


https://github.com/PacktPublishing/Federated-Learning-with-Python/tree/main/ch7/agg_fl_examples/cifar_fedprox_example

gation. Consider the case where aggregation occurs once the num-
ber of received models surpasses some threshold (generally, this is
less than the number of participating agents). Using this threshold al-
lows the straggler effect to be mitigated; however, the work done by
slower agents ends up being discarded each round, leading to train-

ing inefficiency.

The core idea of compensation is to allow for the local training that is
done by a slower agent in one round to instead be included in the
model aggregation of a subsequent round. The age of the model is
compensated for in this subsequent round by multiplying the weight
used for the weighted average and a penalizing term during aggrega-
tion. By doing so, slower agents can be given two or three times as
much training time as that used by the faster agents while avoiding
the straggler effect. Mild heterogeneity is required in order to prevent
cases where slower agents require too much extra time for training.
This is due to the associated penalty given to the model after many
rounds have passed; it will be severe enough to effectively lead to no
contribution and reduce aggregation without compensation — this is
necessary to prevent models that are too old from hampering the

convergence of the aggregate model.

Finally, we examine methods that help to address the third non-ideal
property, where some subset of agents are controlled by an adver-

sary or are, otherwise, behaving in an undesirable way.



Adversarial agents

In the previous section, it was shown that the core problem with Fed-
Avg in the presence of adversarial agents was the lack of robustness
to outliers in the underlying arithmetic mean used during aggregation.
This naturally raises the question of whether this mean can be esti-
mated in such a manner that does offer such robustness. The answer
is the class of robust mean estimators. There are many such estima-
tors that offer varying trade-offs between robustness, distance from

the true arithmetic mean, and computational efficiency.

For use as a base for the implementation of the following aggregation

methods, consider the following general aggregation function:

def aggregate(parameter vectors):
# Perform some form of aggregation

return aggregated parameter vector

This function takes a list of parameter vectors and returns the result-

ing aggregated parameter vector.

Now we will examine three example implementations of robust mean

estimators.

Aggregation using the geometric median



The geometric median of a sample is the point minimizing the sum of
L1 distances between itself and the sample. This is conceptually simi-
lar to the arithmetic mean, which is the point minimizing the sum of L2
distances between itself and the sample. The use of L1 distances al-
lows for greater robustness to outliers; in fact, an arbitrary point can
only be induced in the geometric median if at least half of the points
are from adversarial agents. However, the geometric median cannot
be directly computed, instead relying on numerical approximations or

iterative algorithms to compute.

To compute the geometric mean iteratively, Weiszfeld’s algorithm can

be used as follows:

def geometric median aggregate(parameter vectors,
vector shape = parameter vectors[0].shape
vector buffer = list(v.flatten() for v in pa:
prev_median = np.zeros(vector buffer[0].shape
delta = np.inf
vector matrix = np.vstack(vector buffer)
while (delta > epsilon):
dists = np.sqgrt(np.sum((vector matrix - }
curr median = np.sum(vector matrix / disi
delta = np.linalg.norm(curr median - pre:
prev_median = curr median

return prev _median.reshape(vector shape)



This algorithm uses the fact that the geometric median of a set of
points is the point that minimizes the sum of Euclidean distances over
the set, performing a form of weighted least squares with weights in-
versely proportional to the Euclidean distance between the point and

the current median estimate at each iteration.

Aggregation using the coordinate-wise
median

The coordinate-wise median is constructed by taking the median of
each coordinate across the sample, as the name suggests. This me-
dian can be directly computed, unlike the geometric median, and intu-
itively offers similar robustness to outliers due to the properties of the
median in univariate statistics. However, it is unclear whether the re-
sulting model displays any theoretical similarities to the arithmetic

mean in regard to performance on the dataset and convergence.

NumPy makes the implementation of this function quite simple, as

follows:

def coordinate median aggregate(parameter vector:

return np.median(parameter vectors, axis=0)



It is clear that the coordinate-wise median is far more computationally
efficient to compute than the geometric median, trading off theoretical

guarantees for speed.
Aggregation using the Krum algorithm

An alternative approach is to isolate outlier points from adversarial
agents prior to aggregation. The most well-known example of this ap-
proach is the Krum algorithm, where distance-based scoring is per-

formed prior to aggregation as a means of locating outlier points.

Specifically, the Krum algorithm first computes the pairwise L2 dis-
tance between each point — these distances are then used to com-
pute a score for each point equal to the sum of the n-f-2 smallest L2
distances (fis a parameter that is set). Then, Krum outputs the re-
ceived point with the lowest score, effectively returning the point with
a minimal total L2 distance with foutlier points that are ignored. Alter-
natively, the scoring approach used by Krum can be used to trim out-
lier points prior to the computation of the arithmetic mean. In both
cases, for sufficiently large nand 2f+2 < n, convergence rates similar
to those of FedAvg in the non-adversarial case are achieved. More
information on the Krum algorithm can be found in the original paper,
which is located at

https:/papers.nips.cc/paper/2017/hash/f4b9ec30ad9f68{89b29639786¢
b62ef-Abstract.html.



https://papers.nips.cc/paper/2017/hash/f4b9ec30ad9f68f89b29639786cb62ef-Abstract.html

The Krum algorithm can be used to perform aggregation as follows:

def krum aggregate(parameter vectors, f, use meal
num vectors = len(parameter vectors)
filtered size = max(l, num vectors-£f-2)
scores = np.zeros(num vectors)
for i in range(num vectors):
distances = np.zeros(num vectors)
for j in range(num vectors):
distances[j] = np.linalg.norm(paramet
scores[1] = np.sum(np.sort(distances)|[:f:
if (use _mean):
idx = np.argsort(scores)[:filtered size]
return np.mean(np.stack(parameter vector:
else:
idx = np.argmin(scores)

return parameter vectors[idx]

Note that a flag has been included to determine which of the two
Krum aggregation approaches (single selection versus trimmed
mean) should be used. Vectorizing the distance computation is possi-
ble, but the iterative approach was preferred due to the expectation of

large parameter vectors and smaller agent counts.

Non-IlID datasets



The theoretical underpinning granted to FL by working with IID
datasets plays a significant role in allowing performant aggregate
models to be achieved through FL. At a high level, this can be ex-
plained by the discrepancy between the learning done by models in
different datasets. No theoretical guarantees can be made for the
convergence of such models when dataset-agnostic aggregation
methods are applied — unless constraints on the non-IID nature of the
datasets are applied. The key hindering factor is the high probability
of local models moving toward non-shared optima in the parameter
space, leading to consistent drift between the local models and the

aggregate model after each local training phase.

There are methods that attempt to restrict the modifications made to
the aggregate model based on the local machine learning task, rely-
ing on the overparameterization of deep learning models to find rela-
tively disjointed parameter subsets to optimize the aggregate model
of each task. One such aggregation approach is FedCurv, which
uses the Fisher information matrix of the previous aggregate model to
act as a regulator for auxiliary parameter modifications during local
training. However, the robustness of this approach for extreme non-
lID cases in practical applications likely needs to be tested further to

ensure acceptable performance.

Implementing FedCurv



The implementation of FedCurv involves two key modifications to the
standard FedAvg approach. First, the local loss function must be
modified to include the regularization term incorporating the aggre-
gated Fisher information from the previous round. Second, the Fisher
information matrix of the parameters must be calculated and aggre-

gated correctly for use in the next round.

The local training example code, as shown in the Implementing Fed-
Prox section, will be used again to demonstrate an implementation of

FedCurv. In Chapter 4, Federated Learning Server Implementation

with Python, we saw that a model conversion layer allows for frame-
work-agnostic model representations to be operated on by the aggre-
gator. Previously, these representations only contained the respec-
tive parameters from the original models; however, this agnostic rep-
resentation actually allows for any desired parameter to be aggregat-
ed, even those only loosely tied to the true model parameters. This
means that the secondary parameters can be bundled and sent with
the local model, aggregated, and then separated from the aggregate

model in the next round.

In FedCurv, there are two sets of parameters that must be computed
locally and aggregated for use in the next round; therefore, it can be
assumed that these parameters are sent with the local model after

training and separated from the aggregate model before training, for

the sake of brevity in the example code (the implementation of this



functionality is straightforward). As a result, the two key modifications
for FedCurv, as mentioned earlier, can be simplified down into com-
puting the Fisher information parameters after locally training the
model and computing the regularization term with the received aggre-

gate Fisher information parameters.

The Fisher information matrix refers to the covariance of the gradient
of the log-likelihood function of a model with respect to its parame-

ters, often empirically evaluated over the data present. FedCurv only
utilizes the diagonal entries of this matrix, the variances between the

gradient parameters, and their expected values of zero.

At a high level, this variance term can be considered an estimate of
how influential the parameter is in changing the performance of the
model on the data. This information is essential for preventing the
modification of parameters key to good performance on one dataset
during the local training of other agents — the underlying idea behind
FedCurv.

Relaxing the measure of model performance from the gradient of the
log-likelihood to the gradient of any objective function allows for the
direct use of the gradient terms computed during backpropagation
when computing the variance terms for models using gradient-based
optimization methods, such as deep learning models. Specifically, the

variance term of a parameter is equal to the square of its respective



gradient term, allowing for the terms to be directly computed from the

net gradients calculated during local training.

First, we create two variables to store the agent’s most recent Fisher
information parameters and the received aggregate Fisher informa-
tion parameters, which are used to determine the Fisher information
from the other agents. The value of the lambda parameter of FedCurv
is fixed, and total_grad is initialized as a container for the cumulative

gradient from each training loop:

agg model = ... # Get aggregated model from aggre
model.load state dict(agg model.state dict())

fisher info params = ... # Initialize at start, f
agg fisher info params = ... # Separate aggregate

# Only consider other agents, and convert to PyT«

agg fisher info params = {k:torch.tensor(agg fisl
# Scaling parameter for FedCurv regularization te
fedcurv _lambda = 1.0

total grad = {i:torch.zeros like(param.data) for

Then, we compute the FedCurv regularization term from the model
weights and the aggregate Fisher information parameters. This term
is weighted by lambda and added to the loss term before computing

the gradients:



model.train()
for epoch in range(num epochs):
for batch idx, (inputs, targets) in enumerat:
inputs, targets = inputs.to(device), tar
optimizer.zero grad()
outputs = model (inputs)
loss = criterion(outputs, targets)
for i,param in enumerate(model.parameters
# Factor out regularization term to 1
reg term = (param.data ** 2) * agg f:
reg term += 2 * param.data * agg fisl
reg term += (agg fisher info params|:

loss += fedcurv_ lambda * reg term.sur

The gradients are then computed and stored in total_grad before
updating the model weights:

loss.backward()

for i,param in enumerate(model.parameters
total grad[i] += param.grad

optimizer.step()

Finally, we compute and store the agent’s most recent Fisher infor-

mation parameters for use in the next round:



for i,param in enumerate(model.parameters()):
fisher info params[f'fedcurv u {i}'] = (tota:

fisher info params[f'fedcurv v {i}'] = ((tot:

Therefore, framework-agnostic aggregation can be used to imple-
ment FedCurv on top of FedAvg. The full FL example using FedCurv
can be found at https://github.com/PacktPublishing/Federated-

Learning-with-

Python/tree/main/ch7/agg_fl_examples/cifar_fedcurv_example.

Data-sharing approach

To make further progress, changes to external aspects of the FL sce-
nario are necessary. For example, let’s assume that the data privacy
restriction is loosened, such that small subsets of the local datasets
from each agent can be shared with the other agents. This data-shar-
ing approach allows for homogeneity in the local data distributions
proportional to the amount of shared data to be achieved, at the ex-
pense of the key stationary data property of FL that makes it desir-
able in many privacy-oriented applications. Thus, data-sharing ap-

proaches are generally unsuitable for the majority of applications.

Personalization through fine-tuning


https://github.com/PacktPublishing/Federated-Learning-with-Python/tree/main/ch7/agg_fl_examples/cifar_fedcurv_example

It is clear that producing a single model that demonstrates strong per-
formance across the local datasets is not easy when the datasets are
lID. However, what would happen if the single model restriction was
removed from the FL process? If the goal is to produce local models
that perform well on the same edge devices where training is con-
ducted, removing the single model restriction allows for the use of dif-
ferent local models that have been trained on the exact data distribu-

tions where inference is being applied.

This concept is called personalization, in which agents use versions
of the aggregate model tuned for the local data distribution to achieve
strong performance. The key point of this approach is to balance the
local performance of the locally trained model with the global perfor-
mance and the resulting robustness of the aggregate model received
in each round. One method of accomplishing this is for each agent to
maintain their local models across the rounds, updating the local
model with the weighted average of the previous local model and the

received aggregate model during each round.

Alternatively, consider a relaxation that allows for multiple aggregate
models to be produced in each round. In cases where the local data

distributions can be clustered into just a few separated groups, distri-
bution-aware aggregation would allow for the selective application of
aggregation methods to groups of models belonging to the same dis-

tribution cluster.



One example of this approach is the Performance-Based Neighbor
Selection (PENS) algorithm, where agents receive locally trained
models from other agents and test them on their own local dataset
during the first phase. Using the assumption that models trained on
similar datasets will perform better than models trained on different
datasets, the agents then determine the set of other agents with simi-
lar data distributions, allowing for aggregation to only be performed

with similar agents in the second phase.

A second approach is to add an intermediate aggregation step be-
tween the local models and the global aggregate model called a clus-
ter model. By leveraging knowledge about the agent data distribu-
tions or through a dynamic allocation method, agents with similar
data distributions can be assigned to a cluster aggregator, which is
then known to produce a strong model due to its agents having 11D

datasets.

Balancing the performance of the cluster models with the robustness
of global aggregation leads to the concept of the semi-global model,
in which subsamples of the cluster models can be selected (potential-
ly based on data distribution) to create a smaller set of partially global
aggregate models that maintain performance and robustness. There-
fore, the cluster and semi-global model approach is beneficial for

both aggregation and achieving a fully distributed FL system.



Summary

The goal of this chapter was to provide a conceptual overview of the
current knowledge of aggregation, the key theoretical step in FL that
allows for the disjoint training done by each agent to be pooled to-
gether with minimal transmission required. FedAvg is a simple, yet
surprisingly powerful aggregation algorithm that performs well in an
ideal FL scenario. This scenario is achieved when training is done
across |ID datasets using machines with similar levels of computa-
tional power and no adversarial or otherwise incorrectly performing

agents.

Unfortunately, these conditions are often not met when deploying an
FL system in the real world. To address these cases, we introduced
and implemented modified aggregation approaches: FedProx, Fed-
Curv, and three different robust mean estimators. After reading this
chapter, you should have a solid understanding of the considerations
that must be taken into account for practical FL applications, and you
should be able to integrate the aforementioned algorithms into these

applications.

In the next chapter, we will do a deep dive into some of the existing
FL frameworks with several toy examples to demonstrate the func-

tionalities provided by each.



Part 3 Moving Toward the
Production of Federated
Learning Applications

In this part, you will be introduced to the existing federated learning
(FL) frameworks, such as TensorFlow Federated (TFF), PySyft,
Flower, and STADLE, and learn about their libraries and how to actu-
ally run those frameworks. In addition, you will understand what is
happening with FL in the real world by learning about the current and
potential use cases that are being implemented in industries world-
wide, especially in global enterprise companies. The book concludes
by looking at the future trends and developments of FL to understand
where Al technology itself is heading to envision a wisdom-driven

future.
This part comprises the following chapters:

« Chapter 8, Introducing Existing Federated Learning Frameworks
« Chapter 9, Case Studies with Key Use Cases of Federated Learn-
ing Applications

« Chapter 10, Future Trends and Developments
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Introducing Existing Federated
Learning Frameworks

The objective of this chapter is to introduce existing federated learn-
ing (FL) frameworks and platforms, applying each to federated learn-
ing scenarios involving toy machine learning (ML) problems. The
platforms focused on in this chapter are Flower, TensorFlow Federat-
ed, OpenFL, IBM FL, and STADLE — the idea behind this selection

was to help you by covering a breadth of existing FL platforms.

By the end of this chapter, you should have a basic understanding of
how to use each platform for FL, and you should be able to choose a
platform based on its associated strengths and weaknesses for an FL

application.
In this chapter, we will cover the following topics:

« Introduction to existing FL frameworks

« Implementations of an example NLP FL task on movie review
dataset, using existing frameworks

« Implementations of example computer vision FL task with non-1ID

datasets, using existing frameworks



Technical requirements

You can find the supplemental code files for this chapter in the book’s

GitHub repository:
https://github.com/PacktPublishing/Federated-Learning-with-Python
IMPORTANT NOTE

You can use the code files for personal or educational purpos-
es. Please note that we will not support deployments for com-
mercial use and will not be responsible for any errors, issues,

or damage caused by using the code.

Each implementation example in this chapter was run on an x64 ma-

chine running Ubuntu 20.04.

The implementation of the training code for the NLP example re-

quires the following libraries to run:

Python 3 (version = 3.8)
« NumPy

TensorFlow (version = 2.9.1)

TensorFlow Hub (pip install tensorflow-hub)

TensorFlow Datasets (pip install tensorflow-datasets)

TensorFlow Text (pip install tensorflow-text)



Using a GPU with the appropriate TensorFlow installation is recom-
mended to save training time for the NLP example, due to the size of

the model.

The implementation of the training code for the non-lID (non-inde-
pendent and identical distribution) computer vision example re-

quires the following libraries to run:

Python 3 (version = 3.8)

NumPy

PyTorch (version = 1.9)

Torchvision (version = 0.10.0, tied to PyTorch version)

The installation instructions for each FL framework are listed in the

following subsections.
TensorFlow Federated
You can install the following libraries to use TFF:

« tensorflow_federated (using the pip install tensorflow_fed-
erated command)

« nest_asyncio (using the pip install nest_asyncio command)

OpenFL



You can install OpenFL using pip install openfl.

Alternatively, you can build from source with the following commands:

git clone https://github.com/intel/openfl.git
cd openfl
pip install

IBM FL

Installing the locally hosted version of IBM FL requires the wheel in-
stallation file located in the code repository. To perform this installa-

tion, run the following commands:

git clone https://github.com/IBM/federated-
learning-1lib.git

cd federated-learning-1lib

pip install federated learning lib-*-py3-

none-any.whl

Flower
You can install Flower using the pip install flwr command.

STADLE

You can install the STADLE client-side library using the pip install

stadle-client command.



Introduction to FL frameworks

First, we introduce the FL frameworks and platforms to be used in the

subsequent implementation-focused sections.

Flower

Flower (https://flower.dev/) is an open source and ML framework-ag-

nostic FL framework that aims to be accessible to users. Flower fol-
lows a standard client-server architecture, in which the clients are set
up to receive the model parameters from the server, train on local

data, and send the new local model parameters back to the server.

The high-level orchestration of the federated learning process is dic-
tated by what Flower calls strategies, used by the server for aspects

such as client selection and parameter aggregation.

Flower uses Remote Procedure Calls (RPCs) in order to perform
said orchestration through client-side execution from messages sent
by the server. The extensibility of the framework allows researchers
to experiment with novel approaches such as new aggregation algo-

rithms and communication methods (such as model compression).

TensorFlow Federated (TFF)


https://flower.dev/

TFF (hitps://www.tensorflow.org/federated) is an open source

FL/computation framework built on top of TensorFlow that aims to al-
low researchers to easily simulate federated learning with existing
TensorFlow/Keras models and training pipelines. It consists of the
Federated Core layer, which allows for the implementation of general
federated computations, and the Federated Learning layer, which is

built on top and provides interfaces for FL-specific processes.

TFF focuses on single-machine local simulations of FL, using wrap-
pers to create TFF-specific datasets, models, and federated compu-
tations (core client and server computation performed during the FL
process) from the standard TensorFlow equivalents. The focus on
building everything from general federated computations allows re-
searchers to implement each step as desired, allowing experimenta-

tion to be supported.
OpenFL

OpenFL (https:/github.com/intel/opentl) is an open source FL frame-

work developed by Intel, focused on allowing cross-silo privacy-pre-
serving ML to be performed. OpenFL allows for two different work-
flows depending on the desired lifespan of the federation (where fed-

eration refers to the entire FL system).


https://www.tensorflow.org/federated
https://github.com/intel/openfl

In the aggregator-based workflow, a single experiment and associat-
ed federated learning plan are sent from the aggregator to the partici-
pating collaborators (agents) to be run as the local training step of the
FL process—the federation is stopped after the experiment is com-
plete. In the director-based workflow, long-lived components are in-
stead used to allow for experiments to be run on demand. The follow-
ing diagram depicts the architecture and users for the director-based

workflow:
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Figure 8.1 — Architecture of director-based workflow (adapted
from
https://openfl.readthedocs.io/en/latest/source/openfl/compo-

nents.html)

Director Manager oversees the running of experiments, working with
long-lived Envoy components residing on the collaborator nodes to
manage the short-lived components (collaborators + aggregator) for
each experiment. In targeting the cross-silo data scenario, OpenFL
applies a unique focus on managing data shards, including cases

where data representations differ across silos.

IBM FL

IBM FL is a framework that also focuses on enterprise FL. It follows a
straightforward aggregator-party design, where some number of par-
ties with local data collaborate with other parties by sending incre-
mental model training results to the aggregator and working with the
produced aggregate models (following standard client-server FL ar-
chitecture). IBM FL has official support for a number of fusion (aggre-
gation) algorithms and certain fairness techniques aimed at combat-
ting bias—the details of these algorithms can be found at the reposi-
tory located at https://github.com/IBM/federated-learning-lib. One
specific goal of IBM FL is to be highly extensible, allowing users to

easily make necessary modifications if specific features are desired.



It also supports a Jupyter-Notebook-based dashboard to aid in or-

chestrating FL experiments.

STADLE

Unlike the previous frameworks, STADLE (https://stadle.ai/) is an ML-
framework-agnostic FL and distributed learning SaaS platform that
aims to allow for the seamless integration of FL into production-ready
applications and ML pipelines. The goal of STADLE is to minimize the
amount of FL-specific code necessary for integration, making FL ac-
cessible to newcomers while still providing flexibility to those looking

to experiment.

With the STADLE SaaS platform, users of varying technical abilities
can collaborate on FL projects at all scales. Performance tracking
and model management functionalities allow users to produce vali-
dated federated models with strong performance, while an intuitive
configuration panel allows for detailed control over the federated
learning process. STADLE uses a two-level component hierarchy that
allows for multiple aggregators to operate in parallel, scaling to match

demand. The following figure depicts the high-level architecture:


https://stadle.ai/
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Figure 8.2 — STADLE multi-aggregator architecture

Development of STADLE clients is streamlined with pip installation
and an easy-to-understand configuration file, with several examples
made publicly available for use as a reference on the different ways

STADLE can be integrated into existing ML code.
PySyft

While PySyft (https://github.com/OpenMined/PySyft) implementa-

tions are not included in this chapter due to ongoing changes in the
codebase, it is still a major player in the privacy-preserving deep
learning space. The core principle behind PySyft is to allow for the
ability to perform computations over data stored on a machine with-
out direct access to said data ever being given. This is accomplished
by adding an intermediate layer between the user and the data loca-
tion that sends computation requests to participating worker ma-
chines, returning the computed result to the user while maintaining
the privacy of the data stored and used by each worker to perform the

computation.

This general capability directly extends itself to FL, reworking each
step of a normal deep learning training flow to be a computation over
the model parameters and data stored at each worker (agent) partici-

pating in FL. To accomplish this, PySyft utilizes hooks that encapsu-


https://github.com/OpenMined/PySyft

late the standard PyTorch/TensorFlow libraries, modifying the requi-
site internal functions in order to allow model training and testing to

be supported as PySyft privacy-preserving computations.

Now that the high-level ideas behind the FL frameworks have been
explained, we move to the implementation-level details for their prac-
tical usage in two example scenarios. First, we look at how to modify

the existing centralized training code for an NLP model to use FL.

Example — the federated training
of an NLP model

The first ML problem that will be converted into an FL scenario
through each of the aforementioned FL frameworks will be a classifi-
cation problem within the domain of NLP. At a high level, NLP refers
to the intersection of computational linguistics and ML with an overar-
ching goal of allowing computers to achieve some level of under-
standing from human language — the details of this understanding

vary widely based on the specific problem being targeted.

For this example, we will be performing sentiment analysis on movie
reviews, classifying them as positive or negative. The dataset we will

be using is the SST-2 dataset (https://nlp.stanford.edu/sentiment/),



containing movie reviews in a string format and the associated binary

labels 0/1 representing negative and positive sentiment, respectively.

The model we will use to perform binary classification is a pretrained
BERT model with a custom classification head. The BERT model al-
lows us to encode a sentence into a high-dimensional numerical vec-
tor, which can then be passed to the classification head to output the
binary label prediction; more information on the BERT model can be
found at https://huggingface.co/blog/bert-101. We choose to use a
pretrained model that has already learned how to produce general
encodings for sentences after a significant amount of training, as op-
posed to performing said training from scratch. This allows us to fo-
cus training on the classification head to fine-tune the model on the

SST-2 dataset, saving time while maintaining performance.

We will now go through the local (centralized) training code that will
be used as a base when showing how to use each of the FL frame-

works, starting with the Keras model definition and dataset loader.
Defining the sentiment analysis model

The SSTModel object defined in the sst_model. py file is the Keras

model we will be using for this example.

First, we import the requisite libraries:



import tensorflow as tf

from tensorflow import keras
from keras import layers
import tensorflow text
import tensorflow hub as hub

import tensorflow datasets as tfds

TensorFlow Hub is used to easily download the pretrained BERT
weights into a Keras layer. TensorFlow Text is used when loading in
the BERT weights from TensorFlow Hub. TensorFlow Datasets will

allow us to download and cache the SST-2 dataset.

Next, we define the model and initialize the model layer objects:

class SSTModel (keras.Model):
def init (self):

super (SSTModel, self). init ()
self.preprocessor = hub.KerasLayer ("https
self.small bert = hub.KerasLayer("https:,
self.small bert.trainable = False
self.fcl = layers.Dense(512, activation=
self.fc2 = layers.Dense(64, activation=':

self.fc3 = layers.Dense(l, activation='s:



The preprocessor object takes the raw sentence input batches and
converts them into the format used by the BERT model. We load the
preprocessor and BERT layers from TensorFlow Hub, then initialize
the dense layers that make up the classification head. We use the
sigmoid activation function at the end to squash the output into the

interval (0,1), allowing for comparison with the true labels.

We can then define the forward pass of the model:

def call(self, inputs):
input dict = self.preprocessor(inputs)
bert output = self.small bert(input dict
output = self.fcl(keras.activations.relu

scores = self.fc3(self.fc2(output))
return scores

We apply leaky ReLU to the BERT output to add non-linearity before

passing the output to the classification head layers.
Creating the data loader

We also implement a function to load in the SST-2 dataset using the
TensorFlow Datasets library. First, the training data is loaded and

converted into a NumPy array for use during training:



def load sst data(client idx=None, num clients=1
X_train = []
y train = []
for d in tfds.load(name="glue/sst2", split="{
X _train.append(d[ 'sentence'].numpy())
y _train.append(d[ 'label'].numpy())
X _train = np.array(x _train)

y train = np.array(y_train)

We load the test data in a similar manner:

X test = []
y test = []

for d in tfds.load(name="glue/sst2", split="
X _test.append(d[ 'sentence’'].numpy())
y test.append(d[ 'label’].numpy())

X test = np.array(x_test)

y _test = np.array(y_test)

If client_idx and num_clients are specified, we return the respective

partition of the training dataset — this will be used for performing FL.:

if (client idx is not None):

shard size = int(x train.size / num clie:



X _train = x_train[client idx*shard size:
y _train = x train[client idx*shard size:

return (x_train, y train), (x_test, y test)

Next, we examine the code to perform local training, located in l1o-

cal_training.py.
Training the model

We first import the requisite libraries:

import tensorflow as tf
from tensorflow import keras
from sst model import SSTModel, load sst data

We can then use the previously defined dataset loader (without split-

ting) to load in the train and test splits:

(x_train,y train), (x test,y test) = load sst dai

We can now compile the model and begin training:

model.compile(
optimizer = keras.optimizers.Adam(learning r:
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Loss = Keras.losses.BlnaryCrossentropy(),

metrics = [keras.metrics.BinaryAccuracy() ]

)

model.fit(x train, y train, batch size=64, epoch:

Finally, we evaluate the model on the test split:

_, acc = model.evaluate(x test, y test, batch si:

print (f"Accuracy of model on test set: {(100*acc

The model should reach around 82% test accuracy after three epochs

of training.

Now that we have gone through the local training code, we can ex-
amine how the code can be modified to use FL with each of the afore-

mentioned FL frameworks.
Adopting an FL training approach

To demonstrate how FL can be applied to the SST model training

scenario, we have to first split the original SST-2 dataset into disjoint
subsets representing the local datasets in an FL application. To keep
things simple, we will examine the case of three agents each training

on separate thirds of the dataset.



For now, these subsets are randomly sampled without replacement
from the dataset — in the next section, Federated training of an image
classification model on non-1ID data, we examine the case where the
local datasets are created from a biased sampling of the original
dataset. Instead of locally training for three epochs, we will perform
three rounds of FL with each local training phase training for one
epoch on the local data. FedAvg will be used to aggregate the locally
trained models at the end of each round. After these three rounds, the
aforementioned validation metrics will be computed using the final
aggregate model, allowing for comparisons to be drawn between the

local training cases and the FL case.

Integrating TensorFlow Federated for SST-
2

As previously mentioned, the TensorFlow Federated (TFF) frame-
work was built on top of the TensorFlow and Keras deep learning li-
braries. The model implementation was done using Keras; as a re-
sult, the integration of TFF into the local training code is relatively

straightforward.

The first step is to add the TFF-specific imports and FL-specific para-

meters prior to loading the dataset:



import nest asyncio

nest asyncio.apply()

import tensorflow federated as tff
NUM CLIENTS = 3

NUM ROUNDS = 3

TFF allows us to simulate some number of agents by passing the ap-
propriate number of datasets (local datasets) to the FL process. To
split the SST-2 dataset into thirds after preprocessing, we can use the

following code:

client datasets = [load sst data(idx, NUM CLIENT!

Next, we have to wrap the Keras model using a TFF API function to
easily create the respective tff.learning.Model object. We create a
function that initializes the SST model and passes it along with the
input spec (information on the size of each data element) to this API
function, returning the result — TFF will use this function internally to

create the model during the FL process:

def sst model fn():
sst model = SSTModel()
sst model.build(input shape=(None,64))

ratirirn +FF Taarnain~Aa Ff+Am barac maAaAals
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sst model,
input spec=tf.TensorSpec (shape=(None), di

loss=keras.metrics.BinaryCrossentropy()

The TFF FedAvg process can then be created, using the sst_mod-
el_fn function along with the optimizers used to update the local
models and the aggregate model. Using a learning rate of 1.0 for the
server optimizer function allows for the new aggregate model to re-
place the old one at the end of each round (as opposed to computing

a weighted average of the old and new models):

fed avg process = tff.learning.algorithms.build 1
model fn = sst model fn,
client optimizer fn = lambda: keras.optimize:

server optimizer fn = lambda: keras.optimize:

Finally, we initialize and run the federated learning process for 10
rounds. Each fed_avg_process.next() call simulates one round by

performing local training with three models on the client datasets fol-



lowed by aggregation using FedAvg. The resulting state after the first

round is passed to the next call as the starting FL state for the round:

state = fed avg process.initialize()
for round in range(NUM_ROUNDS):

state = fed avg process.next(state, client d:

After the FL process is completed, we convert the final aggregate tf-
f.learning.Model object back into the original Keras model format in

order to compute the validation metrics:

fed weights = fed avg process.get model weights(:

fed sst model = SSTModel()

fed sst model.build(input shape=(None, 64))

fed sst model.compile(
optimizer = keras.optimizers.Adam(learning r:
loss = keras.losses.BinaryCrossentropy(),
metrics = [keras.metrics.BinaryAccuracy() ]

)

fed weights.assign weights to(fed sst model)

s (x test, y test) = load sst data()

_, acc = fed sst model.evaluate(x test, y test, |

print (f"Accuracy of federated model on test set:



The final accuracy of the aggregate model should be around 82%.

From this, it should be clear that the TFF FedAvg results are nearly

identical to those of the local training scenario.

Integrating OpenFL for SST-2

Recall that OpenFL supports two different workflows: the aggregator-
based workflow and the director-based workflow. This example will
use the director-based workflow, involving long-living components
that can conduct FL task requests as they come in. This was chosen
due to the desirability of having a persistent FL setup for deploying
multiple projects; however, both workflows conduct the same core FL

process and thus demonstrate similar performance.

To help with model serialization in this case, we only aggregate the
classification head weights, reconstructing the full model at runtime
during training and validation (TensorFlow Hub caches the down-
loaded layers, so the download process only occurs once). We in-
clude the following functions in sst_model. py to aid with this

modification:

def get sst full(preprocessor, bert, classificat:
sst input = keras.Input(shape=(), batch size:

scores = classification head(bert (preprocessc



return keras.Model (inputs=sst 1input, outputs:
def get classification head():
classification head = keras.Sequential([
layers.Dense(512, activation='relu', inp

layers.Dense(64, activation='relu', input
layers.Dense(l, activation='sigmoid', inj

1)

return classification head

Because OpenFL focuses on addressing the data silo case, the cre-
ation of the local datasets from the SST-2 data is slightly more in-
volved than the TFF case. The objects needed to create the dataset

will be implemented in a separate file named sst_f1_dataset.py.

First, we include the necessary imports. The two OpenFL-specific ob-
jects we import are the ShardbDescriptor object, which handles the
dataset loading and sharding, and the DataInterface object, which

handles access to the datasets:

from openfl.interface.interactive api.shard desc:
from openfl.interface.interactive api.experiment
import tensorflow as tf

from sst model import load sst data

Implementing ShardDescriptor



We first implement the SSTShardDescriptor class. When this shard
descriptor is created, we save the rank (client number) and world-
size (total number of clients) values, then load the training and vali-

dation datasets:

class SSTShardDescriptor (ShardDescriptor):
def init (
self,

rank worldsize: str = '1, 1',

**kwargs

self.rank, self.worldsize = tuple(int(nu
(x_train,y train), (x _test,y test) = loac
self.data by type = {

'train': tf.data.Dataset.from tensor

'val': tf.data.Dataset.from tensor s

We implement the ShardDescriptor class functions to get the avail-
able dataset types (training and validation in this case) and the re-

spective dataset/shard based on the rank of the client:

def get shard dataset types(self):
return list(self.data by type)
def get dataset(self, dataset type='train'):



if dataset type not in self.data by type
raise Exception(f'Wrong dataset type

return self.data by type[dataset type]

We also specify the properties of the specific dataset being used.
Note that the sample shape is set to 1. The preprocessor layer of the
SSTModel allows us to pass in strings as input, which are treated as

input vectors of type tf.string and length 1:

@property

def sample shape(self):
return ["1"]

@property

def target shape(self):
return ["1"]

@property

def dataset description(self) -> str:

return (f'SST dataset, shard number {sel:

f' out of {self.worldsize}')
With this, the SSTShardDescriptor implementation is completed.
Implementing Datalnterface

Next, we implement the SSTFedDataset class as a subclass of

DataInterface. This is done by implementing the shard descriptor



getter and setter methods, with the setter method preparing the data

to be provided to the training/validation FL tasks:

class SSTFedDataset (DataInterface):

def init (self, **kwargs):
super(). init (**kwargs)

@property

def shard descriptor(self):
return self. shard descriptor

@shard descriptor.setter

def shard descriptor(self, shard descriptor)

self. shard descriptor = shard descripto:

self.train set = shard descriptor.get dai

self.valid set = shard descriptor.get dai

We also implement the API functions to grant dataset access and

dataset size information (used during aggregation):

def get train loader(self):
return self.train set

def get valid loader(self):
return self.valid set

def get train data size(self):

return len(self.train set) * 64



def get valid data size(self):

return len(self.valid set) * 64

With this, the local SST-2 datasets can be constructed and used.
Creating FLExperiment

We now focus on the actual implementation of the FL process within
a new file, fl_sim.py. First, we import the necessary libraries — from

OpenFL, we import the following:

TaskInterface: Allows us to define our FL training and validation

tasks for the model; the registered tasks are what the director in-

structs each envoy to conduct

« ModelInterface: Allows us to convert our Keras model into the for-
mat used by OpenFL in the registered tasks

« Federation: Manages information relating to the connection with
the director

o FLExperiment: Uses the TaskInterface, ModelInterface, and

Federation objects to conduct the FL process

The requisite imports are done as follows:

import tensorflow as tf
from tensorflow import keras

import tensorflow hub as hub



from openfl.interface.interactive api.experiment
from openfl.interface.interactive api.experiment
from openfl.interface.interactive api.experiment

from openfl.interface.interactive api.federation

from sst model import get classification head, g
from sst fl dataset import SSTFedDataset

Next, we create the Federation object using the default director

connection information:

client id = 'api
director node fqgdn = 'localhost'

director port = 50051

federation = Federation(
client id=client id,
director node fgdn=director node fqdn,
director port=director port,
tls=False

)

We then initialize the model with the associated optimizer and loss
function — these objects are used by the OpenFL KerasAdapter to
create the ModelInterface object. We call the model on a dummy
Keras input in order to initialize all of the weights before passing the

model to ModelInterface:



classification head = get classification head()
optimizer = keras.optimizers.Adam(learning rate=l
loss = keras.losses.BinaryCrossentropy()
framework adapter = 'openfl.plugins.frameworks ac

MI = ModellInterface(model=classification head, oj

Next, we create a TaskInterface object and use it to register the
training task. Note that including the optimizer in the decorator func-
tion of a task will result in the training dataset being passed to the

task; otherwise, the validation dataset will be passed to the task:

TI = TaskInterface()

@TI.register fl task(model='model', data loader=

def train(model, train data, optimizer, device):
preprocessor = hub.KerasLayer("https://tfhub
small bert = hub.KerasLayer("https://tfhub.d:s
small bert.trainable = False
full model = get sst full(preprocessor, smal.
full model.compile(loss=loss, optimizer=optir
history = full model.fit(train data, epochs=:

return {'train loss':history.history[ 'loss']|



Similarly, we register the validation task using the TaskInterface ob-
ject. Note that we can collect the metrics generated by the evaluate

function and return the values as a means of tracking performance:

@TI.register fl task(model='model', data loader=

def validate(model, val data, device):
preprocessor = hub.KerasLayer("https://tfhub
small bert = hub.KerasLayer("https://tfhub.d¢
small bert.trainable = False
full model = get sst full(preprocessor, smal.
full model.compile(loss=loss, optimizer=optir
loss, acc = full model.evaluate(val data, baf

return {'val acc':acc, 'val loss':loss,}

We can now load in the dataset using the SSTFedDataset class imple-
mented earlier and create and start a new FLExperiment using the
created ModelInterface, TaskInterface, and SSTFedDatasets

objects:

fed dataset = SSTFedDataset()
fl experiment = FLExperiment (federation=federatic
fl experiment.start(

model provider=MI,

task keeper=TI,

data loader=fed dataset,



rounds_to train=3,
opt treatment='CONTINUE LOCAL'

Defining the configuration files

The last step is to create the configuration files used by director and
envoys in order to actually load the data and start the FL process.
First, we create director_config containing the following

information:

settings:
listen host: localhost
listen port: 50051
sample shape: ["1"]
target shape: ["1"]

This is saved in director/director_config.yaml.

We then create the three envoy configuration files. The first file (en-

voy_config_1.yaml) contains the following:

params:
cuda devices: []

optional_ plugin_components: {}



shard descriptor:

template: sst fl dataset.SSTShardDescriptor
params:

rank worldsize: 1, 3

The second and third envoy config files are the same, except with the

values rank_worldsize: 2, 3 and rank_worldsize: 3, 3, respec-

tively. These config files, alongside all of the code files, are stored in

the experiment directory. The directory structure should look like the

following:

e director

director_config.yaml

e experiment

envoy_config_1.yaml
envoy_config_2.yaml
envoy_config_3.yaml
sst_fl_dataset.py
sst_model. py

fl_sim.py (file with FLExperiment creation)

With everything set up, we can now perform FL with OpenFL.

Running the OpenFL example



First, start the director by running the following command from within
the director folder (make sure OpenFL is installed in the working

environment):

fx director start --disable-tls -c

director config.yaml

Next, run the following commands in separate terminals from the ex-

periment directory:

fx envoy start -n envoy 1 -—disable-tls --
envoy-config-path envoy config l.yaml -dh
localhost -dp 50051

fx envoy start -n envoy 2 -—disable-tls --
envoy-config-path envoy config 2.yaml -dh
localhost -dp 50051

fx envoy start -n envoy 3 -—disable-tls --
envoy-config-path envoy config 3.yaml -dh

localhost -dp 50051
Finally, start FLExperiment by running the f1_sim. py script. After the

three rounds are completed, the aggregate model should achieve a
validation accuracy of around 82%. Once again, the performance is

nearly identical to the local training scenario.

Integrating IBM FL for SST-2



IBM FL uses a saved version of the model when performing FL. The
following code (create_saved_model. py) initializes a model (calling
the model on a dummy input to initialize the parameters) and then

saves the model in the Keras SavedModel format for IBM FL to use:

import tensorflow as tf

from tensorflow import keras

from sst model import SSTModel

sst model = SSTModel()

optimizer = keras.optimizers.Adam(learning rate=l
loss = keras.losses.BinaryCrossentropy(),

sst model.compile(loss=loss, optimizer=optimizer
sst input = keras.Input(shape=(), dtype=tf.strinc
sst model(sst input)

sst model.save('sst model save dir')

Run this once to save the model into the folder named sst_mod-
el_save_dir — we will point IBM FL to load in the model saved in this

directory.
Creating DataHandler

Next, we create a subclass of the IBM FL DataHandler class in

charge of providing the training and validation data to the model — this



subclass will load, preprocess, and store the SST datasets as class

attributes. We first import the necessary libraries:

from ibmfl.data.data handler import DataHandler
import tensorflow as tf

from sst model import load sst data

The init function of this class loads the data info parameters, which

are then used to load the correct SST-2 data partition:

class SSTDataHandler (DataHandler):
def init (self, data config=None):

super(). init ()

if (data config is not None):
if ('client id' in data config):
self.client id = int(data config]
if ('num clients' in data config):
self.num clients = int(data conf:
train data, val data = load sst data(sel:
self.train dataset = tf.data.Dataset.fror

self.val dataset = tf.data.Dataset.from f

We also implement the API function that returns the loaded datasets

for use during training/validation:



def get data(self):
return self.train dataset, self.val data:

Defining the configuration files

The next step is to create the configuration JSON files used when
starting the aggregator and initializing the parties. The aggregation

config first specifies the connection information it will use to commu-

nicate with the parties:

"connection": {
"info": {
"ip": "127.0.0.1",
"port": 5000,
"tls config": {

"enable": "false"

b

"name": "FlaskConnection",

"path": "ibmfl.connection.flask connectic
"sync": "False"

b



Next, we specify the fusion handler used for aggregation:

"fusion": {
"name": "IterAvgFusionHandler",

"path": "ibmfl.aggregator.fusion.iter avc

b

We also specify the hyperparameters related to both local training
and aggregation. perc_quorum refers to the percentage of parties that

must participate before aggregation can begin:

"hyperparams": {
"global": {
"max timeout": 10800,
"num parties": 1,
"perc_quorum": 1,
"rounds": 3
by
"local": {
"optimizer": {
"lr": 0.0005
by
"training": {

"epochs": 1



b

Finally, we specify the IBM FL protocol handler to use:

"protocol handler": {
"name": "ProtoHandler",

"path": "ibmfl.aggregator.protohandler.p:

This configuration is saved in agg_config. json.

We also create the base party configuration file used to conduct FL
with the local data. We first specify the connection information of the

aggregator and the party:

{
"aggregator":
{
"ip": "127.0.0.1",
"port": 5000
by

"connection": {
"info": {
"ip": "127.0.0.1",



"port": 8085,
llidll: Ilpartyll,
"tls config": {

"enable": "false"

b

"name": "FlaskConnection",
"path": "ibmfl.connection.flask connectic

"sync": "false"

b

We then specify the data handler and the local training handler to use
— this component trains the SST model using the model information

and the local data:

"data": {
"info": {
"client id": O,
"num clients": 3
by
"name": "SSTDataHandler",
"path": "sst data handler"”
by
"local training": {
"name": "LocalTrainingHandler",

"path": "ibmfl.party.training.local traii

b



The model format and information is then specified — this is where we

point to the saved model created earlier:

"model": {
"name": "TensorFlowFLModel",
"path": "ibmfl.model.tensorflow fl model'
"spec": {
"model-name": "sst model",

"model definition": "sst model save «

b

Finally, we specify the protocol handler:

"protocol handler": {
"name": "PartyProtocolHandler",

"path": "ibmfl.party.party protocol hand:

Creating IBM FL party

With this, all that is left is the code that starts each party, saved in

fl_sim.py. We first import the necessary libraries:



import argparse
import json

from ibmfl.party.party import Party
We include an argparse argument that allows for the party number to

be specified — this is used to modify the base party configuration file

in order to allow for distinct parties to be started from the same file:

parser = argparse.ArgumentParser()

parser.add argument("party id", type=int)

args = parser.parse_ardgs()

party id = args.party id

with open('party config.json') as cfg file:
party config = json.load(cfg file)

party config[ 'connection'][ 'info'][ 'port'] += pal

party config[ 'connection'][ 'info']['id'] += £' {i

party config['data']['info']['client id'] = part:

Finally, we create and start a new Party object with the modified con-

figuration information:

party = Party(config dict=party configq)



party.start()
party.register party()

With this, we can now begin performing FL using IBM FL.

Running the IBM FL example

First, start aggregator by running the following command:

python -m ibmfl.aggregator.aggregator

agg config.json
After the aggregator is finished setting up, type START and press Enter
key to open the aggregator to receive incoming connections. You can
then start three parties using the following commands in separate

terminals:

python fl sim.py 1
python fl sim.py 2

python fl sim.py 3
Finally, type TRAIN into the aggregator window and press Enter key to

begin the FL process. When three rounds are completed, you can

type SAVE into the same window to save the latest aggregate model.

Integrating Flower for SST-2

The two main Flower components that must be incorporated on top of

the existing local training code are the client and strategy subclass



implementations. The client subclass implementation allows us to in-
terface with Flower, with API functions that allow for model parame-
ters to be passed between the clients and the server. The strategy
subclass implementation allows us to specify the details of the aggre-

gation approach performed by the server.

We begin by writing the code to implement and start a client (stored in

fl_sim.py). First, the necessary libraries are imported:

import argparse

import tensorflow as tf

from tensorflow import keras

from sst model import SSTModel, load sst data

import flwr as f1l

We add a command-line argument specifying the client ID in order to

allow for the same client script to be reused for all three agents:

parser = argparse.ArgumentParser()
parser.add argument("client id", type=int)
args = parser.parse_ ardgs()

client id = args.client id

NUM_ CLIENTS = 3

We then load in the SST-2 datasets:



(x_train,y train), (x test,y test) = load sst dai

Note that we use the client ID to get the respective shard from the

training dataset.

Next, we create the model and the associated optimizer and loss ob-

jects, making sure to call the model on a dummy input to initialize the

weights:

sst model = SSTModel ()

sst model.compile(

)

optimizer = keras.optimizers.Adam(learning r:
loss = keras.losses.BinaryCrossentropy(),

metrics = [keras.metrics.BinaryAccuracy() ]

sst input = keras.Input(shape=(), dtype=tf.strinc

sst model(sst input)

Implementing the Flower client

We can now implement the Flower client object that will pass model

parameters to and from the server. To implement a client subclass,

we have to define three functions:



« get_parameters(self, config): Returns the model parameter
values

- fit(self, parameters, config): Sets the weights of the local
model to the received parameters, performs local training, and re-
turns the new model parameters alongside the dataset size and
training metrics

- evaluate(self, parameters, config): Sets the weights of the lo-
cal model to the received parameters, then evaluates the model on

validation/test data and returns the performance metrics

Using fl.client.NumPyClient as the superclass allows us to take
advantage of the Keras model get_weights and set_weights func-

tions that convert the model parameters into lists of NumPy arrays:

class SSTClient(fl.client.NumPyClient):
def get parameters(self, config):
return sst model.get weights()
def fit(self, parameters, config):
sst model.set weights(parameters)
history = sst model.fit(x train, y train,

return sst model.get weights(), len(x_ tr:

The evaluate function is also defined:



def evaluate(self, parameters, config):

sst model.set weights(parameters)
loss, acc = sst model.evaluate(x test, y

return loss, len(x train), {'val acc':ac

With this client implementation, we can finally start the client using

the default connection information with the following line:

fl.client.start numpy client(server address="[::

Creating the Flower server

The final step before running Flower is to create the script
(server.py) that will start the Flower server. We begin with the neces-

sary imports and the MAX_ROUNDS parameter:

import flwr as f1l

import tensorflow as tf

from tensorflow import keras
from sst model import SSTModel
MAX ROUNDS = 3

Because we want to save the model after performing federated learn-

ing, we create a subclass of the flower FedAvg strategy and add a fi-



nal step that saves the model at the last round during the aggregation

phase:

class SaveKerasModelStrategy(fl.server.strategy.]
def aggregate fit(self, server round, result:
agg weights = super().aggregate fit(serve
if (server round == MAX ROUNDS):
sst model = SSTModel()
sst input = keras.Input(shape=(), dt:
sst model(sst input)

sst model.set weights(fl.common.parar
sst model.save('final agg sst model’

return agg weights

With this strategy, we can run the following line to start the server

(passing the MAX_ROUNDS parameter through the config argument):

fl.server.start server(strategy=SaveKerasModelSt:

We can now start the server and clients, allowing for FL to be per-

formed using Flower.

Running the Flower example



To start the server, first run the server. py script.

Each of the three clients can then be started by running the following

commands in separate terminal windows:

python fl sim.py 1
python fl sim.py 2

python fl1 sim.py 3
The final aggregate model after FL will be saved in the final_ag-

g_sst_model directory as a SavedModel object.

Integrating STADLE for SST-2

STADLE differs from the previously examined FL frameworks by pro-
viding a cloud-based platform (STADLE Ops) to handle the deploy-
ment of aggregators and management of the FL process. Because
the deployment of the server side can be done through the platform,
the client-side implementation is all that needs to be implemented for
performing FL with STADLE. This integration is done by creating a
client object that occasionally sends the local model and returns the
aggregate model from the previous round. To do this, we need to cre-
ate the agent configuration file and modify the local training code to
interface with STADLE.

First, we create the configuration file for the agent as follows:



"model path": "./data/agent",

"aggr ip": "localhost",

"reg port": "8765",

"token": "stadlel2345",

"base model": {
"model fn": "SSTModel",
"model fn src": "sst model",
"model format": "Keras",

"model name": "Keras-SST-Model"

}

Information on these parameters can be found at https://stadle-docu-
mentation.readthedocs.io/en/latest/documentation.html#configura-
tion-of-agent. Note that the aggregator IP and registration port values
listed here are placeholders and will be modified when connecting to
the STADLE Ops platform.

Next, we modify the local training code to work with STADLE. We first

import the requisite libraries:

import argparse
import tensorflow as tf

from tensorflow import keras



from sst model import SSTModel, load sst data

from stadle import BasicClient

Once again, we add a command-line argument to specify which parti-

tion of the training data the agent should receive:

parser = argparse.ArgumentParser()
parser.add argument("client id", type=int)
args = parser.parse_ardgs()

client id = args.client id

NUM_CLIENTS = 3

(x_train,y train), (x test,y test) = load sst dai

Next, we instantiate a BasicClient object — this is the STADLE client
component that handles communication between the local training
process and the aggregators on the server side. We use the configu-

ration file defined earlier to create this client:

stadle client = BasicClient(config file="config :

Finally, we implement the FL training loop. In each round, the client
gets the aggregate model from the previous round (starting with the
base model) and trains it further on the local data before sending it

back to the aggregator through the client:



for round in range(3):
sst model = stadle client.wait for sg model(
history = sst model.fit(x train, y train, ep«
loss = history.history['loss'][0]
stadle client.send trained model(sst model,

stadle client.disconnect()

The wait_for_sg_model function returns the latest aggregate model
from the server, and the send_trained_model function sends the lo-
cally trained model with the desired performance metrics to the
server. More information on these integration steps can be found at
https://stadle-
documentation.readthedocs.io/en/latest/usage.html#client-side-sta-

dle-integration.

Now that the client side has been implemented, we can use the STA-

DLE Ops platform to start an aggregator and start an FL process.
Creating a STADLE Ops project

First, go to stadle.ai and create a new account. Once you are logged
in, you should be directed to the project information page in STADLE
Ops:
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Figure 8.3 — Project information page in STADLE Ops

Click on Create New Project, then fill in the project information and
click Create Project. The project information page should have

changed to show the following:



Projects Information G

Project Name Agent count Aggregator count Initiate Aggregator Delete Project
Test Project 0 0 + ]

Figure 8.4 — New project added to the project information page

Click on the plus icon under Initiate Aggregator to start a new ag-
gregator for the project, then click OK on the confirmation prompt.
You can now navigate to the Dashboard page on the left side, result-

ing in a page that looks like the following:
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Figure 8.5 — Dashboard page of STADLE Ops

Replace the aggr_ip and reg_port placeholder parameter values in

the config_agent. json file with the values under IP Address to Con-



nect and Port to Connect, respectively.

With this, we are now ready to begin the FL training process.

Running the STADLE example

The first step is to send the base model object to the server, allowing
it to in turn distribute the model to the training agents. This is done

with the following command:

stadle upload model --config path

config agent.json

Once the command successfully runs, the Base Model Info section
on the STADLE Ops dashboard should update to show the model in-
formation. We can now start the three agents by running the following

commands:

python fl sim.py 1
python fl sim.py 2

python fl1 sim.py 3
After three rounds, the agents will terminate and the final aggregate

model will be displayed in the project dashboard, available for down-
load in the Keras SavedModel format. The user guide located at
https://stadle.ai/user_guide/guide is recommended for more informa-

tion on the various functionalities of the STADLE Ops platform.


https://stadle.ai/user_guide/guide

Evaluating the resulting aggregate models produced by each FL
framework results in the same conclusion—the performance of the
aggregate model essentially matches that of the centralized training
model. As explained in the Dataset distributions section of Chapter 7,
Model Aggregation, this is generally the expected result. The natural
qguestion to ask is how the performance is affected when the local

datasets are not [ID—this is the focal point of the next section.

Example — the federated training
of an image classification model
on non-lID data

In the previous example, we examined how a centralized deep learn-
ing problem could be converted into an FL analog by training multiple
clients on disjoint subsets of the original training dataset (the local
datasets) in an FL process. One key point of this local dataset cre-
ation was that the subsets were created by random sampling, leading
to local datasets that were all 1ID under the same distribution as the
original dataset. As a result, the similar performance of FedAvg com-
pared to the local training scenario was expected — each client’s mod-
el essentially had the same set of local minima to move toward during

training, making all local training beneficial for the global objective.



Recall that in Chapter 7, Model Aggregation, we explored how Fed-

Avg was susceptible to the divergence in training objectives induced
by severely non-1ID local datasets. To explore the performance of Fe-
dAvg on varying non-lID severities, this example trains the VGG-16
model (a simple deep-learning-based image classification model) on
constructed non-IID local datasets sampled from the CIFAR-10

dataset (located at https://www.cs.toronto.edu/~kriz/cifar.html). Cl-

FAR-10 is a well-known simple image classification dataset contain-
ing 60,000 images separated into 10 different classes; the goal of
models trained on CIFAR-10 is to correctly predict the class associat-
ed with an input image. The relatively low complexity and ubiquity as
a benchmark dataset make CIFAR-10 ideal for exploring the re-

sponse of FedAvg to non-IID data.

IMPORTANT NOTE

To avoid including redundant code samples, this section fo-
cuses on the key lines of code that allow FL to be performed
on PyTorch models using non-1ID local datasets. It is recom-
mended that you go through the examples within the Example
— the federated training of an NLP model section in this chap-
ter prior to reading this section in order to understand the core
components needed for each FL framework. The implementa-
tions for this example can be found in full at this book’s GitHub

repository (https://github.com/PacktPublishing/Federated-



https://www.cs.toronto.edu/~kriz/cifar.html
https://github.com/PacktPublishing/Federated-Learning-with-Python

Learning-with-Python tree/main/ch8/cv_code), for use as a

reference.

The key point of this example is determining how the non-IID
datasets should be constructed. We will change the class label distri-
butions of each local dataset by changing the number of images of
each class included in the training dataset. For example, a dataset
skewed toward cars and birds might have 5,000 images of cars, 5,000
images of birds, and 500 images for every other class. By creating
three disjointed subsets of the 10 classes and constructing local
datasets skewed toward these classes, we produce three local
datasets with non-1ID severity proportional to the number of images

included from the classes not selected.

Skewing the CIFAR-10 dataset

We first map the three class subsets to client IDs, and set the propor-
tion of images to be taken from the original dataset for selected class-

es (sel_count) and the other classes (del_count):

classes = ('airplane', 'automobile', 'bird', 'caf
'dog', 'frog', 'horse', 'ship', 'trucl
class_id map = {
l: classes[:3],

2: classes[3:6],


https://github.com/PacktPublishing/Federated-Learning-with-Python

3: classes|[6:]

}

sel count = 1.0, def count = 0.2

We then sample the appropriate number of images from the original
dataset, using the indices of the images in the dataset to construct
the skewed CIFAR-10 subset:

class counts = int(def count * 5000) * np.ones/(l¢
for ¢ in classes:

if ¢ in class_rank map[self.rank]:

class counts[trainset.class to idx[c]] =

class counts ref = np.copy(class counts)
imbalanced idx = []
for i,img in enumerate(trainset):

c = img[1l]

if (class _counts[c] > 0):

imbalanced idx.append(1i)

class counts[c] -= 1

trainset = torch.utils.data.Subset(trainset, imb:

The skewed trainset is then used to create the skewed trainloader
for local training. When we refer to biasing the training data going for-

ward, this is the code that is run.



We will now demonstrate how to use different FL frameworks to run
this non-IID FL process. Please refer to the installation instructions
and framework-specific implementations in the previous section,
Example — the federated training of an NLP model, for the explana-

tions of the basics omitted in this section.

Integrating OpenFL for CIFAR-10

Similar to the Keras NLP example, we first create the
ShardDescriptor and DataInterface subclasses for the non-IID ClI-
FAR-10 datasets in cifar_f1_dataset.py. Only a few changes need

to be made in order to accommodate the new dataset.

First, we modify the self.data_by_type dictionary to instead store the
modified CIFAR datasets:

train dataset, val dataset = self.load c:
self.data by type = {
'train': train dataset,

'val': val dataset

The load_cifar_data function loads in the training and test data us-
ing torchvision, then biases the training data based on the rank

passed to the object.



Because the dimensions of a data element are now known (the size
of CIFAR-10 image), we also modify the shape properties with fixed
values:

@property

def sample shape(self):
return ["32", "32"]

@property

def target shape(self):

return ["10"]

We then implement the CifarFedDataset subclass of the
DataInterface class. No significant modifications are needed for this

implementation; thus, we can now use the biased CIFAR-10 dataset
with OpenFL.

We now move to the actual FL process implementation (fl_sim.py).
One key difference is the framework adapter that must be used to

create the ModelInterface object from a PyTorch model:

model = vgglé6 ()

optimizer = optim.SGD(model.parameters(), 1lr=0.0(
criterion = nn.CrossEntropyLoss()

framework adapter = 'openfl.plugins.frameworks ac

MI = ModelInterface(model=model, optimizer=optim:



The only other major change is modifying the train and validation
functions passed to the TaskInterface object to mirror the PyTorch

implementations of these functions from the local training code.

The last step is to create the configuration files used by the director
and envoys. The only necessary change in the director config is the
updated sample_shape and target_shape for the CIFAR-10 data:

settings:
listen host: localhost
listen port: 50051
sample shape: ["32","32"]
target shape: ["10"]

This is saved in director/director_config.yaml.

The envoy configuration files require no changes outside of updating
the object and filenames — the directory structure should look like the

following:

o director

o director_config.yaml
o experiment

o envoy_config_1.yaml

o envoy_config_2.yaml



« envoy_config_3.yaml
o cifar_f1l_dataset.py

o fl_sim.py

You can refer to Running the OpenFL example in the Integrating

OpenFL for SST-2 section to run this example.
Integrating IBM FL for CIFAR-10

Recall that IBM FL requires a saved version of the model used during
training. We first run the following code in create_saved_model. py to
create the saved VGG-16 PyTorch model:

import torch
from torchvision.models import vgglé6
model = vggl6()

torch.save(model, 'saved vgg model.pt')

Next, we create the DataHandler subclass for the skewed CIFAR-10
datasets. The only core change is the modification of the lLoad-
_and_preprocess_data function to instead load in the CIFAR-10 data

and bias the training set.

The next step is to create the configuration JSON files used when
starting the aggregator and initializing the parties. No significant

changes to the aggregator config (agg_config. json) are necessary,



and the only core change in the party config is the modification of the

model information to work with PyTorch:

"model": {
"name": "PytorchFLModel",
"path": "ibmfl.model.pytorch fl1 model",
"spec": {
"model-name": "vgg model",
"model definition": "saved vgg model
"optimizer": "optim.SGD",

"criterion": "nn.CrossEntropyLoss"

b

The code in f1_sim.py responsible for starting up the parties can es-
sentially remain unmodified due to the extensive use of the configura-

tion files.

You can refer to Running the IBM FL example in the Integrating IBM

FL for SST-2 section to run this example.
Integrating Flower for CIFAR-10

After loading in the CIFAR-10 data and biasing the training data, the
core change needed for the Flower implementation is the

NumPyClient subclass. Unlike the Keras example, the get_parame-



ters and set_parameters methods rely on the PyTorch model state

dictionaries and are a bit more involved:

class CifarClient(fl.client.NumPyClient):

def

def

get parameters(self, config):

return [val.numpy() for , val in model.:
set parameters(self, parameters):

params dict = zip(model.state dict().key:
state dict = OrderedDict({k: torch.tenso:
model.load state dict(state dict)

We modify the fit function to mirror the training code in the local

training example and modify the evaluate function to similarly mirror

the local training evaluation code. Note that we call self.set_para-

meters (parameters) in order to update the local model instance with

the most recent weights.

We also set the grpc_max_message_length parameter to 1 GB when

starting the Flower client and server to accommodate the larger VG-

G16 model size. The client initialization function is now the following:

fl.client.start numpy client(

server address="[::]:8080",

client=CifarClient(),



grpc_max message length=1024**3
)
Finally, we modify the aggregator code in server.py — the custom
strategy we used previously to save the aggregate model at the end

of the last round needs to be modified to work with PyTorch models:

if (server round == MAX ROUNDS):
vgg model = vgglé6 ()

np weights = fl.common.parameters to
params dict = zip(vgg model.state dic«
state dict = OrderedDict({k: torch. te

torch.save(state dict, "final agg vge

With this strategy, we can run the following line to start the server

(adding the grpc_max_message_length parameter here as well):

fl.server.start server(
strategy=SavePyTorchModelStrategy(),
config=fl.server.ServerConfig(num rounds=MAX

grpc_max message length=1024+**3



Refer to Running the Flower example in the Integrating Flower for

SST-2 section to run this example.

Integrating STADLE for CIFAR-10

We first modify the config_agent. json config file to use the VGG16

model from the torchvision library:

"model path": "./data/agent",

"aggr ip": "localhost",

"reg port": "8765",

"token": "stadlel2345",

"base model": ({
"model fn": "vgglé",
"model fn src": "torchvision.models",
"model format": "PyTorch",

"model name": "PyTorch-VGG-Model"

}

To integrate STADLE into the local training code, we initialize the
BasicClient object and modify the training loop to send the local
model every two local training epochs and wait for the new aggregate

model:



stadle client = BasicClient(config file="con:
for epoch in range(num epochs):
state dict = stadle client.wait for sg mc
model.load state dict(state dict)
# Normal training code...
if (epoch % 2 == 0):

stadle client.send trained model (mods

NOTE

The code located at https://github.com/PacktPublishing/Feder-

ated-Learning-with-Python contains the full implementation of

this integration example for reference. To start an aggregator
and perform FL with the CIFAR-10 STADLE example, please
refer to Creating a STADLE Ops project and Running the STA-
DLE example in the Integrating STADLE for SST-2 subsection.

Testing different levels of bias in the constructed local datasets
should lead to the same conclusion stated in the Dataset distributions
section of Chapter 7, Model Aggregation for non-lID cases—as the
non-11D severity increases, the convergence speed and model perfor-
mance decrease. The goal of this section was to build off of the un-
derstanding of each FL framework from the SST-2 example, highlight-

ing the key changes necessary to work with a PyTorch model on a
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modified dataset. Using this section alongside the code examples in
https://github.com/PacktPublishing/Federated-Learning-with-Python

should help in understanding this example integration.

Summary

In this chapter, we covered several FL frameworks through the con-
text of two different examples. From the first example, you learned
how a traditional centralized ML problem can be converted into the
analogous FL scenario by separating the data into disjointed subsets.
It is now clear that random sampling leads to local datasets that are
lID, allowing FedAvg to reach the same level of performance as the

centralized equivalent with any of the FL frameworks.

In the second example, you learned one of the many ways a group of
datasets can be non-1ID (different class label distributions) and ob-
served how different severities of non-IID datasets affect the perfor-
mance of FedAvg. We encourage you to explore how alternative ag-

gregation methods can improve on FedAvg in these cases.

Both examples also should have given you a solid understanding of
the general trends when working with different FL frameworks; while
the specific implementation-level details may change (due to the
rapidly changing field), the core concepts and implementation details

will remain fundamentals.
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In the next chapter, we continue our transition to the business appli-
cation side of FL by taking a look at several case studies involving the

application of FL to specific domains.
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Case Studies with Key Use
Cases of Federated Learning
Applications

Federated learning (FL) has met with a variety of Al applications so
far in various contexts and integration has been explored with trials
and errors in those fields. One of the most popular areas has been in
the medical and healthcare fields where the concept of privacy-pre-
serving Al naturally fits with the current needs and challenges of
healthcare Al. FL has also been applied to the financial services in-
dustry, edge computing devices, and the Internet of Things (loT),
through which FL has been shown to have significant benefits in quite
a few applications, which will resolve many important social

problems.

In this chapter, we will be discussing some of the major use cases of
FL in different fields. It is our hope that by the end of this chapter,
you’ll be familiar with some of the applications of FL in different indus-
tries. We'll start by exploring the use of FL in the healthcare and fi-

nancial industries before making the transition to the edge computing



and loT sectors. Finally, we will conclude the chapter by discussing

the intersection of FL and distributed learning for big data.

In this chapter, we will cover the following topics:

Applying FL to the healthcare sector

Applying FL to the financial sector

FL meets edge computing

Moving towards the Internet of Intelligence

Applying FL to distributed learning for big data

Applying FL to the healthcare
sector

FL used in healthcare is a topic that gained quite a lot of attention in
the last couple of years. Healthcare advances can have an enormous
effect on our lives. However, several challenges make these ad-
vances perhaps more difficult than in other domains. Let’s begin by
discussing some of the common challenges that exist and are pre-

venting the further development of Al in healthcare.
Challenges in healthcare

One of the primary challenges is data accessibility. Data accessibility

is not an issue unique to healthcare. It is a huge problem across the



Al industry and will only become a greater challenge as time goes on.
It is a core problem in the development of Al in healthcare and we will
touch briefly on some of the reasons why it is an issue here. We will
also continue to revisit this major hurdle, addressing problems and
solutions from many different angles and applications. This strategy
will allow you to understand the many different aspects, complexity,

and drivers of the problem.
The data accessibility problem has many components:

« Privacy regulations: The main bottleneck of the data accessibility
issue is centered around the privacy regulations put in place to
protect personal data; these regulations are absolutely necessary
and should be in place. Rather than circumventing these regula-
tions, we’ll be discussing how we can work in parallel with them,
keeping these valuable regulations in place, and at the same time,
making use of the intelligence that this data can provide. You can
think of this as a best-of-both-worlds scenario. Several important
privacy regulations are discussed in the Data privacy as a bottle-
neck section of Chapter 1, Challenges in Big Data and Traditional
Al

- Lack of data/need for real data: Few areas hold as much prom-
ise for providing a positive societal impact as healthcare does. Yet,
the healthcare industry has fallen far behind in capitalizing on all of

the many benefits that Al has to offer. One reason for this is that



for Al and ML models to learn effectively, they need large amounts
of data. We’'ll discuss more on the need for large amounts of data
throughout this chapter. This is the limiting factor for Al. In health-
care, there are many regulations in place that prevent these mod-
els from utilizing the data in any way, and rightfully so.

- Many data types from many places: As we’ll discuss further,
there are many different data types from many different places.
Data can be in the form of text, video, images, or speech, which is
stored in many different places. Aside from the ability to access
data from many different locations, which is a major challenge on

its own, these institutions store data in various formats as well.

As mentioned, some of the earliest work in the application of FL has
been in the healthcare space. Within this large field, there are several
ways FL can help solve problems. Let’s take a look at just a few of the
areas where FL has great potential to transform the healthcare sys-
tem. Some of these areas include medical imaging, drug discovery,
and Electronic Health Records (EHRs).

Let’s start by taking a closer look at how FL is being used in medical

imaging.

Medical imaging



There is a lot of optimism surrounding FL in the medical imaging
space as discussed in A Comprehensive Analysis of Recent Deep
and Federated-Learning-Based Methodologies for Brain Tumor Diag-
nosis, which is listed in the Further reading section in this chapter.
These high expectations are, in part, due to some of the challenges
that need to be addressed and the capability of FL to overcome these

hurdles. One of these challenges is needing large amounts of data.

Large amounts of medical imaging data are created every day as the
medical imaging industry continues to develop better equipment, pro-
cedures, and facilities. The exponential growth of this data is a huge

opportunity for healthcare providers to develop better ML models and

increase the quality of healthcare.

Another reason for the optimism around FL having a positive impact
on medical imaging is the already proven success of machine learn-

ing (ML) — more specifically, deep learning (DL).

Let’s take a brief look at DL to understand better why it is so impor-
tant when dealing with large amounts of data. DL is a subspace of ML
encompassed by the Al umbrella. DL is different from ML in that it
uses several layers of what are known as neural networks. Several
books have been written on DL and neural networks as a singular
subject, so we won’t attempt to explain these in greater detail in this

book. For more in-depth coverage of DL and neural networks,



Advanced Deep Learning with Python by Packt is a great book to
read. For our general discussion, we’ll provide a very basic

explanation.

The following figure, Figure 9.1, shows a simple example of a neural
network being used to help classify types of brain tumors using med-

ical imaging:
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Figure 9.1 — Tumor classification with a neural network

On the left-hand side of the figure, we have an image of a brain that
has one of two types of tumors. The image is broken down into num-
bers that represent the image pixels. These numbers are added to
the neural network. The hidden layers utilize different weights for
these numbers and produce different outputs through activation func-
tions. Finally, we can see the two output layers. In this case, there are
two possible outputs. One is Tumor is Type 1 and the other is Tumor

is Type 2.
Single location data is limited

As you can see, DL models require a lot of data to train. Generally, a
single data repository has only a small amount of data, limiting the

ability of any model to generalize well.

Possible solutions to data accessibility
challenges

One solution is to utilize privacy-preserving FL, which can make use
of all the data available in multiple centers while keeping sensitive

data private.



FL enables the deployment of large-scale ML models trained in differ-

ent data centers without sharing sensitive data.

In FL, rather than moving the data to the model to be trained, we
move the model to the data and only bring back the intelligence gath-
ered from the data, referred to as Intelligence from Data (IfD), dis-

cussed later in the Potential of IfD section in this chapter.

Example use case — ML in hospitals

Let’s walk through an example of how FL could be applied to medical
imaging data. This example is actually what was done in an in-
ternational challenge focused on brain tumors. The goal here is to

segment the tumor using MRI scans.

For this example, we’re going to use three hospitals. We will label
them Hospital A, Hospital B, and Hospital C. Each hospital has
anonymized private medical imaging data that is stored locally. Each
hospital begins with a learning model, which you can see in the fol-

lowing diagram:
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Figure 9.2 — Hospitals sharing ML models for FL

Each hospital runs the model locally; this creates what is referred to
as a local model. It’s important to note that each one of the hospital’s
local models will be different at this point. Each of them has only

trained on the data that resides at their hospital.

The intelligence from training these three local models is sent to a
centralized server in the form of model parameters. The server gath-
ers the local models and combines them to create a global model.
This global model, a combination of the intelligence from all three lo-
cal models, is then sent back to each hospital and is again trained lo-

cally only on that hospital’s data.

Again, only the intelligence from these models is sent back to the
server for aggregation. This process is repeated until the model has

learned all it can (known as convergence).

Utilizing FL, you can train models that perform as if all the data came
from a single location even when data resides at different locations.
As you can see, the implementation of privacy-preserving methods

such as this one has the power to revolutionize the field of medicine.

Let’s now take a look at how FL can improve the drug discovery

space.



Drug discovery

Data has become somewhat of a new currency in our modern world.
For pharmaceutical companies, especially, the use of this data to pro-
vide personalized medicine has become a major focus. In the years
ahead, companies that can make use of more data will be far more
competitive. This will be one of the defining strategies for the future

success of any organization.

Precision medicine

Personalized medicine, also known as precision medicine, relies
heavily on large amounts of real-world data to make this possible. In
addition, ML algorithms are needed to process and analyze this data
in order to extract meaningful insights. As we will discuss, accessing
significant amounts of real data is currently very difficult, if not

impossible.

In Figure 9.3, we show some of the areas where precision medicine

will have an immediate impact:
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Figure 9.3 — Precision medicine impacting many areas

As you can see from Figure 9.3, precision medicine covers a vast
area of different fields and disciplines, such as oncology, wellness,

diagnostics, research, and health monitoring.

Currently, many Al solutions that are deployed in the healthcare sys-
tems fail due to being created with small datasets that only represent
a fraction of the patient population. Researchers and developers can
validate and improve models using data from many sources without

ownership.

To access this data so that it can be processed and analyzed, a new
approach is needed. This is where FL comes in. As we’ve covered
throughout this book, FL provides access to the intelligence needed,

and not the data itself.

Precision medicine is a model that proposes that rather than utilizing
a one-size-fits-all approach, it should customize healthcare to individ-
uals for better results in terms of drug effectiveness and cancer treat-
ment outcomes, among other things. To do this, precision medicine
relies heavily on large amounts of real-world data. Accessing large
amounts of real-world data is the first hurdle that must be overcome

to realize precision medicine at scale.



Let’s look at the current approach to see how FL can provide the

needed answer.

Shown in Figure 9.4 is the current common approach to ML system
implementation. Here, the data is transmitted to a central server,
where all of the data is gathered together, and algorithms are then
trained on this aggregated data. This is known as the bringing the

data to the model approach:
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Figure 9.4 — Precision medicine now

It’s easy to imagine the immense cost of moving data from many hos-

pitals into one centralized place in this fashion. Processing data in



this way also compromises data security and makes regulatory com-

pliance difficult, if not impossible.

As shown in Figure 9.5, the FL approach is quite different. Instead of
bringing the data to the model, the model is moved to the data. This
means that the ML model trains on local data and only sends the in-
telligence to the FL server for aggregation, thus allowing the various

local models to benefit from updates to the global model:

Hospital A
ML Model

ML Model FL ML Model

Server
s

Hospital B Hospital C

Figure 9.5 — Precision medicine with FL

The FL approach allows for efficient model transfers and data securi-

ty while being compliance-friendly.

Potential of IfD



Utilizing FL to gain access to real-world data has huge potential to im-
prove all of the clinical research stages. Accessing this kind of data
allows us to utilize the intelligence gathered and IfD can dramatically
accelerate the processes and steps in drug discovery. One important
idea to keep in mind when discussing how FL works is that the train-

ing data never leaves the device.

Figure 9.6 describes the process of extracting the ML model from

training data through the training process:

MLTraining | ——
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Architecture and Weights

Figure 9.6 — An IfD diagram

As you can see in Figure 9.6, the data is used locally to train the ML

model. In FL, the model is located on the device itself, where it is



trained, and only the model weights are sent for aggregation — so

only the intelligence from the data, not the data itself.

The ability to gather IfD collected from multiple sources, as well as a
wide range of data types, including video, text, speech, and other

sensory data, can help improve enrollment processes, both in terms
of the speed of doing so and finding the right match for the research

and development of treatments.

This is especially important for rare diseases and cancers. When
identifications are made in this way, subjects can be notified of trial

opportunities.

Federated access to data and the collection of IfD can open up ac-
cess to a substantial amount of data worldwide. This allows for aggre-
gated data repositories to mine a sufficient number of patients fulfill-
ing the protocol criteria. Potentially, this could allow all participants in

a trial to receive the actual drug and not the placebo.

Ultimately, precision medicine at scale is not possible without robust
Al and robust Al can only be trained with large amounts of real-world
data. Using FL could allow for improved outcome measurements. In
the coming years, a federated approach has the potential to drive ad-
vancements and innovation in the discovery of new medical treat-

ments in new ways that have not been possible before.



In the following figure, Figure 9.7, we show a generalized view of how
FL collects IfD:
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Figure 9.7 — A generalized view of how FL collects IfD

As shown in Figure 9.7 here, all the data remains isolated within each

organization and is not transferred to the federated server.

Let’s now move forward and discuss an FL application with EHRs.

EHRs

An EHR is a collection of health information that is systematically and
digitally stored. These records are designed to be shared with
healthcare providers (HCPs) when appropriate. According to
HealthIT.gov statistics, as of 2017, 86% of office-based physicians
have adopted EHRs in the United States.

Figure 9.8 depicts the EHRSs collected from various sources, such as
hospitals and insurers. In this figure, we use the terms Electronic
Medical Records (EMRs) and Personal Health Records (PHRs):
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Figure 9.8 — EHRs

This adoption of EHRs has laid the groundwork for beneficial collabo-
ration between healthcare organizations. As we'’ve discussed
throughout the book, the ability to access more real-world data allows

Al models trained on this data to be much more robust and effective.

Although this foundation has been put in place, there are still many
challenges to the traditional ML approach in terms of sharing EHR
data across multiple institutions. These include privacy concerns and
regulations as well as data standardization. One of the major prob-
lems is the storage of this data in Central Data Repositories
(CDRs), as shown in Figure 9.9, where various forms of local data are

stored to be trained to create an ML model.
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Figure 9.9 — A centralized data mining method

This CDR approach is not ideal because of the data isolation prob-

lem, which is discussed in the following section.

The data isolation problem

The use of CDRs for data storage brings many problems. Some ex-
amples include things such as data leakage, hefty regulations, and a

high costto set up and maintain.



The effect that data storage methods have on the quality and useabil-
ity of the data itself is just as important. ML models trained on a single
center data usually cannot generalize well when compared to data

that has been gathered from multiple locations.

FL allows model training collaboration across multiple organizations,
resulting in the production of superior model performance without vio-

lating data privacy regulations.

Let’s take a look at an example of an FL application with EHRs.

Representation learning in EHRs

Researchers have applied FL to representation learning in EHRs as
mentioned in the Further reading list such as Two-stage federated
phenotyping and patient representation learning. They used FL with
natural language processing (NLP) for phenotyping and represen-
tation learning with patient data. In the first stage, a representation of
patient data is created based on some medical records from several
hospitals without sharing the raw data itself. The representation that
has been learned is not limited to any specific medical task. In the
second stage, an ML model for specific phenotyping work is trained in
a federated manner using the related features derived from the

learned representations.



FL has been showcased as an effective alternative to current
methodologies in the advancement of Al developments in healthcare,

whether in drug discovery, medical imaging, or the analysis of EHRs.

Let’s move on to the financial sector as another promising use case

related to FL in the following section.

Applying FL to the financial
sector

In the US alone, financial services firms spend billions of dollars
every year on compliance to combat laundering, yet the current sys-
tem is so ineffective that less than 1% of money laundering activities
are thwarted. In fact, it’s estimated that firms spend roughly 100 times
more money than they are able to recover from this criminal activity.
Only a small percentage of transactions are caught by anti-money
laundering (AML) systems, and an even smaller percentage of
those alerts are eventually reported in suspicious activity reports
(SARs), as required by the Bank Secrecy Act (BSA) of 1970.

Conservatively speaking, the value of information coming from a net-
work of banks is many times higher than the information any one
bank has. This is because you can see not just where the money

came from, but also where it went.



Anti-Money Laundering (AML)

The current AML system needs major improvements, with several
challenges that need to be overcome. Many privacy regulations are in
place to protect personal financial data. These regulations vary from

institution to institution and region to region.

One solution is a collaboration between financial institutions. This col-
laboration would allow these institutions to share intelligence gath-
ered from their own data in a mutually beneficial way. Rather than
moving data between collaborators, the ML models themselves
would be deployed locally at each institution. This would allow only
the IfD to be shared and benefit each collaborator that could utilize

the intelligence gathered. As we’ve discussed, FL has this capability.

In FL, the models themselves move from institution to institution.
While doing so, the models adjust parameters and become more in-
telligent as they learn from more data. This is different from these two

alternatives to FL:

« One option is to collect the data from the collaborating financial in-
stitutions into one central repository. However, this approach isn’t
possible due to customer privacy regulations.

« Another approach is to share some kind of identifier as necessary.

However, again due to privacy laws and regulations, this is not



possible and could only be used as part of an investigation

process.

To be able to use FL, we need to be able to ensure that the privacy
and security of data remain intact. To do so, we must ensure that the
models are being trained in a financial institution without privacy vio-
lations. Lastly, we need to ensure that all communication related to
model parameter updates sent to the federated server is safe and

secure.

FL can improve the effectiveness, efficiency, and fairness of the glob-
al BSA and AML regimes. In the following section, we will look at us-
ing FL in the context of transaction monitoring implementation across

AML disciplines.

Proposed solutions to the existing AML
approach

The development of FL approaches across AML disciplines includes
the essential topic of customer onboarding and it may help to use
non-traditional information to verify the identities of potential

customers.

A new approach is needed that can leverage sophisticated technolo-
gy to increase the awareness and efficiency of risk detection

systems.



This approach should enable the following:

- Enable firms and regulators to learn from each other without shar-
ing sensitive or protected data

« Enhance the ability of firms to identify accurately real risks and re-
duce unfounded risk reporting

« Improve the risk-reward calculi of firms when making decisions

about whether to serve specific markets

The AML framework serves a vital national interest in preventing any
intent of harm, whether through terrorism, money laundering, fraud,
or human trafficking, using the global financial system for those illegal

purposes.

Although there has been enormous investment in and attention to
money laundering risk detection systems, the system is broken.
Firms invest considerable resources to satisfy AML requirements but

get little feedback on the quality of their risk reporting.

Two key factors have driven firms out of operating in specific

markets:

« The first is the costs of risk rating activity that occurs within the
money services industry
« The second key factor is the regulatory risks and reputational im-

pact for financial firms connected to illicit financial activities



As a result, globally, correspondent banking relationships have fallen
by 25%. Since 2009, 25% of banks in emerging markets have reported
correspondent banking losses.

In Figure 9.10, transaction reporting is depicted and each institution’s

database of risk patterns reflects its experience with illicit activities:
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Figure 9.10 — Institutional reporting of suspected illicit activity

Institutions won’t necessarily know about patterns their competitors
are picking up or what the government knows about which transac-
tions flagged are suspicious or genuine. Firms get little timely feed-
back on the accuracy of the reports they submit. The result is that
firms lack the most vital information for improving their risk detection

capabilities: timely information about confirmed problems.

So, imagine transaction monitoring that is more effective, efficient,
and fair in this scenario. The bank acts as a utility-like hub. Powerful
computers combined with smart algorithms could be deployed to
evaluate data at different institutions. The ML model that has learned
the risk patterns would then move between the participating firms to
pick up the patterns and learn from the risk at each institution. All of
this could be done without sharing sensitive or protected data. This is

depicted in Figure 9.11:
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Figure 9.11 — The data and intelligence flow within a banking

ecosystem

In the FL approach, the bank creates a classification algorithm that
trains on each participating firm’s data. The bank develops a key
model and model parameters that reflect insights from all participat-
ing firms and the data in the government’s possession. The bank dis-
tributes the key model and model parameters to the participating
firms while the data stays in each institution. These distributed mod-
els adopt the risk patterns in those firms by learning from their local

data and then sending them back to the bank.
Demo of FL in the AML space

The researchers at TieSet, Inc. have conducted an experiment of ap-
plying FL to the AML space over STADLE, using some synthetic

transaction data generated by the PaySim mobile money simulator

(https://www.kaggle.com/ealaxi/paysim1). They have used super-
vised learning with logistic regression where model features include
time, amount, and the new and old balance of the original account
and the destination account. The dataset has 636,2620 transactions
(8,213 fraud transactions and 635,4407 valid transactions), which are

split into 10 separate local agents.


https://www.kaggle.com/ealaxi/paysim1

Figure 9.12is the outcome of applying FL to AML where the precision
score and F1 score are plotted at each round of training. In the figure,
the thicker line is the performance of the aggregated model, and the
thin lines are the results of individual agents training separately only

using local data:
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Figure 9.12 — Outcome of applying FL to AML (thicker line: ag-
gregated model, thin lines: individual agent training

separately)

As in Figure 9.12, the aggregated model performs in a quite stable
manner, constantly achieving more than 90% in terms of precision
and F1 score. FL could reduce the fraud transactions down from the
total fraud transactions of $1,241,770,000 to $65,780,000, meaning only

5.3% of fraud transactions are missing.



Let’s conclude this section by looking at a list of benefits that FL pro-

vides for risk detection.

Benefits of FL for risk detection systems

There are several benefits in financial sectors for applying FL to risk

detection systems as follows:

FL can create a larger dataset of risk detection algorithms to train

on

Improved accuracy of illicit activity detection

Provides a way for organizations to collaborate

Firms can enter new markets

The ability to identify money laundering tactics within your own finan-
cial institution is limited by the data you have access to. Data sharing
restrictions make collaboration difficult, if not impossible. The solu-
tions and advantages that FL brings to the finance industry are nu-
merous. Additional advantages include better operational efficiency
and better allocation of human capital. There is no limit to the applica-
tion of FL, especially in the financial space, due to the ability to ex-

tract intelligence from client data.

We’ll now be switching gears a bit as we move on to discussing the

use of FL in several emerging technologies in the following section.



FL meets edge computing

The section in this chapter is a mixture of different areas, some of
which are emergent technologies. These areas are all very intercon-
nected, as we will cover. Many of these technologies depend on one
another to overcome their own challenges and limitations. Combining
these technologies alongside FL is an especially potent combination
of technology that is sure to be key to advancements and innovation

in the coming years.

In the decade ahead, we will see several changes brought about by
the expansion of edge computing capabilities, 0T, and 5G connectivi-
ty. We will see an exponential increase in both the amount of data
and the speed at which it is transmitted. We will continue to see more
privacy regulations put in place to protect private user data and an

explosion in the automation and analytics areas.

Edge computing with loT over 5G

The foundation for realizing the full potential of smart devices is only
possible if these devices are able to connect with a much-improved
network, such as 5G. In fact, by the end of 2023, it is expected that
there will be 1.3 billion subscribers to 5G services worldwide. Along-

side edge computing, 5G networks are essential for loT connectivity.



Combining these technologies will help pave the way for smart

devices.

Figure 9.13 depicts a variety of things, with edge computing capability

connected to the cloud and data centers within an loT framework:
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Figure 9.13 — Edge computing and the Internet

Many of these loT devices, however, lack adequate security capabili-
ties. In addition to laws and regulations such as the General Data
Protection Regulation (GDPR), we can also expect additional poli-
cies to be implemented to protect user data. Essentially the need for

a solution that extracts IfD will continue to build as more time passes.

Let’s take a look at an example of FL applied to edge computing.

Edge FL example — object detection

Edge computing is an architecture that uses distributed computing to
bring computation and data storage as close to the sources of data
as possible. Ideally, this should reduce latency and save bandwidth.
Here’s an example of how FL can be utilized with different types of

edge devices.

Technical settings

In this example, three devices were used to demonstrate object de-
tection with FL using edge devices. One was an EIS200 edge mi-
croserver that ran on Nvidia’s Jetson with an Ubuntu OS. The second
device was a Raspberry Pi, using Raspberry Pi OS, and the third de-

vice was simply a regular PC, whose OS was Ubuntu as well. These



machines individually trained an object detection model with unique

datasets.

How to do it

The EIS200 trained on pictures of fish, meat, and tomatoes with the
labels fish, meat, and vegetable. The Raspberry Pi trained on pic-
tures of fish, meat, and eggplants. Evidently, here, tomatoes were re-
placed with eggplants. The labels, however, remained the same —
fish, meat, and vegetable. Likewise, the regular PC trained on pic-
tures of fish, meat, and leeks, still with the labels fish, meat, and

vegetable.

As you would expect, each environment had biased data containing
different vegetables — as in, tomatoes, eggplants, and leeks — with an

identical label, vegetable, for all of them.

How it works

First, the model was trained with pictures of tomatoes by EIS200. As
you would expect, only tomatoes were correctly labeled as vegeta-

bles, whereas eggplants and leeks were mislabeled.

In the same manner, the Raspberry Pi’s model trained with pictures
of eggplants only identified eggplants correctly. One of the two leeks

was labeled as a vegetable as well, but the other one was identified



as fish. As expected, the regular PC’s model only identified leeks as

vegetables.

None of the three agents could label all three vegetables correctly, as
we would have anticipated. Next, they were connected to an FL plat-
form called STADLE, developed by TieSet, Inc:

EIS200 Micro Server ~ Raspberry Pi4* Usual PC
VEGETABLE VEGETABLE VEGETABLE

]

Figure 9.14 — Demo of detecting tomatoes, eggplants, and

leeks using FL where the distribution of the datasets is differ-

ent on each machine



The STADLE aggregator was run as an instance in AWS. Here,
again, each environment had a uniquely biased dataset containing
only one type of vegetable. Connected with the STADLE platform,
each agent trained with local data. After several training epochs, the
weights of the models were sent from the agents to the aggregator.
Those weights were then aggregated and sent back to the agents to
continue training. The repetition of this aggregation cycle generated

unbiased weights.
Examining the results

The FL model was able to detect and label all three types of vegeta-
bles correctly as in Figure 9.15. This is a straightforward example of

the power of FL in terms of bias elimination:
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Figure 9.15 — Results of the demo using three edge devices

As mentioned previously, all of the model training took place at the
local storage of the edge device itself. The model trained on the local
data and then only sent the parameter weights to the federated
server for aggregation. The federated server averaged the model. If
you recall from earlier chapters, this is called FedAvg. The federated
server then sent back the improved and updated model to the edge

device. So, again, only IfD is collected, not the data itself.

Now, let’s look at another edge example in the automotive sector in

the following section.

Making autonomous driving happen with
FL

Edge computing with ML gains significant interest in Al industries at
scale, especially in the automotive field. Use cases such as au-
tonomous driving require low latency and real-time responses to op-
erate correctly. Therefore, FL becomes one of the best solutions for
the automotive field in terms of distributed data processing and

training.

Offloading computation and storage to edge loT devices makes the

cloud systems for managing autonomous driving applications much



smaller and cheaper. That’s the most powerful benefit of moving on

to the FL paradigm from central cloud-based ML.

Modern cars already have edge devices with complex computing ca-
pabilities. Advanced Driver Assistance Systems (ADASs) are the
essential functions for autonomous cars where calculations happen

onboard. They also require significant computation power.

The model is trained and prepared using regular, costly training sys-
tems within on-premises servers or in the cloud even if the prediction

happens in the autonomous vehicle.

The training process will become more computationally expensive
and slower if the data becomes bigger and will require significant

storage as well.

FL needs to be used to avoid those issues because updated ML

models are passed between the vehicles and the server where the
car stores the user driving patterns and streaming images from the
onboard camera. FL, again, can work in accordance with user con-

sent and adherence to privacy and regional regulations.

Figure 9.16 is about decentralized FL with multiple aggregators to im-
prove ADASSs for safe driving, conducted as a real use case by Tie-

Set, Inc. with its technological partner:
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Figure 9.16 — Decentralized FL with multiple aggregators to

improve ADASSs for safe driving

The ADAS integrated into the STADLE of TieSet, Inc., tailored to pro-
vide comfort and personal safety measures, especially to senior citi-
zens, delivered optimized steering controlling assistance for car prod-
ucts. Via advanced computer vision and Reinforcement Learning
(RL) technologies, they achieved a design that provides prompt dan-
ger situation awareness and intelligently learns about the best-per-

sonalized driving strategies.

While personalization is a principal focus of the design, substantial
privacy issues come with personal data usage. The FL framework en-
abled by the STADLE platform provided a realistic solution to over-
come this barrier. The architecture, presenting a collaborative form of
ML training distributed among edge users via Al intelligence ex-
changes, avoids data transferal and ensures data privacy. Further-
more, the aggregated models can cope with various risky and unpre-

dictable situations beyond the personal experience of drivers.

During the proof of concept using real cars, they successfully demon-
strated that the designed RL model could efficiently generate the de-
sirable steering strategy customized for the drivers using STADLE’s

aggregation framework.



In the following section, we will talk about how FL could be applied to

the robotics domain.
Applying FL to robotics

In robotics systems and applications, ML has already become an in-
tegral and essential part of completing necessary tasks. Computer
vision has evolved to make robotics systems perform very well for
many tasks, such as image segmentation and object detection and
classification as well as NLP and signal processing tasks. ML can
handle many robotics tasks, including perception, path planning, sen-

sor fusion, and grasping detected objects in manufacturing settings.

However, ML in robotics also has many challenges. The first is the
training time. Even when the amount of data is enough to train the ML
models to solve the aforementioned problems, it takes weeks or
months to train an authentic robotics system. Equally, if the data is
not sufficient, it can restrict the ML model performance significantly.
Often, data privacy and accessibility become an issue for collecting

enough data to train the ML models for the robots.

That is why the FL framework is considered an essential solution to
the domain of robotics. Researchers at TieSet, Inc. developed a sys-
tem and methods that allow robotic manipulators and tools to share

their manipulation skills (including reaching, pick-and-place, holding,



and grasping) for objects of various types and shapes with other
robots, as well as use the skills of other robots to improve and expand

their own.

This system covers the methods to create a general manipulation
model for robots that continuously improves by crowdsourcing skills
from various robotic agents while keeping the data private. They pro-
pose a new architecture where multiple Al-powered robotic agents
collaboratively train a global manipulation model by submitting their
models to an aggregator. This communication enables each agent to
utilize the training results of the agents by receiving an optimally up-

dated global model.

Figure 9.17is the architecture showing how the federated crowd-

sourced global manipulation framework for robotics works:
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Figure 9.17 — Architecture of the federated crowdsourced glob-

al manipulation framework for robotics

Based on the architecture of the preceding figure, in the simulation
settings, they prepare five robotic arms for the individual tasks of
grabbing boxes, balls, ducks, and teddies. Using the STADLE plat-
form by TieSet, Inc., which can conduct asynchronous FL, the ML
models from those arms are aggregated continuously. In the end, the
federated robotics ML model can grab all these objects, whether box-
es, balls, ducks, or teddies, with a higher performance (an 80% suc-

cess rate) in grabbing those objects, as seen in Figure 9.18:
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Figure 9.18 — Arm robots can cross-train with different tasks

for accuracy and efficiency

The FL based on STADLE could significantly reduce the time taken to
train robots and ML for production lines using computer vision. Feder-
ated performance is much better than training individual robots and

the learning time is much faster than when training individual robots.

In the following section, we will talk about Al at scale, where learning
should constantly happen even with numerous devices with connect-
ed environments and the loT should evolve into the Internet of

Intelligence.

Moving toward the Internet of
Intelligence

In this section, we will talk about why FL is quite important in the con-
text of the latest development of scalable technologies, such as the
loT and 5G. As in the previous section, the areas in which Al needs to
keep learning at scale include autonomous driving, retail systems,
energy management, robotics, and manufacturing, all of which gener-
ate a huge amount of data on the edge side, and most of the data

needs to be fully learned to generate performant ML models.



Following this trend, let us look into the world of the Internet of Intelli-
gence, in which learning can happen on the edge side to cope with
dynamic environments and numerous devices connected to the

Internet.

Introducing the loFT

The loT involves intelligent and connected systems. They are intelli-
gent because the information is shared and intelligence is extracted
and used for some purpose — for example, prediction or control of a
device. They are often connected to the cloud and are able to collect

data from many endpoints.

Figure 9.19 shows the current loT system with more and more data

over time:
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Figure 9.19 — A current IoT system

As shown in Figure 9.19, in the current loT flow, large amounts of data

must be uploaded and stored in the cloud.

The models train for specific purposes, such as predictive mainte-
nance and text prediction. Finally, the trained models are sent back to

the edge devices.

As you can see, there are several issues with the current approach:

« A large amount of storage space is needed
« Latency is affected due to the amount of data

- Privacy issues due to the movement of data

To overcome these issues, FL plays an important role.

The Internet of Federated Things (IoFT) is an idea originally pre-
sented by researchers at the University of Michigan, whose paper
The Internet of Federated Things (IoFT) is listed in the Further read-
ing section of this chapter. The lIoFT is an extended framework com-
bining loT with the concept of FL. As the computational power on the
edge side has improved significantly, Al chips have been penetrating
the market rapidly. Even smartphones have a really strong computing
capability these days and small but powerful computers are often at-

tached to most edge devices.



Therefore, the ML model training process is brought down to the
edge due to the increased computational capability of edge devices,
and the loT’s functionality of sending data to the server can be used
to transmit ML models to the cloud. This is also a very effective ap-
proach to protecting private data on edge devices, such as mobile

phones.

Let’s take a look at an example of the loFT shown in Figure 9.20.
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Figure 9.20 — An example of the IoFT



Potential applications of the lIoFT include distributed manufacturing,

traffic intersection control, and energy control, to name a few.

Understanding the role of FL in Web 3.0

FL can be integrated into Web 3.0 technologies to accelerate the
adoption of the Internet of Intelligence. The intelligence represented
by ML models could be the property of particular individuals or indus-
tries. At the same time, it could be considered a public asset if it is
something that could contribute to the entire learning process of that
ML model for people worldwide. Whether private intellectual property
or public assets, by utilizing Web 3.0 technology, intelligence can be
managed and evolved in a decentralized manner. Therefore, more
and more people will receive the benefits of intelligence that people
have collaboratively trained, which leads to the true innovation of our

entire society in various domains and with various applications.

Applying FL to distributed
learning for big data

In this section, we will discuss how FL can be applied to distributed

learning in the context of big data.



FL for big data may not be related to privacy-related issues so much
because the data needed for intelligence purposes is already pos-

sessed. Therefore, it may be more applicable to efficient learning for
big data and improving training time significantly, as well as reducing

the costs of using huge servers, computation, and storage.

There are several ways to conduct distributed learning on big data,
such as building a specific end-to-end ML stack applied to different
types of servers, such as parameter servers, or utilizing certain ML
schemes on top of big data platforms such as Hadoop and Spark.
There are also some other platforms, such as GraphLab and Pregel.
You can use any libraries, and methods such as stochastic proximal

descent and coordinate descent with low-level utilities for ML.

These frameworks can support the parallel training of ML models
computationally, but will not be able to assign the data source to dif-
ferent machines to train them locally in a distributed way, especially
when the training environments are dispersed over the Internet. With
FL, you can simply aggregate what different distributed machines
learn just by synchronizing the federation of the models, but you do
need to develop a well-designed platform to coordinate the continu-
ous operation of distributed learning, with proper model repository

and versioning approaches as well.



An example of conducting distributed learning on big data is depicted

in Figure 9.21.
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Figure 9.21 — Distributed learning integration into big data

In the example in Figure 9.21, the data source, which is typically very
large, is sharded into multiple data sources to be dispersed even into
different machines or instances that are available for training. Within
an FL framework, trained models from distributed environments are
all aggregated. The trained and aggregated model then goes to the
processes of ML Operations (ML Ops) for performance validation

and continuous monitoring with Model Operations (Model Ops).

Another layer on top of the preceding scenario can be to combine the
insights from the other data sources. In this case, the FL can elegant-
ly combine the insights from the other data sources and nicely coordi-
nate the integration of the other forms of intelligence directly created

in the distributed environments. This way, you can also create the hy-

brid model of centralized ML and distributed ML as well.
Summary

In this chapter, we discussed many of the challenges facing different
industries in terms of Al advancements. The majority of the chal-
lenges are related in some way to data accessibility. Issues such as

data privacy regulations, lack of real data, and data transmission



costs are all unique and challenging problems that we expect to see

FL continue to help solve.

In this chapter, you learned about the use cases of the areas in which
the FL is playing a more and more important role, such as healthcare,
financial, edge, and loT domains. The adherence to privacy that FL
offers is particularly important for the healthcare and financial sectors,
while FL can add significant value in terms of scalability and learning
efficiency to lots of edge Al and loT scenarios. You also learned how
to apply FL to distributed learning for big data to reduce training time

and costs.

In the next and final chapter, we will wrap up the book by discussing
the very exciting future trends and developments in which FL is ex-

pected to play a key role in the coming decade.
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Future Trends and
Developments

Intelligence will drive the next generation of technologies, not big
data. Big data systems have some issues, as discussed in Chapter 1,
Challenges in Big Data and Traditional Al, and the world is gradually
transitioning from the data-centric era to the intelligence-centric gen-
eration. Federated learning (FL) will play a core role in wisdom-dri-
ven technologies. Thus, the time is now to welcome the world of col-

lective intelligence.

In this chapter, we will talk about the direction of future Al technolo-
gies that are driven by the paradigm shift happening with FL. For
many Al fields, such as privacy-sensitive areas and fields requiring
scalability in machine learning (ML), the benefits and potential of FL
are already significant, mainly because of the privacy-preserving and
distributed learning aspects that FL naturally supports with its design.
You will then learn about the different types of FL as well as the latest
development efforts in that area, as seen in the split and swarm learn-
ing techniques, which can be considered as evolutional frameworks

enhancing FL.



In addition, FL creates a new concept of an Internet of Intelligence,
where people and computers exchange their wisdom instead of just
data themselves. The Internet of Intelligence for everyone is further
accelerated by blockchain technologies as well. This Internet of Intel-
ligence can then form a newly defined concept of collective intelli-
gence that drives another innovation, from data-centric approaches

to intelligence-centric or model-centric approaches.

Finally, we will share a collective vision in which FL plays a key role in
collaboratively creating intelligence learned by many people and ma-

chines around the world.
In this chapter, we will cover the following topics:

« Looking at future Al trends
« Ongoing research and developments in FL

« Journeying on to collective intelligence
Looking at future Al trends

The majority of industry leaders are now aware of the limitations of

centralized ML as discussed in the next section.

The limitation of centralized ML



When looking at the future of Al, it is important to first know the fact
that many companies today are struggling to extract intelligence and
obtain insight from the data they possess. More than half of the data
that organizations and companies have collected is usually not used.
Traditional approaches to machine learning and data science need
data to be organized and consolidated into data lakes and stores in
advance of analyzing and training ML models. You need to duplicate
and move the data, which will result in delays in realizing and deliver-
ing the value of the intelligence extracted from the data, together with

certain operational risks and complexities.

In addition, most of the data generated by enterprise companies will
be created and processed outside a traditional centralized data cen-
ter or cloud. It is becoming increasingly unrealistic and inefficient to

process data for generating insight in a centralized manner.

Furthermore, based on some market reports out there, most of the
largest global organizations and companies will explore FL at least
once to create much more accurate, secure, and sustainable models

environmentally.

That being said, quite a few industries and markets are gradually be-
coming aware of the importance of a distributed and FL paradigm,
because they are facing the unavoidable issues and limitations of the

current centralized Al training with big data, as discussed in Chapter



1, Challenges in Big Data and Traditional Al. FL brings the model to
the data where the training process resides instead of bringing the
data to the model. Thus, FL is considered to be the future of data sci-

ence and ML.

In the next section, let’s summarize the points of why FL is beneficial
to those companies, especially enterprises that have been facing the

aforementioned issues.
Revisiting the benefits of FL

In this section, we will summarize the benefits of FL that have been

introduced throughout this book.

Increased model accuracy and
generalizability

FL realizes collaborative and distributed learning that can improve
the performance of ML models, by training on dispersed datasets lo-
cally to continuously incorporate the learning into a global model.
This way, more accurate and generalized ML models can be

produced.

Further privacy and security



FL provides privacy and security advantages because it won’t require
private and raw data by its design and security mechanisms, as we
discussed previously in Chapter 2, What Is Federated Learning? and
Chapter 9, Case Studies with Key Use Cases of Federated Learning
Applications. Thus, FL reduces the potential risk of data misuse, leak-
age, or exposure to sensitive information. FL is also compliant with
many privacy regulations, such as General Data Protection Regula-
tion (GDPR), California Consumer Privacy Act (CCPA), and
Health Insurance Portability and Accountability Act (HIPAA).

Improved speed and efficiency

FL is also known to realize high computation efficiency, which can ac-
celerate the deployment and testing of ML models as well as de-
crease communication and computational latency. Due to the decen-
tralized nature of FL, the delay for model delivery and update is mini-
mized, which leads to a prediction by the global model in near real
time. Real-time delivery and updates of intelligence are really valu-

able for time-sensitive ML applications.

FL also helps reduce bandwidth and energy consumption by over-
coming system heterogeneity and unbalanced data distribution,
which leads to minimizing data storage and transfer costs that can

also significantly contribute to reducing the environmental impact.



Toward distributed learning for further
privacy and training efficiency

Currently, Al is trained on huge computational servers, usually hap-

pening on big machines in big data companies.

As seen in the era of the supercomputer, which can process a huge
amount of data and tasks within one machine or one cluster of ma-
chines, the evolutional process in technology starts from a central lo-

cation and gradually transitions to distributed environments.

The same thing is exactly about to happen in Al. Now, the data lake
concept is popular to organize and train ML models in one place, but

ML already requires distributed learning frameworks.

FL is a great way to distribute a training process over multiple nodes.
As shown in many research reports, most data is not fully used to ex-

tract insights into ML models.

There are some companies and projects that are trying to use FL as
a powerful distributed learning technique, such as the platforms pro-
vided by Devron (devron.ai), FedML (fedml.ai), and STADLE (sta-

dle.ai). These platforms are already resolving the issues discussed in

The limitation of centralized Al section and have shown a drastic im-
provement in the ML process in various use cases, as stated in the

Revisiting the benefits of FL section.


https://devron.ai/
https://fedml.ai/
https://stadle.ai/

Based on the Al trends that we have discussed, let’s look into the on-
going research and developments related to FL that cutting-edge

companies are conducting now in the next section.

Ongoing research and
developments in FL

We now talk about the ongoing research and development projects
that are being taken place both in academia and industries around
the world. Let’s start with the different types and approaches of FL,

and move on to ongoing efforts to further enhance the FL framework.

Exploring various FL types and
approaches

In this book, we have visited the most basic algorithms and design
concepts of an FL system. In the real world, we need to dig a bit
deeper into what types of FL frameworks are available to extract the
best performance out of those algorithms. Depending on the data
scenario and use cases, we have several approaches in FL, as

follows:

- Horizontal FL and vertical FL

« Centralized FL and decentralized FL



« Cross-silo FL and cross-device FL

Now, let’s look at each type of FL in the following sections.

Horizontal FL and vertical FL

Horizontal FL uses datasets with the same feature space or schema
across all distributed devices (https:/www.arxiv-
vanity.com/papers/1902.04885/). This actually means that datasets

share the same columns with different rows. Most existing FL projects
are based on horizontal FL. Datasets and training processes with
horizontal FL are straightforward because the datasets are formed
identically, with different data distributions and inputs to be learned.

Horizontal FL is also called homogeneous or sample-based FL.

Vertical FL is applied to the cases where different datasets share the
same sample ID space but differ in feature space. You can check out
this paper (https://arxiv.org/pdf/2202.04309) for further information
about vertical FL. Relating these different databases through FL can
be challenging, especially if the unique ID for the data is different. The
key idea of vertical FL is to improve an ML model by using distributed
datasets with a diverse set of attributes. Therefore, vertical FL can
handle the partitioned data vertically with different attributes in the
same sample space. Vertical FL is also called heterogeneous or fea-
ture-based FL.


https://www.arxiv-vanity.com/papers/1902.04885/

Centralized FL and decentralized FL

Centralized FL is currently the most common approach and most of
the platforms employ this framework. It uses a centralized server to
collect and aggregate the different ML models, with distributed train-
ing across all local data sources. In this book, we focused on a cen-
tralized FL approach, with a scenario where local training agents
communicate the learning results to a centralized FL server to create

a global model.

Decentralized FL, on the other hand, does not use a centralized
server to aggregate ML models. It requires individual ML models
trained over local data sources to be communicated among them-
selves without a master node. In this case, model weights are trans-
ferred from each individual dataset to the others for further training. It
could potentially be susceptible to model poisoning if an untrusted
party could access the intelligence, and this is a common problem de-

rived from peer-to-peer frameworks as well.

Cross-silo FL and cross-device FL

Cross-silo FL is the case where ML models are trained on data dis-
tributed across any functional, organizational, and regulatory barriers.
In this case, big data is usually stored in a larger size of storage, with

training computing capabilities such as cloud virtual machines. In the



cross-silo FL case, the number of silos/training environments is rela-

tively small, so not so many agents are needed in the FL process.

Cross-device FL is the case where models need to be trained at
scale, often within edge devices, such as mobile phones, Internet of
Things (loT) devices, Raspberry Pi-type environments, and so on. In
this case, a huge number of devices are connected for the aggrega-
tion of ML models. In the cross-device FL case, the limitation basical-
ly lies in the low computing power of those edge devices. The frame-
work also needs to handle a number of disconnected and inactive de-
vices to conduct a consistent and continuous FL process. The train-

ing process and its data volume should be limited too.

That concludes the different types of FL that can be applied to a vari-
ety of scenarios in ML applications. There are new techniques that try
to enhance the FL framework to evolve into the next generation of Al
technologies with FL. Let’s look into several advanced approaches in

the next section.

Understanding enhanced distributed
learning frameworks with FL

There are ongoing efforts to further enhance FL or distributed learn-

ing frameworks.



Split learning

Split learning, developed in the MIT Media Lab, is an emerging dis-
tributed learning technique that enables partitioning ML models into
multiple sections, trains those partitioned ML models at distributed
clients, and aggregates them at the end. Split learning does not have
to share the data either, so it is considered a privacy-preserving Al as

well.

The overall framework is similar to the FL. However, there is a differ-
ence in that the neural network is partitioned into multiple sections
that will be trained on distributed clients. The trained weights of the
section of the neural network are then transferred to the server and
clients. The weights of those multiple sections are continuously
trained in the next training sessions. Therefore, no raw and private
data is shared among the distributed clients, and only the weights of

each section are sent to the next client.

Especially, SplitFed (https:/arxiv.org/abs/2004.12088) is another ad-

vanced technique that combines split learning and FL. SplitFed splits
the deep neural network architecture between the FL clients and
servers to realize a higher level of privacy than FL. It offers better effi-
ciency than split learning based on the parallel learning paradigm of
FL.


https://arxiv.org/abs/2004.12088

Swarm learning

Swarm learning is a decentralized ML solution built on blockchain
technology, particularly designed to enable enterprise industries to
take advantage of the power of distributed data, which results in pro-

tecting data privacy and security.

This can be achieved by individual nodes sharing parameters of ML

models derived from the local data.

Parameters shared from the distributed clients are merged into a
global model. The difference from the normal FL is that the merge
process is not performed by a central server. The distributed nodes
and clients choose a temporary leader to perform the merge. That is
why swarm learning is truly decentralized, also providing greater fault
tolerance and resiliency. The distributed agents have the collective

intelligence of a network without sharing local data into one node.

Swarm learning builds on top of blockchain. Blockchain provides the
decentralized control, scalability, and fault-tolerance aspects to work
beyond the restrictions of a single enterprise. At the same time,
blockchain introduces a tamperproof cryptocurrency framework, and
the participants can use the framework to monetize their

contributions.

BAFFLE



In addition, there is a framework called BAFFLE that stands for
Blockchain Based Aggregator Free Federated Learning
(https://arxiv.org/abs/1909.07452). BAFFLE is also an aggregator-free,
blockchain-driven FL framework that is inherently decentralized.
BAFFLE utilizes Smart Contracts (SCs) from the blockchain frame-
work to coordinate round management, as well as model aggregation
and updating tasks of FL. Using BAFFLE boosts computational per-
formance. The global model is also decomposed into many sets of
chunks, directly handled by the SC.

Now that we have learned about the latest research and develop-
ments in the FL field, in the next section, let’s look at a more visionary

aspect of the Al, science, and technologies of collective intelligence.

Journeying on to collective
intelligence

Big data has been a game changer for the Al movement. While the
amount of data generated at the edge and by people will increase ex-
ponentially, intelligence derived from that data benefits society.
Therefore, the big data era will gradually pass the baton to the collec-
tive intelligence era, empowered by FL, in which people will collabo-

ratively create a wisdom-driven world.



Let’s start by defining an intelligence-centric era where the concept of

collective intelligence is realized based on FL.

Intelligence-centric era with collective
intelligence

Collective Intelligence (Cl) is the concept of a large group of single
entities acting together in ways that seem intelligent. Cl is an emer-
gent phenomenon where groups of people process information to
achieve insights that are not understandable by just individual mem-

bers alone.

Recently, Thomas Malone, the head of the MIT Center for Collective
Intelligence, and the person who initially coined the phrase collective
intelligence, broadened the definition of Cl: “Cl is something that can
emerge from a group that includes people and computers. Cl is a
very general property, and superminds can arise in many kinds of
systems, although the systems I've mostly talked about are those that
involve people and computers” (Reference: https:/www?2.deloitte.-

com/xe/en/insights/focus/technology-and-the-future-of-work/human-
and-machine-collaboration.html).

We are now welcoming the new perspective of Cl in technologies em-

powered by FL.


https://www2.deloitte.com/xe/en/insights/focus/technology-and-the-future-of-work/human-and-machine-collaboration.html

Data, in the current world of technology, is a great source to extract
intelligence. Dispersed datasets around the world can be converted
into a collection of intelligence represented by Al technologies. The
current trend, as mentioned, is big data, so big data companies are
leading not only the technology industries but also the entire econo-
my of the world as well. The future is moving in a CI direction. The vi-
sion of Cl is even clearer with the emergence of sophisticated ML al-
gorithms, including deep learning, as the intelligence represented by
ML models can extract intelligence from people, computers, or any

devices that generate meaningful data.

Why does FL promote the idea of CI? The nature of FL is to collect a
set of distributed intelligence to be enhanced by an aggregating

mechanism as discussed in this book. This itself enables a data-less
platform that does not require collecting data from people or devices

directly.

With the big data issues discussed throughout the book, we have
steered clear of focusing on data-centric platform. However, it is also
true that learning big data is very much critical and inevitable to really
create systems and applications that are truly valuable and deliver
real value in many domains of the world. That is why the big data field
is still the most prosperous industry, even if it is facing significant
challenges represented by privacy regulations, security, data silos,

and so on.



Now is the time to further develop and disseminate the technologies
such as FL that can accelerate the era of Cl by fundamentally resolv-
ing the issues of big data. This way, we can realize a new era of tech-
nologies, truly driven by Cl that has been backed up by an authentic

mathematical basis.

As mentioned, data-centric platforms are the current trend. So many
data and auto ML vendors can support and automate the processes
of creating ML-based intelligence by organizing data and learning
procedures to do so. An intelligence-centric or model-centric platform
should be the next wave of technology in which people can share and
enhance intelligence that they generate on their own. With FL, we
can even realize crowd-sourced learning, where people can collabo-
ratively and continuously enhance the quality and performance of ML
models. Thus, FL is a critical and essential part of the intelligence-

centric platform to truly achieve a wisdom-driven world.

Internet of Intelligence

The loT evolved into the Internet of Everything. However, what is

the essential information that people want? Is it just big data? Or intel-
ligence derived from data? With 5G technologies, a lot of data can be
transferred over the Internet at a much higher speed, partially resolv-

ing the latency issues in many Al applications. FL can exchange less



information than raw data but still needs to transfer ML models over

the Internet.

While lots of research projects are minimizing communications laten-
cy in FL, in the future, information related to intelligence will be anoth-
er entity often exchanged over the web. There will be a model reposi-
tory such as Model Zoo everywhere, and crowdsourced learning em-
powered by FL will be more common to create better intelligence

over the Internet with people worldwide collaboratively.

This paradigm shift is not just in the Al field itself but also in the wide
range of information technologies. As we’ll discuss in the next sec-
tions, this Internet of Intelligence movement will be the basis of
crowdsourced learning and Cl, and will help make intelligence avail-

able to as many people as possible in the coming years.
Crowdsourced learning with FL

The collection of intelligence performed by FL naturally makes it a
strong fit for moving toward Cl. The same thing is applied to a sce-
nario where people can collectively contribute a training process to

global ML models.

High-performing ML models in areas such as computer vision and

natural language processing have been trained by certain big data



companies, often spending a huge amount of money, including hun-

dreds of millions of dollars.

Is there any way to collectively train an ML model that will probably
be beneficial for a wide range of people in general? With the ad-

vanced framework of FL, that is possible.

FL provides an authentic way to manage the aggregation of multiple
trained models from various distributed agents. In this case, the dis-
tributed agents themselves may be people worldwide, where each
individual user and trainer of the ML model has their own unique
datasets that are not available to anybody else because of data priva-

cy, silos, and so on.

This way of utilizing Cl is often called crowdsourced learning. Howev-
er, traditional crowdsourced learning is conducted in a much more
limited way, just based on facilitating and recruiting data annotators

at a large scale.

With this new paradigm with FL, users on the CI platform can access
and download ML models that they are interested in and retrain them
if necessary to absorb learning in their own environments. Then, with
the framework to share the trained ML models by those users, an ad-

vanced aggregation framework of FL could pick up the appropriate



models to be federated and make the global model perform better,

adopting diverse data that can be only accessible to the users.

This way, intelligence by ML is becoming more available to many in-
dividuals in general, not just to specific companies that have a signifi-
cant amount of data and budgets to train an authentic ML model. In
other words, without an FL framework, collaborative learning is diffi-
cult and tricky and almost impossible to even automate. This open-
ness of the ML models will move the entire technological world to the
next level, and a lot more applications will become feasible, with truly
powerful intelligence that is trained by enthusiasts to make the world

better.
Summary

In this final chapter of the book, we discussed fascinating future
trends and developments in which FL is expected to play a crucial
role in the coming decade. In the future, FL is a must-to-have technol-
ogy from a nice-to-have framework for most enterprises and applica-
tion providers, because of the inevitable privacy regulations and tech-

nology trends requiring scalability with so many users.

As we discussed, future technologies will be empowered by the con-
cept of the Internet of Intelligence, by which people and computers

mainly exchange their wisdom altogether to create a more intelligent



society and world. Finally, the data-centric technologies will gradually
evolve into intelligence-centric technologies because of the current
collaborative learning trend with CI, which makes people pay signifi-
cant attention to FL-related technologies, whose foundations are dis-

cussed throughout this book.

This book was written at the dawn of a new age in advancements
made possible by Al. There are many uncertainties and many more
challenges ahead. We have made great strides in utilizing the big
data playbook in the last couple of decades, and we have now out-
grown those methods and must adopt new ways of doing things, new
technologies, and new ideas to forge ahead. As long as we capture
the current moment and invest in new technologies such as FL, we

will have a bright future ahead of us.
Further reading

The following are some sources if you wish to dive deeper into some

concepts discussed in this chapter:

« UNDERSTANDING THE TYPES OF FEDERATED LEARNING,
posted by OpenMinded: https:/blog.openmined.org/federated-
learning-types

« Thapa, Chandra, et al. SplitFed: When Federated Learning Meets

Split Learning, Proceedings of the AAAI Conference on Artificial


https://blog.openmined.org/federated-learning-types%0D

Intelligence. Vol. 36. No. 8. 2022:
https://arxiv.org/pdf/2004.12088.pdf

SWARM LEARNING: TURN YOUR DISTRIBUTED DATA INTO
COMPETITIVE EDGE, technical white paper:
https:/www.labs.hpe.com/pdf/Swarm_Learning.pdf

Paritosh Ramanan and Kiyoshi Nakayama. BAFFLE: Blockchain
based aggregator free federated learning, 2020 IEEE International
Conference on Blockchain (Blockchain). IEEE, 2020:
https://arxiv.org/pdf/1909.07452.pdf



https://arxiv.org/pdf/2004.12088.pdf%0D
https://www.labs.hpe.com/pdf/Swarm_Learning.pdf%0D
https://arxiv.org/pdf/1909.07452.pdf

Appendix: Exploring Internal
Libraries

In Chapter 4, Federated Learning Server Implementation with Python,

and Chapter 5, Federated Learning Client-Side Implementation, both
about the implementation of federated learning (FL) systems, inter-
nal library functions were given to simplify the explanation of the im-
plementation of the FL server and client functionalities and machine
learning (ML) applications. Here, we will talk about those internal li-
braries, such as the communications handler, data structure handler,
and enumeration class definitions, in more detail for you to be able to
easily implement the FL systems that work over the internet and on
the cloud. Those internal libraries and supporting functions can all be
found in the fl_main/lib/util directory of the provided simple-fl
GitHub repository.

In this appendix, we will provide an overview of the internal library
and utilization classes and functions with code samples to achieve

their functionalities.

In this chapter, we’re going to cover the following main topics:

« Overview of the internal libraries for the FL system

« Enumeration classes for implementing the FL system



Understanding communication handler functionalities

Understanding the data structure handler class

Understanding helper and supporting libraries

Messengers to generate communication payloads

Technical requirements

All the library code files introduced in this chapter can be found in the
fl_main/lib/util directory of the GitHub repository (https://github.-

com/tie-set/simple-fl).
IMPORTANT NOTE

You can use the code files for personal or educational purpos-
es. Please note that we will not support deployment for com-
mercial use and will not be responsible for any errors, issues,

or damages caused by using the code.

Overview of the internal libraries
for the FL system
Figure A.1 shows the Python code components for the internal li-

braries found in the 1ib/util folder of the f1_main directory, which is

used in the database, aggregator, and agent of the FL system:



lib
util
~ communication_handler.py
= data_struc.py
» helpers.py
& messengers.py
# slales.py
Figure A.1 — Python software components for the internal li-

braries used in the database, aggregator, and agent

The following are brief descriptions of the Python files for the internal

libraries found in the 1ib/util folder of the FL system.

states.py

The states.py file in the 1ib/util folder defines a variety of enumer-
ation classes to support implementing the FL system. Definitions of
the classes include FL client states, types of ML models and mes-
sages, and locations of the information and values of various

mesSsages.

communication_handler.py

The communication_handler.py file in the 1ib/util folder can pro-
vide communication functionalities among the database, FL server,

and clients, mainly defining the send and receive functions between



them. Also, it provides the functions to start the servers for the data-

base, aggregator, and agent.

data_struc.py

The data_struc.py file in the 1ib/util folder defines the class called
LimitedDict to support an aggregation process of the FL cycle. It
provides functions to convert ML models with a dictionary format into

LimitedDict and vice versa.

helpers.py

The helpers.py file in the 1ib/util folder has a collection of internal
helper functions, such as reading configuration files, generating
unique hash IDs, packaging ML models into a dictionary, loading and
saving local ML models, getting the IP address of the machine, and

manipulating the FL client state.

messengers.py

The messengers.py file in the 1ib/util folder is for generating a vari-
ety of messages as communication payloads among FL systems to
facilitate the implementation of communication protocols of the sim-

ple FL system discussed throughout the book.



Now that we have discussed an overview of the FL system’s internal

libraries, next, let’s talk about the individual code files in more detail.

Enumeration classes for
iImplementing the FL system

Enumeration classes are for assisting implemention of the FL system.
They are defined in the states. py file found in the 1ib/util folder of
the f1_main directory. Let us look into what libraries are imported to

define the enumeration classes.

Importing libraries to define the
enumeration classes

In this states.py code example, the file imports general libraries such

as Enum and IntEnum from enum:

from enum import Enum, IntEnum

Next, we’ll explain the class that defines the prefixes of three compo-

nents of the FL system.

IDPrefix defining the FL system
components



The following is a list of classes to define the FL system components.
IDPrefix is the prefix to indicate which FL component is referred to in

the code, such as agent, aggregator, or database:

class IDPrefix:
agent = 'agent'
aggregator = 'aggregator'
db = 'database'’

Next, we’ll provide a list of the classes for the client state.

Client state classes

The following is a list of enumeration classes related to the FL client
states, including the state of waiting for global models (waiting_gm),
the state of ML training (training), the state of sending local ML
models (sending), and the state of receiving the global models
(gm_ready). The client states defined in the agent specification are as

follows:

# CLIENT STATE
class ClientState(IntEnum):
0

waiting gm

training = 1



sending = 2

gm ready = 3

List of classes defining the types of ML
models and messages

The following is a list of classes defining the types of ML models and

messages related to the FL system implementation.

The ModelType class

The types of ML models, including local models and cluster models

(global models), are defined as follows:

class ModelType(Enum):
local = 0

cluster =1

The DBMsgType class

The message types are defined in the communication protocol be-

tween an aggregator and database, as follows:

class DBMsgType(Enum):
push = 0



The AgentMsgType class

The message types are defined in the communication protocol sent

from an agent to an aggregator, as follows:

class AgentMsgType(Enum):
participate = 0
update = 1
polling = 2

The AggMsgType class

The message types are defined in the communication protocol sent

from an aggregator to an agent, as follows:

class AggMsgType (Enum):
welcome = 0
update = 1
ack = 2

List of state classes defining message
location

The following is a list of classes defining the message location related

to communication between the FL systems.



The ParticipateMSGLocation class

The index indicator to read a participation message from an agent to

the aggregator is as follows:

class ParticipateMSGLocation(IntEnum):
msg type = 0
agent id =1
model id = 2
Imodels = 3
init flag = 4
sim flag = 5

exch socket = 6
gene time = 7
meta data = 8
agent ip = 9
agent name = 10

round = 11

The ParticipateConfirmationMSGLocation
class

The index indicator to read a participation confirmation message sent

back from the aggregator is as follows:

~rlace Dart+iminatoaCAanfirmat+ri nnMARAT.A~Nat+1iAn/{ Tn+Fnitm



e A D 4 AL b-l-\/-l-yu CowUilll Ll LA ViLVwNJAJI VA LAVl \ ddldl ddllilallL

msg type = 0

aggregator id =1
model id = 2
global models

I
w

round = 4
agent id = 5

exch socket = 6

I
~

recv_socket

The DBPushMsgLocation class

The index indicator to read a push message from an aggregator to the

database is as follows:

class DBPushMsgLocation(IntEnum):
msg type = 0
component id = 1
round = 2
model type = 3
models = 4
model id = 5
gene _time = 6
meta data = 7
8

req id list

The GMDistributionMsgLocation class



The index indicator to read a global model distribution message from

an aggregator to agents is as follows:

class GMDistributionMsgLocation(IntEnum):

msg_type = 0

Il
=

aggregator id
model id = 2
round = 3

global models = 4

The ModelUpMSGLocation class

The index indicator to a message uploading local ML models from an

agent to an aggregator is as follows:

class ModelUpMSGLocation(IntEnum):
msg type = 0
agent id =1
model id = 2
Imodels = 3
gene _time = 4

meta data = 5

The PollingMSGLocation class



The index indicator for a polling message from an agent to an ag-
gregator is as follows:

class PollingMSGLocation(IntEnum):
msg_type = 0
round = 1
agent id = 2
We have defined the enumeration classes that are utilized throughout
the code of the FL system. In the next section, we will discuss the

communication handler functionalities.

Understanding communication
handler functionalities

The communication handler functionalities are implemented in the
communication_handler. py file, which can be found in the 1ib/util

folder of the f1_main directory.

Importing libraries for the communication
handler

In this communication_handler.py code example, the handler imports

general libraries such as websockets, asyncio, pickle, and logging:



import websockets, asyncio, pickle, logging

Next, we’ll provide a list of functions of the communication handler.

Functions of the communication handler

The following is a list of the functions related to the communication
hander. Although the Secure Sockets Layer (SSL) or Transport
Layer Security (TLS) framework is not implemented in the communi-
cation handler code here for simplification, it is recommended to sup-
port them to secure communication among FL components all the

time.

The init_db_server function

The init_db_server function is for starting the database server on
the FL server side. It takes a function, database |IP address, and
socket information as inputs and initiates the server functionality
based on the WebSocket framework. You can use any other commu-
nication protocol, such as HTTP, as well. Here is the sample code to

initiate the database server:

def init db server(func, ip, socket):

start server = websockets.serve( \
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loop = asyncio.get event loop()
loop.run until complete(start server)

loop.run forever()

The init_fl_server function

The init_f1_server function is for starting the FL server on the ag-
gregator side. As parameters, it takes three functions for agent regis-
tration, receiving messages from agents, and the model synthesis
routine, as well as the aggregator’s IP address and registration and
receiver sockets info (to receive messages from agents) to initiate the
server functionality based on the WebSocket framework. Here is the

sample code for initiating the FL server:

def init fl server(register, receive msg from age
model synthesis routine, aggr ip, \
reg socket, recv_socket):
loop = asyncio.get event loop()
start server = websockets.serve(register, age
reg socket, max size=None, max_ gqueue=Non¢
start receiver = websockets.serve( \
receive msg from agent, aggr ip, recv_so«
max size=None, max_ queue=None)
loop.run until complete(asyncio.gather( \
start server, start receiver, \

model synthesis routine))



loop.run forever()

The init_client_server function

The init_client_server function is for starting the FL client-side
server functionalities. It takes a function, the agent’s IP address, and
the socket info to receive messages from an aggregator as inputs
and initiate the functionality based on the WebSocket framework.
Here is sample code for initiating the FL client-side server

functionality:

def init client server(func, ip, socket):
loop = asyncio.new_event loop()

asyncio.set event loop(loop)

client server = websockets.serve(func, ip, s«
max_ size=None, max_ queue=None)
loop.run _until complete(asyncio.gather(client

loop.run forever()

The send function

The send function is for sending a message to the destination speci-
fied by the IP address and socket info taken as parameters together
with a message to be sent. It returns a response message sent back

from the destination node to the source node, if there is one:



async def send(msg, ip, socket):
resp = None
try:
wsaddr = f'ws://{ip}:{socket}"
async with websockets.connect( \
wsaddr, max size=None, max_dueue:
ping interval=None) as websocket
await websocket.send(pickle.dumps (ms¢

try:

rmsg = await websocket.recv()
resp = pickle.loads(rmsgqg)
except:
pass
return resp
except:

return resp

The send_websocket function

The send_websocket function is for returning a message to the mes-

sage source specified by the WebSocket information, taken as a pa-

rameter together with a message to be sent:

async def send websocket(msg, websocket):

while not websocket:



await asyncio.sleep(0.001)

await websocket.send(pickle.dumps(msg))

The receive function

The receive function is used to receive a message with the Web-

Socket taken as a parameter and returns a pickled message:

async def receive(websocket):

return pickle.loads(await websocket.recv())

Next, we will talk about the data structure class that handles process-

ing ML models.

Understanding the data structure
handler class

The data structure handler is implemented in the data_struc. py file,
which can be found in the 1ib/util folder of the fl_main directory.
The data structure class has the LimitedDict class to handle the ag-

gregation of the ML models in a consistent manner.

Importing libraries for the data structure
handler



In this data_struc.py code example, the handler imports general li-

braries, such as numpy and Dict:

from typing import Dict
import numpy as np

Next, let’s move on to the LimitedDict class and its functions related

to the data structure handler.

The LimitedDict class

The following is a definition of the LimitedDict class and its functions

related to the data structure handler.

The LimitedDict class and its functions

The functions of the LimitedDict class are for converting a dictionary
format into a class with keys and values. LimitedDict is used with the
buffer in ML models to store local and cluster models in the memory

space of the state manager of the aggregator:

class LimitedDict(dict):
def init (self, keys):
self. keys = keys

self.clear()



def setitem (self, key, value):
if key not in self. keys:
raise KeyError
dict. setitem (self, key, value)
def clear(self):
for key in self. keys:
self[key] = list()

The convert_LDict_to_Dict function

The convert_LDict_to_Dict function is used to convert the
LimitedDict instance defined previously into a normal dictionary

format:

def convert LDict to Dict(ld: LimitedDict)
-> Dict[str,np.array]:
d = dict()
for key, val in 1ld.items():
d[key] = val[0]

return d

In the next section, we will talk about the helper and supporting

libraries.

Understanding helper and
supporting libraries



The helper and supporting functions are implemented in the helper-
s.py file, which can be found in the 1ib/util folder of the f1_main

directory.
Importing libraries for helper libraries

In this helpers.py code example, the file imports general libraries

such as json and time:

import json, time, pickle, pathlib, socket, async
from getmac import get mac address as gma

from typing import Dict, List, Any

from hashlib import sha256

from f1 main.lib.util.states import IDPrefix, CI1:
Next, let’s move on to the list of functions of the helper library.
Functions of the helper library
The following is a list of functions related to the helper library.
The set_config file function

The set_config_file function takes the type of the config file, such
as db, aggregator, or agent, as a parameter and returns a string of

the path to the configuration file:



def set config file(config type: str) -> str:
# set the config file name
module path = pathlib.Path.cwd()
config file = \
f'{module path}/setups/config {config tyj

return config file

The read _config function

The read_config function reads a JSON configuration file to set up
the database, aggregator, or agent. It takes a config path as a para-

meter and returns config info in a dictionary format:

def read config(config path: str) -> Dict[str, Ar
with open(config path) as jf:
config = json.load(jf)

return config

The generate_id function

The generate_id function generates a system-wide unique ID based
on the MAC address and instantiation time with a hash function

(sha256) returning the hash value as an ID:



def generate id() -> str:
macaddr = gma()
in time = time.time()
raw = f'{macaddr}{in time}'
hash id = sha256(raw.encode('utf-8"'))

return hash id.hexdigest()

The generate_model_id function

The generate_model_id function generates a system-wide unique ID

for a set of models based on the following:

« Component ID: The ID of the FL system entity that created the
models

. Generation time: The time the models were created

The ID is generated by a hash function (sha256). It takes the following

parameters:

« component_type: A string value with a prefix indicating the compo-
nent type of IDPrefix

« component_id: A string value of the ID of the entity that created the
models

- gene_time: A float value of the time the models were created

This function returns the hash value as a model ID:



def generate model id(component type: str, \
component id: str, gene time: float) -> ¢
raw = f'{component type}{component id}{gene i
hash id = sha256(raw.encode('utf-8"'))

return hash id.hexdigest()

The create_data_dict_from_models
function

The create_data_dict_from_models function creates the data dictio-

nary for ML models by taking the following parameters:

« model_id: A string value of the model ID
« models: The np.array about ML models
« component_id: The ID of the FL system such as aggregator ID and

agent ID

It returns a data dictionary containing the ML models:

def create data dict from models( \
model id, models, component id):
data dict = dict()
data dict[ 'models'] = models
data dict[ 'model id'] = model id



data dict['my id'] = component id
data dict['gene time'] = time.time()

return data dict

The create_meta_data_dict function

The create_meta_data_dict function creates the metadata dictionary

with the metadata of the ML models, taking the performance metrics

(perf_val) and the number of samples (num_samples) as parameters,

and returns meta_data_dict, containing the performance value and

the number of samples:

def create meta data dict(perf val, num samples)

meta data dict = dict()

meta data dict["accuracy"] = perf val

meta data dict["num samples"] = num samples

return meta data dict

The compatible data_dict_read function

The compatible_data_dict_read function takes data_dict, which

contains the information related to ML models, extracts the values if

the corresponding key exists in the dictionary, and returns the com-

ponent ID, the generation time of the ML models, the ML models

themselves, and the model IDs:



def compatible data dict read(data dict: Dict[st:
-> List[Any]:
if 'my id' in data dict.keys():
id = data dict[ 'my id']
else:
id

if 'gene time' in data dict.keys():

generate id()

gene time = data dict[ 'gene time']
else:
gene time = time.time()
if 'models' in data dict.keys():
models = data dict[ 'models’]
else:
models = data dict
if 'model id' in data dict.keys():
model id = data dict[ 'model id']
else:

model id = generate model id( \

IDPrefix.agent, id, gene |f

return id, gene time, models, model id

The save_model_file function

The save_model_file function is for saving a given set of models into

a local file. It takes the following parameters:



« data_dict: A dictionary containing the model ID and ML models
with the Dict[str,np.array] format.

« path: A string value of the path to the directory of the ML model
storage.

- name: A string value of the model filename.

« performance_dict: A dictionary containing performance data with
the Dict[str, float] format. Each entry contains both the model

ID and its performance information:

def save model file(
data dict: Dict[str, Any], path: str, nar
performance dict: Dict[str, float] = dict
data dict[ 'performance'] = performance dict
fname = f'{path}/{name}"
with open(fname, 'wb') as f:

pickle.dump(data dict, f)

The load_model _file function

load_model_file reads a local model file that takes the following

parameters:

« path: A string value of the path to the directory to store ML models

- name: A string value of the model filename



It returns the unpickled ML models and performance data in the Dict

format:

def load model file(path: str, name: str) \
-> (Dict[str, Any], Dict[str, float]):
fname = f'{path}/{name}'

with open(fname, 'rb') as f:

data dict = pickle.load(f)
performance dict = data dict.pop('performance
# data _dict only includes models

return data dict, performance dict

The read_state function

The read_state function reads a local state file that takes the follow-

ing parameters:

« path: A string value of the path to the directory of the client state
file

« name: A string value of the model filename

This function returns a client state, ClientState (for example, fraining
or sending), the state indicated in the file, in an integer format. If the
client state file is being written at the time of access, it will try to read

the file again after 0.01 seconds:



def read state(path: str, name: str) -> ClientSt:
f'{path}/{name}"’
with open(fname, 'r') as f:

st = f.read()

if st == "':

fname

time.sleep(0.01)
return read state(path, name)

return int(st)

The write_state function

write_state changes the client state on the state file in the agent. It

takes the following parameters:

« path: A string value of the path to the directory of the client state
file

« name: A string value of the model filename

 state: The value of ClientState (for example, fraining or sending)

to set up a new client state:

def write state(path: str, name: str, state: Clic

fname = f'{path}/{name}'

with open(fname, 'w') as f:
f.write(str(int(state)))



The get_ip function

The get_ip function obtains the IP address of the machine and re-

turns the value of the IP address:

def get ip() -> str:
s = socket.socket(socket.AF INET, socket.SOCI
try:
# doesn't even have to be reachable
s.connect(('1.1.1.1', 1))
ip = s.getsockname()[0]
except:
ip = '127.0.0.1"
finally:
s.close()

return ip

The init_loop function

The init_loop function is used to start a continuous loop function. It

takes a function for running a loop function:

def init loop(func):
loop = asyncio.new_event_loop()

asyncio.set event loop(loop)



loop.run until complete(asyncio.gather (func)

loop.run forever()

In the next section, let’s look at the messenger functions to create

communication payloads.

Messengers to generate
communication payloads

The messenger functions are defined in the messengers. py file, which

can be found in the 1ib/util folder of the f1_main directory.

Importing libraries for messengers

In this messengers.py code example, the file imports general libraries,
such as time and numpy. It also imports ModelType, DBMsgType,
AgentMsgType, and AggMsgType, which were defined in the
Enumeration classes for implementing the FL system section in this

chapter:

import time

import numpy as np

from typing import Dict, List, Any
from f1 main.lib.util.states import \

ModelTvoe. DBMsaTvoe. AadentMsaTvobe. AaaMsaTwvi



Next, let’s move on to the list of functions of the messengers library.
Functions of messengers

The following is a list of functions related to the messengers library.
The generate_db_push_message function

The generate_db_push_message function generates and returns a
message for pushing the message containing ML models to the data-
base. It takes the following parameters to package them as a payload
message (in a List format with the message type defined as push)

between the aggregator and database:

component_id: A string value of the component ID, such as the ag-

gregator ID

« round: FL round information in an integer format

« model_type: The type of ML model, such as cluster or local
models

« models: ML models with the Dict[str, np.array] format

- model_id: A string value of the unique ID of the ML models

. gene_time: A float value of the time at which the ML models are

generated



- performance_dict: Performance data with the Dict[str, float]

format

The following code provides the functionality of generating the pre-

ceding database push message:

def generate db push message(
component id: str, round: int, model type:
models: Dict[str,np.array], model id: str,
gene time: float, performance dict: Dict[si
-> List[Any]:
msg = list()
msg.append (DBMsgType.push) # 0
msg.append(component id) # 1
msg.append(round) # 2
msg.append(model type) # 3
msg.append(models) # 4
msg.append(model id) # 5
msg.append(gene time) # 6

msg.append(performance dict) # 7

return msg

The generate_Imodel update_message
function



The generate_lmodel_update_message function generates and re-

turns a message for sending the aggregator a message containing

the local models created in an agent. It takes the following parame-

ters to package them as a payload message (in List format with the

message type defined as update) between the agent and aggregator:

format

format

agent_id: A string value of the agent ID
model_id: A string value of the unique ID of the ML models

local_models: Local ML models with the Dict[str, np.array]

performance_dict: Performance data with the Dict[str, float]

The following code shows the functionality of generating the preced-

ing local model update message:

def generate 1lmodel update message(

msg

msg.
msg.
msg.
msg.

msqg.

agent id: str, model id: str,

local models: Dict[str,np.array],
performance dict: Dict[str,float]) -> Lis
= list()

append (AgentMsgType.update) # 0
append(agent id) # 1

append(model id) # 2

append(local models) # 3

append(time.time()) # 4



msg.append(performance dict) # 5

return msg

The generate_cluster_model _dist_ message
function

The generate_cluster_model_dist_message function generates and
returns a message in List format to send a message containing the
global models created by an aggregator to the connected agents. It
takes the following parameters to package them as a payload mes-
sage (in List format with the message type defined as update) be-

tween the aggregator and agent:

aggregator_id: A string value of the aggregator ID

model_id: A string value of the unique ID of the ML models

round: FL round information in an integer format

models: ML models with the Dict[str, np.array] format

The following code shows the functionality of generating the preced-

ing cluster model distribution message:

def generate cluster model dist message(
aggregator id: str, model id: str, round
models: Dict[str,np.array]) -> List[Any]
msg = list()



msg.append(AggMsgType.update) # 0
msg.append(aggregator id) # 1
msg.append(model id) # 2
msg.append(round) # 3
msg.append(models) # 4

return msg

The
generate_agent_participation_message
function

The generate_agent_participation_message function generates and
returns a message to send a participation request message contain-
ing the initial models created by an agent to the connected aggrega-
tor. It takes the following parameters to package them as a payload
message (in List format with the message type defined as partici-

pate) between the agent and aggregator:

« agent_name: A string value of the agent name

« agent_id: A string value of the agent ID

« model_id: A string value of the unique ID of the ML models

« models: ML models with the Dict[str, np.array] format

- init_weights_flag: A Boolean value to indicate whether the
weights are initialized or not

- simulation_flag: A Boolean value to indicate whether the run is

for a simulation or not



« exch_socket: Socket information with a string value to send a mes-
sage from an aggregator to this agent

. gene_time: A float value of the time at which the ML models are
generated

. meta_dict: Performance data with the Dict[str, float] format

« agent_ip: IP address of the agent itself

The following code shows the functionality of generating the preced-

ing agent participation message:

def generate agent participation message(
agent name: str, agent id: str, model id:
models: Dict[str,np.array], init weights :
simulation flag: bool, exch socket: str,

gene time: float, meta dict: Dict[str,flo:

agent ip: str) -> List[Any]:
msg = list()
msg.append (AgentMsgType.participate) # 0
msg.append(agent id) # 1
msg.append(model id) # 2
msg.append(models) # 3
msg.append(init weights flag) # 4
msg.append(simulation flag) # 5
msg.append(exch socket) # 6
msg.append(gene time) # 7
msg.append(meta dict) # 8



msg.append(agent ip) # 9
msg.append(agent name) # 9

return msg

The
generate_agent_participation_confirm_mes
sage function

The generate_agent_participation_confirm_message function gen-
erates and returns a message to send a participation confirmation
message containing the global models back to the agent. It takes the
following parameters to package them as a payload message (in
List format with the message type defined as welcome) between the

aggregator and agent:

aggregator_id: A string value of the aggregator ID

« model_id: A string value of the unique ID of the ML models

. models: ML models with the Dict[str, np.array] format

« round: FL round information in an integer format

« agent_id: A string value of the agent ID

« exch_socket: A port number to reach out to an agent from the
aggregator

« recv_socket: A port number to receive messages from the agent



The following code shows the functionality of generating the preced-

ing agent participation confirmation message:

def generate agent participation confirm message

msg

msg.
msg.

msg.

msg

msg.
msg.

msg.

msg

aggregator id: str, model id: str,

models: Dict[str,np.array], round: int,

agent id: str, exch socket: str, recv_soc
-> List[Any]:

= list()

append (AggMsgType.welcome) # 0

append(aggregator id) # 1

append(model id) # 2

.append(models) # 3

append(round) # 4
append(agent id) # 5
append(exch socket) # 6

.append(recv_socket) # 7

return msg

The generate polling _message function

The generate_polling_message function generates and returns a

message to send a polling message containing the polling signal to

the aggregator. It takes the following parameters to package them as

a payload message (in List format with the message type defined as

polling) between the agent and aggregator:



« round: FL round information in an integer format

« agent_id: A string value of the agent ID

The following code shows the functionality of generating the preced-

ing polling message:

def generate polling message(round: int, agent i«
msg = list()
msg.append(AgentMsgType.polling) # 0
msg.append(round) # 1
msg.append(agent id) # 2

return msg

The generate_ack _message function

The generate_ack_message function generates and returns a mes-

sage to send an ack message containing the acknowledgment signal
back to an agent. No parameter is required to create a payload mes-
sage (in List format with the message type defined as ack) between

the aggregator and agent:

def generate ack message():

msg = list()



msg.append (AggMsgType.ack) # 0

return msg

Summary

In this chapter, we have explained the internal libraries in detail so
that you can implement the entire FL system without further investi-
gating what and how to code for basic functionalities such as commu-

nication and data structure conversion frameworks.

There are mainly five aspects that the internal library covers: enumer-
ation classes, defining the system states, such as FL client states; the
communication handler, supporting send and receive functionalities;
the data structure, to handle ML models when aggregation happens;
helper and support functions, which cope with basic operations, such
as saving data and producing randomized IDs; and messenger func-
tions, to generate various payloads sent among the database, aggre-

gator, and agents.

With these functions, you will find the implementation of FL systems
easy and smooth, but these libraries only support achieving some
minimal functionality of the FL system; hence, it is up to you to further
enhance the FL system to create a more authentic platform that can

be used in real-life use cases and technologies.
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